LNCS 2975

Mark ID. Ryan
John-Jules Ch. Meyer
Hans-Dieter Ehrich (Eds.)

Objects, Agents,
and Features

Intemational Semenar
Dagstubd Casthe, Germany, Febmuary 2003
Revited and Invited Papers




Lecture Notes in Computer Science 2975
Edited by G. Goos, J. Hartmanis, and J. van Leeuwen






Mark D. Ryan John-Jules Ch. Meyer
Hans-Dieter Ehrich (Eds.)

Objects, Agents,
and Features

International Seminar
Dagstuhl Castle, Germany, February 16-21, 2003
Revised and Invited Papers

@ Springer



Series Editors

Gerhard Goos, Karlsruhe University, Germany
Juris Hartmanis, Cornell University, NY, USA
Jan van Leeuwen, Utrecht University, The Netherlands

Volume Editors

Mark D. Ryan

University of Birmingham, School of Computer Science
Birmingham B15 2TT, UK

E-mail: M.D.Ryan@cs.bham.ac.uk

John-Jules Ch. Meyer

Utrecht University, Institute of Information and Computing Sciences
Intelligent Systems Group

Padualaan 14, De Uithof, P.O. Box 80.089

3508 TB Utrecht, The Netherlands

E-mail: jj@cs.uu.nl

Hans-Dieter Ehrich

Technische Universitidt Braunschweig, Abteilung Informationssysteme
Postfach 3329, 38023 Braunschweig, Germany

E-mail: HD.Ehrich@tu-bs.de

Library of Congress Control Number: Applied for

CR Subject Classification (1998): D.2, D.3, D.1.5,D.1.3,C.2.4,1.2.11, F.3

ISSN 0302-9743
ISBN 3-540-21989-7 Springer-Verlag Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer-Verlag. Violations are
liable to prosecution under the German Copyright Law.

Springer-Verlag is a part of Springer Science+Business Media
springeronline.com

© Springer-Verlag Berlin Heidelberg 2004
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Olgun Computergrafik
Printed on acid-free paper SPIN: 11006299 06/3142 543210



Preface

In recent years, concepts in object-oriented modeling and programming have
been extended in several directions, giving rise to new paradigms such as agent-
orientation and feature-orientation.

This volume came out of a Dagstuhl seminar exploring the relationship be-
tween the original paradigm and the two new ones. Following the success of
the seminar, the idea emerged to edit a volume with contributions from partici-
pants — including those who were invited but could not come. The participants’
reaction was very positive, and so we, the organizers of the seminar, felt en-
couraged to edit this volume. All submissions were properly refereed, resulting
in the present selection of high-quality papers in between the topics of objects,
agents and features. The editors got help from a number of additional reviewers,
viz. Peter Ahlbrecht, Daniel Amyot, Lynne Blair, Jan Broersen, Mehdi Dastani,
Virginia Dignum, Dimitar Guelev, Benjamin Hirsch, Maik Kollmann, Alice
Miller, Stephan Reiff-Marganiec, Javier Vazquez-Salceda, and Gerard Vreeswijk.

Finally, we would like to take this opportunity to thank all the persons in-
volved in the realization of the seminar and this book: attendees, authors, review-
ers, and, last but not least, the staff from Schloss Dagstuhl and Springer-Verlag.

February 2004 The Editors






Table of Contents

Objects, Agents, and Features: An Introduction........................ 1
John-Jules Ch. Meyer, Mark D. Ryan, and Hans-Dieter Ehrich

Coordinating Agents in OO ... .. .. i 8
Frank S. de Boer, Cees Pierik, Rogier M. van FEijk,
and John-Jules Ch. Meyer

On Feature Orientation and on Requirements Encapsulation
Using Families of Requirements .. ......... ... .. ... .. ... ... ... ... ... 26
Jan Bredereke

Detecting Feature Interactions: How Many Components Do We Need? .... 45
Muffy Calder and Alice Miller

Software Evolution through Dynamic Adaptation of Its OO Design. .. .... 67
Walter Cazzola, Ahmed Ghoneim, and Gunter Saake

Modelling and Analysis of Agents’ Goal-Driven Behavior
Using Graph Transformation ........ ... ... ... .. . .. 81
Ralph Depke and Reiko Heckel

Giving Life to Agent Interactions .............. .. .. .. ... .. . ... 98
Juliana Kiister Filipe

Organising Computation through Dynamic Grouping ................... 117
Michael Fisher, Chiara Ghidini, and Benjamin Hirsch

Adding Features to Component-Based Systems ........................ 137
Maritta Heisel and Jeanine Souquiéres

Components, Features, and Agents in the ABC ........................ 154
Tiziana Margaria

Towards a Formal Specification for the AgentComponent ............... 175
Philipp Meier and Martin Wirsing

Policies: Giving Users Control over Calls . ........... .. ... .. ... ........ 189
Stephan Reiff-Marganiec

Agents and Coordination Artifacts for Feature Engineering .. ............ 209
Alessandro Ricci

Author Index ........ . . . . 227



Objects, Agents, and Features: An Introduction
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1 Institute of Information and Computing Sciences
Utrecht University
The Netherlands
jj@cs.uu.nl
2 School of Computer Science
University of Birmingham
UK
M.D.Ryan@cs.bham.ac.uk
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1 Introduction

There are many ways of structuring software, and the seminar focussed on an
established one (object-orientation) and two emerging ones (agent-orientation
and feature-orientation).

The object paradigm is now widely used in software technology (with pro-
gramming languages like C++ and Java, and OO modelling frameworks such
as UML). However, the theoretical foundations of the object paradigm are not
settled yet, although clean concepts and reliable foundations are more and more
demanded not only by academia but also by practitioners. In particular, the
precise meaning of UML concepts is subject to wide debate.

Agents are more special kinds of objects, having more autonomy, and tak-
ing more initiative. For this reason, agent-oriented programming is sometimes
referred to as ‘subject-oriented’ rather than ‘object-oriented’, indicating that an
agent is much more in control of itself than an object which is manipulated by
other entities (objects). There is some work on investigating typical object no-
tions like inheritance in the context of agents. An interesting question is whether
this is a fruitful way to go. Typically, agents are thought of being endowed with
‘mental states’ involving concepts like knowledge, belief, desires and goals, in
order to display autonomous and in particular pro-active behaviour.

Features are optional extensions of functionality which may be added to a
software product, in order to reflect changes in requirements. They also cut across
the class structure, because implementing a feature typically involves updating
several classes or objects. The more complex the system is, the harder it is to
add features without breaking something; this phenomenon has been dubbed
the ‘feature interaction problem’. Because users like to think of a system as
comprising a base system together with a number of features on top, features
could potentially be seen as a structuring mechanism rivalling objects and agents.

M.D. Ryan et al. (Eds.): Objects, Agents, and Features, LNCS 2975, pp. 1-7, 2004.
(© Springer-Verlag Berlin Heidelberg 2004
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The following two subsections give brief introductions into the ideas behind
these paradigms.

1.1 The Agent Structuring Mechanism

Intelligent Agents. In the last decade or so the subject of ‘intelligent agents’
has been getting increasingly important in both the fields of software engineering
and artificial intelligence [24]. (Intelligent) agents are software (or hardware) enti-
ties that display a certain degree of autonomy while operating in an environment
(possibly inhabited by other agents) that is not completely known by the agent
and typically is changing constantly. Agents possess properties like reactiveness,
proactiveness and social behaviour, often thought of as being brought about by
mental or cognitive attitudes involving knowledge, beliefs, desires, goals, inten-
tions,..., in the literature often referred to as ‘BDI attitudes’ (for beliefs, desires,
intentions).

The area of agent technology covers the foundations as well as the design, im-
plementation and application of intelligent agents, both stand alone and within
(the context of ) multi-agent systems. The foundations concern agent theories and
in particular agent logics as a basis for agent architectures and the specification
and verification of agent programs written in agent programming) languages.
Design and implementation of agents involve the study of agent architectures
and agent programming languages by means of which agents can be realised.
Applications of agent technology are numerous (at least potentially), and range
from intelligent personal assistants in various contexts to cognitive robots and
e-commerce, for example [15].

Especially important is the study of multi-agent systems, which incorporates
such issues as communication, coordination, negotiation and distributed reason-
ing/problem solving and task execution (e.g. distributed / cooperative planning
and resource allocation). As such the area is part of the field of distributed Al.
An important subfield is that of the investigation of agent communication lan-
guages that enable agents to communicate with other agents in a standardized
and high-level manner.

Logics for Intelligent Agents. In order to describe and specify the behaviour
(and the BDI attitudes, more in particular) of intelligent agents a number
of logics have been proposed. The most well-known are those of Cohen and
Levesque [3] and Rao and Georgeff [22]. The former is based on a linear-time
temporal logic and is augmented with modal operators for belief and goals, and
a possibility to express the performance of actions. On this basis Cohen and
Levesque define intentions as certain (persistent) goals. In fact, the formalism
is ‘tiered’ in the sense that it contains an ‘atomic layer’ describing beliefs, goals
and actions of an agent, and a ‘molecular layer’ in which concepts like intention
are defined in terms of the primitives of the atomic layer. The (title) slogan of
Cohen and Levesque [3] is:

intention = choice + commitment
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meaning that an intention is a particularly chosen desire or goal to which the
agent is committed so that it will not drop it without a good reason (e.g. the
goal is reached or the agent realises that it cannot ever be achieved any more).

The framework of Rao & Georgeff [22] is known as ‘BDI logic’, and is based on
the branching-time temporal logic CTL*, to which modal operators for belief,
desire/goal and intention are added. A priori these three modalities are put
in the framework as independent modal operators (with their own semantic
accessibility relations) but Rao & Georgeff give a systematic account of how
these modalities may interact (yielding constraints on the general models for the
logic). BDI logic has inspired its inventors and many others to think about the
architectures of BDI agents (such as PRS - Procedural Reasoning System, [7])
and also about languages for programming agents (such as AgentSpeak(L) [21]).

Since in both of the above approaches the dynamics of BDI agents cannot be
properly specified mainly due to the lack of an adequate account of the results
of actions, KARO logic for describing intelligent agents was proposed, based on
dynamic logic [9], a well-known action logic, rather than temporal logic [18, 14,
19].

Agent-Oriented Programming Languages. Of course, if our aim is to real-
ize intelligent agents logics with which one may describe or specify them is not
enough. We need means to construct these agents. A number of possible options
is now available. One may directly think of architectures of agent-based systems
where components of agents are given a place and more or less abstractly it is
indicated how these components interact with each other. An example is the BDI
architecture [22] in which beliefs, desires and intentions are realized by means
of belief, goal and plan bases, and where a generic program indicates how a
sense-reason-act cycle is implemented using these bases. A disadvantage of this
approach is that it is both very complex and it is hard to link an agent to a
logical specification by some agent logic (even a BDI logic).

Therefore other researchers have moved into the direction of building agents
by means of special so-called agent-oriented programming languages, in which
agent concepts are used explicitly.

The first researcher who proposed such a language was Yoav Shoham [23],
the language AGENTO0. Besides basic actions having to do with the particular
application one has in mind (called ‘private actions’) such as a move action in
the case of a robot, in AGENTO one can use ‘mental actions’ such as updating
a belief base with incoming messages, the addition of commitments (actions to
be performed by the agent) and the removal of non-executable commitments,
and one may also use communication actions of informing other agents and
(un)requesting the performance of actions to other agents. The basic loop of
the AGENTO interpreter performs an update of the agent’s mental state, that
is, it reads the current messages, updates the belief and commitment bases of
the agent, and consequently executes the appropriate commitments, possibly
resulting in further belief updates.

Although the link with agent concepts as also used in agent logics is much
more direct (via the explicit use of beliefs and commitments), in a language such
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as AGENTO there still remains a problem of directly linking agent programs with
a specification in an agent logic. Some researchers have therefore proposed to
use an executable agent logic, where the ideal is to directly execute a specifi-
cation written in the logic that contains elements of temporal logic as well as
some agent notions such as beliefs and goals. An example of this approach is
the work on (Concurrent) METATEM [6]. Related is the work on the language
(CON)GOLOG [17, 8] and its many variants: here programs written in that lan-
guage are employed to guide a theorem prover to find a program (plan) to reach
the goals of an agent. Other approaches that were proposed include the agent
languages AgentSpeak(L) [21] and, inspired by this, 3APL [11, 12, 10], where it
is attempted to match equipping the language with mental BDI-like concepts
with giving a rigid formal semantics in which BDI-models are incorporated and
which renders programs written in the language amenable to the formal analysis
of correctness issues [2, 13].

1.2 The Feature Structuring Mechanism

When users evaluate competing systems and try to figure out which is the best
one, they frequently do so on the basis of the features that the systems offer.
For example, when buying a printer, one might discriminate between features
on the basis of whether they have features such as:

— double-sided printing;
— ethernet compatibility;
— accepts Postscript; etc.

A given printer might or might not have each of these features.

It is useful to think of a system as comprising a ‘base’ system together with
a set of features. The idea of the feature structuring mechanism is to describe
computer systems explicitly in those terms. In its pure form, we decompose a
system not in terms of objects, but in terms of a minimal core (which we call
the base system), together with some extensions (called features).

Structuring by features is often orthogonal to structuring by objects. If we
consider adding a new feature to an existing system, we find that the new feature
cuts across the object structuring. Introducing a new feature does not affect just
one object, but a set of them.

Features have become popular in the domain of telephony, because telephone
companies have sought to gain market advantage by offering new features, and
charging for them separately. Features of a telephone system include

— Call forward on busy: a call to a busy terminal is forwarded to another
(pre-selected) terminal;

— Voicemail on busy: a caller to a busy terminal is offered voicemail;

— Ring back when free: a caller to a busy terminal is offered the possibility of
being notified when the destination terminal becomes free.

There are hundreds of such features defined in the literature.
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Features should be defined as independently as possible of the systems to
which they will be added, in order to make them more abstract and to enable
them to be integrated into a larger class of systems. As a consequence, when we
define a feature we normally do not know what other features may be deployed
with it. This means that when we do put features together, they may interact in
unexpected ways. The problem of predicting and coordinating interactions be-
tween features is called the feature interaction problem, and receives considerable
attention in the literature [5, 4, 25, 20].

Examples of feature interactions in telecommunications systems are:

— “Call Forward on Busy” and “Voice Mail on Busy”: both these features
try to take control of a second (incoming) call to the subscriber. This is
inconsistent, so one cannot allow both features to be active on the same
phone.

— The “Ring Back When Free” (RBWF) attempts to set up a call for the
subscriber to a callee whose line is engaged as soon as the line becomes free.
The interaction of RBWF and “Call Forward Unconditional” (CFU) leads
to consistent, but potentially undesirable behaviour:

x requests RBWF from y, then CFU to z.
z will be notified when y becomes available.
However, it was x who requested the notification.

Some systems have features already built-in, ready to be enabled by users,
while other systems are built using an architecture which supports adding fea-
tures. Examples of the latter kind include systems allowing plug-ins, like web
browsers and media players, and systems allowing user-written packages like
GNU Emacs and BTEX. All of these systems are prone to feature interaction.
For example, BTEX styles may not work as intended when loaded in the wrong
order, or in some cases not be compatible at all. These problems can usually be
traced down to the fact that two features manipulate the same entities in the
base system, and in doing so violate some underlying assumptions about these
entities that the other ‘features’ rely on.

Feature-oriented programming is related to aspect-oriented programming,
and to superimpositions. We consider each of these in turn. Aspect-oriented
programming is a technique for managing program changes which cut across
the existing structure. For example, AspectJ [1] provides constructs allowing the
programmer to stipulate that after every call to a certain method, some other
piece of code should be run. An aspect is a collection of such changes, introduced
for a particular purpose. In this way, aspects could be used to implement features.

Superimpositions [16] are another technique for making cross-cutting changes
to a program, though with slightly different motivation. The focus in superim-
position is on adding extra code to a given program, usually to make it better
behaved with respect to other concurrently running programs. In the classic ex-
ample of superimposition, extra code is added to enable processes to respond
to interrogations from a supervisory process about whether they are awaiting
further input, and this enables smooth termination of the system.
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The purpose of this volume is to explore the connections between system

structuring mechanisms.
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Coordinating Agents in OO

Frank S. de Boer!?:3, Cees Pierik!,
Rogier M. van Eijk!, and John-Jules Ch. Meyer!

1 Institute of Information and Computing Sciences, Utrecht University,
The Netherlands
{frankb,cees,rogier,jj}@cs.uu.nl
2 CWI, Amsterdam, The Netherlands
¥ LIACS, Leiden, The Netherlands

Abstract. In this paper we introduce an object-oriented coordination
language for multi-agents systems. The beliefs and reasoning capabilities
of an agent are specified in terms of a corresponding abstract data type.
Agents interact via an extension of the usual object-oriented message
passing mechanism. This extension provides the autonomy that is re-
quired of agents but which objects in most object-oriented languages do
not have. It consists of an explicit answer statement by means of which
an agent can specify that it is willing to accept some specified messages.
For our coordination language we also present a formal method for prov-
ing correctness. The method extends and generalizes existing assertional
proof methods for object-oriented languages.

1 Introduction

Software agents and multi-agent systems have become a major area of research
and development activity in computing science, with a huge potential of appli-
cations in many different domains. One may even speak of an emerging new
paradigm of agent-oriented programming in which the concept of an agent as a
software entity displaying autonomous behavior based on a private mental state
and communicating and co-operating with other agents in a common environ-
ment plays a central role.

However, it is also clear that the very concept of agenthood is a complex
one, and it is imperative that programming agents be amenable to precise and
formal specification and verification, at least for some critical applications. This
is recognized by (potential) appliers of agent technology such as NASA, which
organizes specialized workshops on the subject of formal specification and verifi-
cation of agents [1,2]. Since agents comprise a new computational concept, tools
for verification are not immediately available, and it is not clear a priori how
these can be obtained. (There are special (modal) logics for describing agents but
generally it is not clear how these are to be related to concrete agent programs.
This is an instance of what is generally called the gap between agent theories
and agent implementation [3,4].)

A possibly viable way to go is to consider the relation of agents with the much
more established paradigm of object-oriented programming. Sometimes agents

M.D. Ryan et al. (Eds.): Objects, Agents, and Features, LNCS 2975, pp. 825, 2004.
(© Springer-Verlag Berlin Heidelberg 2004
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are compared to objects as being special kinds (classes) of objects where the
main distinction is the autonomous aspect of their behavior. Typically, agents
cannot be just commanded to execute some action (method), but they should
be requested to perform some action on behalf of another agent. An agent that
is requested to do such will consider whether it is in line with its own mental
state (beliefs, desires, goals, intentions etc.) to do so (and may refuse) [3].

If a relationship with OO programming can be established this also opens
up a way to use specification and verification methods and techniques from
the realm of OO. In the present paper we investigate this line of research by
considering a simple agent programming language (in the style of [5]) that is
an ‘agentified’ adaptation of an object-oriented language for which a correctness
logic (and associated tools) is known. Of course, special attention has to be given
to the agent-oriented features such as agent communication and coordination,
which results in a novel Hoare-style correctness logic.

This novel Hoare logic constitutes a promising first step towards realizing
C.A.R. Hoare’s Grand Challenge for computer science in the context of agent-
oriented programming. In general, information technology industry is still in
need for more reliable techniques that guarantee the quality of software. This
need is recognized by Hoare as a Grand Challenge in his proposal of the verifying
compiler [6].

A verifying compiler resembles a type checker in the sense that it statically
checks properties of a program. The properties that should be checked have to be
stated by the programmer in terms of assertions in the code. The first sketch of
such a tool is given by Floyd [7]. In recent years, several programming languages
(e.g., EIFFEL [8]) have been extended to support the inclusion of assertions in
the code. These assertions can be used for testing but they can also be used as a
basis for a proof outline of a program. Hoare logic [9] can be seen as a systematic
way of generating the verification conditions which ensure that an annotated
program indeed constitutes a proof-outline. A verifying compiler then consists
of a front-end tool to a theorem prover which checks the automatically generated
verification conditions (see, for example, [10]).

A fundamental idea underlying Hoare logics as introduced by C.A.R. Hoare
is that it allows the specification and verification of a program at the same level
of abstraction as the programming language itself. This idea has some important
consequences for the specification of properties of agent-oriented programs that
involve dynamically allocated variables for dynamic referencing of agents. Firstly,
this means that, in general, there is no explicit reference in the assertion language
to the heap (using object-oriented jargon) which stores the dynamically allocated
variables at run-time. Moreover, it is only possible to refer to variables in the heap
that do exist. Variables that do not (yet) exist never play a role. In general, these
restrictions imply that first-order logic is too weak to express some interesting
properties of dynamically allocated heap structures.

The main contribution of this paper is a Hoare logic for reasoning about an
object-oriented programming language for the coordination of intelligent agents.
The Hoare logic is based on an assertion language which allows the specification
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of run-time properties at an abstraction level that coincides with that of the pro-
gramming language. The coordination language itself supports an abstract data
type for the beliefs and reasoning capabilities of an agent. This abstract data
type allows the integration of heterogenous agents which are defined by different
implementations of their beliefs and reasoning capabilities. Agents can be cre-
ated dynamically and to ensure autonomy, agents can interact only via method
calls, that is, they cannot access directly each other beliefs (which are thus en-
capsulated). Agents however can communicate their beliefs via the parameter
passing mechanism of method calls. The autonomy of agents is additionally sup-
ported by means of answer statements which specify the methods an agent is
willing to answer.

This paper is organized in a straightforward way. In Sect. 2 we introduce
the programming language. In the following section we describe the assertion
language that is used to annotate programs. Section 4 contains the Hoare logic.
This paper ends with conclusions and some hints for future work.

2 The Programming Language

An agent system consists of a dynamically evolving set of independently operat-
ing agents that interact with each other through requests. Each agent belongs to
an agent class that specifies the requests that agents of the class can be asked to
answer. Agents have explicit control over the invocations of its methods: there
is a special language construct that is used to specify at which point in its ex-
ecution an agent is willing to answer which requests (although not from which
agent).

Furthermore, an agent has a belief base and a program that governs its
behavior. This program is built from traditional programming statements like
sequential composition, choice and while-loops and contains atomic operations
for handling question invocations, for querying and maintaining the belief base
and an operation for integrating new agents into the system. Each agent has a
private set of instance variables to keep track of and refer to the agents in the
system that it knows (and thus can ask questions to).

Agents maintain their own subjective belief base. We will assume that a
belief base is an element of an abstract data type Belief. In this paper p,q,...
will denote typical values of this type. Beliefs can appear in several ways in the
program. For example, an agent can pass beliefs to other agents by sending them
as arguments in requests. The receiving agents store the incoming beliefs in the
formal parameters of the corresponding methods. A parameter that refers to a
formula will have type Belief.

An agent can perform three operations on beliefs besides passing beliefs to
other agents. It can add a belief to its belief base by means of the statement
assert(p) and retract it from its beliefs by the command retract(p). Finally, it can
test whether a belief p follows from its belief base by the command query(p). The
result of a query is always a boolean value that can be assigned to a (boolean)
variable. We do not allow assignments of beliefs to instance variables because
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the beliefs of an agent are stored in a separate belief base and we do not want
to mix up the belief base of an agent and the values of its internal state.

We will now formally define the expressions, statements, method declarations,
classes and programs of the programming language. We start with the expres-
sions. The expressions in the language are built from local variables and instance
variables and the keywords self and null that are typical for the object-oriented
paradigm. In the following definition, v denotes an arbitrary local variable, and
x is an instance variable of an agent. Agents only have direct access to their own
belief base and their own instance and local variables.

Definition 1 (Expressions).
e € Expr == null | self | u|selfx|e =e|p

The keyword self always refers to the agent that is actively executing the method.
The keyword null denotes the null reference.

We assume a set of agent class names A with typical element a. The set of
types T in the program is the set A U {bool, Belief}. The language is strongly-
typed. Only formal parameters of a method can have type Belief. We will silently
assume that all expressions and statements are well-typed.

An important feature of the proposed language is that each agent has its
own internal activity that is executed in parallel with the activities of the other
agents. The internal activity is described by a (sequential) statement S. We allow
the following statements.

Definition 2 (Statements).

S € Stat :=skip | u:=e | self.x :=e | S; ; Sy | if e then S else S; fi
| while e do S od | u:=new(a) | u:=eg.m(e1,...,en)
| answer(my, ..., my) | assert(e) | retract(e) | u := query(e)

Observe that an agent can only alter the value of its own instance variables (by
means of assignments of the form self.z := e). Thus each agent has control over
its own instance variables. A statement like u := new(a) denotes the creation of
a new agent, and the storage of a reference to this agent in the local variable
u. Creation of an agent also implies that the internal activity of an agent is
activated.

A statement u := eo.m(el7 . ,en) involves a request to agent ey to execute
method m with actual parameters eq, ..., e,. Such a request will only be fulfilled
if the receiving agent eq indicates by means of a statement answer(my,...,m,)
that it is willing to answer a request by executing a message out of the list of
methods my,...,my,. If m € {my,...m,} then m might be selected for execu-
tion. Execution of the requesting agent is suspended until its request is answered.
When executing a statement answer(my,...,my), an agent will be suspended
until it receives a request to execute one of the methods mq,...,m,. If some
requests are already pending at execution of answer(mg,...,m,) then one of
these is chosen non-deterministically. The answering agent executes the method
and returns a value. After that, both agents resume their own internal activity.



12 Frank S. de Boer et al.

A method declaration specifies the name of the method m, a sequence of
formal parameters 4 = uq,...,un, a body S and a return value e.

Definition 3 (Method declarations).
md € Meth ::=m(uq,...,u,){ S return e }

Formal parameters can have type Belief. In that case, the actual parame-
ter should be a belief. We do not allow assignments to formal parameters. For
technical convenience, we also assume that the body S of a method contains no
answer statements. Thus an agent always answers one request at a time. How-
ever, it may delegate (parts of) its task to other agents by sending requests in
the body of a method.

An agent is an instance of an agent class A.

Definition 4 (Agent classes).
A € Agent ::= (a, X, M, S)

Each agent class consists of a unique name a, a set of typed instance variables
X, a set of method declarations M and a statement S. The statement S specifies
the internal activity of the agent. The belief base of an agent is initially empty
(i-e., equivalent to true).

Definition 5 (Multi-agent programs). A multi-agent program m is a tuple
(S, A1,...,Ar) of an initial statement S and agent classes Ay to Ay.

The initial statement S starts the execution of the program. It typically creates
some agents and then terminates. The keyword self is illegal in S because the
command is not linked to a particular agent. For the same reason, it can neither
contain answer statements nor operations on the belief base.

In order to formalize the semantics of a program 7 we introduce for each
agent name a of a class defined in 7 an infinite set of agent identities Id,. A
global state o of 7w is a family of partial functions

o4 €1d, = F,

where F' denotes the set of assignments of values to the instance variables of
class a, a being a name of a class defined by w. We assume an implicit auxiliary
variable belief which represents the belief base, that is, o, (7)(belief) represents
the belief base of the agent i. It should be observed here that the auxiliary
variable belief does not appear in programs and can be accessed only via the
operations of the abstract data type of beliefs. An agent ¢ € Id, exists in o if
04(%) is defined, in which case o, (7)(z) gives the value of the instance variable x
of i.

A local configuration is a pair (7,.5), where S denotes the statement to be
executed, and where 7 is an assignment of values to the local variables of 7.
Additionally we assume that self is a local variable, that is, 7(self) denotes the
agent that is executing the statement S.
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In order to model the (recursive) execution of answer statements we introduce
a stack of method invocations, denoted by «y, which consists of a finite sequence
of local configurations (71, S1) - - - (75, Sn), where the executing agent is given by
7i(self), i.e., 7;(self) = 7;(self), for 1 < ¢, < n. Moreover, every local configura-
tion (741, Sit1), 1 <@ < n, describes the execution of a method which is gener-
ated by the execution of a corresponding answer statement answer(...,m,...);S;
in the preceding local configuration.

In the sequel, by « - (1, .5) we denote the result of appending the local con-
figuration (7,.5) to the stack ~.

A global configuration of 7 is a pair (o,T), where T is a set of stacks (one
for every existing agent in o). The operational semantics then can be defined in
a fairly straightforward manner in terms of a transition relation on global con-
figurations. The semantics is parametric in the interpretation of the operations
of the abstract data type of beliefs. That is, we assume semantic functions

Jassert(e)|(o, T)

and
[retract(e)|(o, T)

which specify the global state ¢’ resulting from a corresponding revision of the
belief base o(7(self))(belief). The semantic function [query(e)](o,7) does not
generate any side-effect and encodes whether the belief denotes by e holds (in
the belief base of 7(self).

We have the following transition for the assert statement (the retract state-
ment is described in a similar manner).

Assert. Let assert(e)(o,7) = ¢’ in the following transition.
(o, TU{y- (1 assert(e); S)}) = (¢/, TU{y-(1,59)}) .
This transition singles out one agent and its corresponding execution stack
~ - (1, assert(e); S)

where the top statement starts with an assert statement. The execution of this
statement simply consists of updating the global state as specified by the se-
mantics of the assert statement and of a corresponding update of the statement
still to be executed. Note that all the other agents in T remain the same, i.e.,
we describe concurrency by interleaving.

We have the following main cases describing the semantics of method calls.

Method Invocation. In the following transition the stack of the caller is given
by
v AT, u = eg.m(€); S).

The stack of the callee is given by

v {7 answer(...,m,...); S").
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Furthermore, the agent 7/(self) indeed is addressed by ey in the call eg.m(é), i.e.,
the agent identity 7/(self) equals the value of the callee denoted by the expression
eg evaluated in o and 7.

(o, T U{n - (r,u:=eg.m(€);S),y - (v';answer(...,m,...); S")) —
(o, TU{y- (r,wait(u); S),y - (', 5") - (", 5" return ¢))

The stack of the callee is extended with a new local configuration

(r",8" returne) ,

where S return e is the body of method m. The local state 7"/ assigns to the

formal parameters of m the values of the corresponding actual parameters €
(evaluated in o and 7) and 7”(self) = 7/(self). In order to model the return we
additionally assume that a local variable return is set in 7" to the caller 7(self).
The waiting of the caller for the return value is modelled by the auxiliary state-
ment wait(u). The semantics of this wait statement is described in the following
transition which describes the return from a method call.

Method Return. In the following transition the stack of the suspended caller
is given by
v - {1, wait(u); S) .

The stack of the terminated callee is given by
v A, S (7", returne) .

Furthermore, we require that the callee indeed returns a call invoked by the
agent 7(self), i.e., 7(self) = 7”(return). Finally, in the following transition v
is the value of return expression e (evaluated in o and 7”) and the result of
assigning v to u is denoted by 7{u := v}.

(o, TU{y - (r,wait(u); S),y - (v, 5") - (", return e)) —
(0, TUy - (r{u:=v},5),7 - (7,59)

Note that after the return the stack of the callee is simply popped.
The transitions for the other statements are standard and therefore omitted.

3 The Assertion Language

The proof system that we introduce in the next section is tailored to a spe-
cific assertion language. We introduce the syntax and semantics of the assertion
language in this section. Between the lines we also explain some of the design
decisions behind the language.

An important design decision is to keep its abstraction level as close as possi-
ble to the programming language. In other words, we refrain as much as possible
from introducing constructs that do not occur in the programming language.
This should make it easier for programmers to annotate their programs.
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The assertion language is strongly-typed similar to the programming lan-
guage. By [!] we denote the type of expression [. The type of self is determined
by its context. We will silently assume that all expressions are well-typed.

The set of logical expressions is defined by the following grammar.

Definition 6 (Logical expressions).

leLExpr u=null |self |u]|z]|lz]|le|l1=l
| if 1y then I3 else I3 fi | {[I'] | l.1ength

Here ¢ denotes either a belief p, a local variable u or a logical variable z (of type
Belief ).

The expressions in the programming language are the basis for the set of logical
expressions. The variable z is a logical variable. Logical variables are auxiliary
variables that do not occur in the program. Therefore we are always sure that
the value of a logical variable can never be changed by a statement. Logical
variables are used to express the constancy of certain expressions (for example
in a proof rule for message passing below). Logical variables also serve as bound
variables for quantifiers.

In a proof outline one can express assumptions about the values of instance
variables of an agent (by expressions of the form [.z) and about its beliefs (by
means of [.¢). These two types of statements have a different meaning. An ex-
pression [.¢ is true if the belief denoted by ¢ follows from agent [’s belief base,
whereas [.x simply refers to the value of instance variable x of agent .

Ezample 1. Let u be a formal parameter of a method, and let its type be Belief.
Then the assertion self.u = self.z says that the boolean instance variable x of
agent self signals whether belief u currently follows from its belief base. On
the other hand, the assertion u = self.z is not well-typed because an instance
variable cannot have type Belief.

We included logical expressions of the form if I; then 5 else I3 fi to be able
to reason about aliases (see Sect. 4.1). Logical variables can additionally have
type t*, for some t in the set of types 7 extended with the type of integers.
This means that its value is a finite sequence of elements from the domain of ¢.
This addition adds expressive power to the language needed to express certain
properties of dynamically changing multi-agent systems. We use [[l'] to select the
element at position !’ in the sequence I. The length of a sequence [ is denoted
by l.length.

Formulas are built from expressions in the usual way.

Definition 7 (Formulas).
PQeAss:=1l1 =13 | 7P |PAQ | 3z:t(P)

Note that as atomic formulas we only allow equations. Furthermore we have
the usual boolean operations of negation and conjunction (using the standard
abbreviations for the other boolean operations). The type ¢ in the (existential)
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quantification 3z : ¢(P) can be of any type. For example, ¢ can be a or a*, for
some class a. In the first case, the formula means that P holds for an existing
agent of class a. In the latter case, P should hold for a sequence of such agents.
We sometimes omit the type information in 3z : ¢(P) if it is clear from the
context. The standard abbreviations like VzP for —3z—P are valid.

Ezample 2 (Agreement). Many interesting properties can be expressed in the
assertion language. We can, for example, say that all agents of an agent class
a share the opinion of a particular agent on the belief denoted by ¢. This is
expressed by the formula Vz : a(self.¢ = z.¢).

Ezample 8 (Conflicting agents). We also allow quantification over beliefs in the
assertion language. Thus one can, for example, express that two agents v and v
disagree about everything by the formula Vz : Belief(u.z = —(v.z)).

Assertion languages for dynamically allocated variables inevitably contain
expressions like [.z that are normally undefined if, for example, [ is null. However,
as an assertion their value should be defined. We solved this problem by giving
such expression the same value as null. By only allowing the non-strict equality
operator as a basic formula, we nevertheless ensure that formulas are two-valued.
For example, the expression u.x = true indicates that the value of the (boolean)
instance variable z of object u is true and that u does not equal null. On the
other hand, u.z = null signals that either u equals null or that the value of field
x of object u equals null. If we omit the equality operator then the value of a
boolean logical expression [ is implicitly compared to true.

Ezample 4 (Finite sequence). The following formula
Jz:a*Vn(l <nAn < zlength — Vz' : Belief(z[n].2" — z[n + 1].2))

expresses that there exists a finite sequence of agents of class a which is mono-
tonically increasing with respect to their beliefs.

Formally the semantics of assertions is defined along the lines of [11] with
respect to a local state which specifies the values of the local variables and the
value of self, a global state which specifies the values of the instance variables
and the belief bases of the existing agents, and, finally, a logical environment w
which specifies the values of the logical variables. The semantics is parametric
in the interpretation

lquery(p)[(a, T)

of the query operation of the abstract data type Belief, which, as discussed
already above, encodes if the belief p holds in the belief base o (7(self))(belief).
For example, we define the boolean value

ll.9)(w,0,7)

resulting from the evaluation of [.¢, inductively by

lquery(p")[(o, 7{self := [i[(w, 0, 7)}),
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where p’ = |¢](w, o, 7). This latter semantic function is given by the following
three clauses.

- Hpﬂ(w70a7—) =D
— Ju[(w,0,7) = 7(u) (uis a local variable of type Belief)
— |2l (w,0,7) = w(z), (2 is a logical variable of type Belief)

4 Proof Outlines

Proof outlines as a means for representing a correctness proof for shared-variable
concurrency were introduced by S. Owicki and D. Gries [12]. A proof outline is
a program annotated with formulas (assertions) that describe the program state
when execution reaches that point. For simplicity, we will assume that every
statement occurs between two assertions (its precondition and postcondition).
The precondition of a statement describes the state upon arrival at the state-
ment, whereas the postcondition describes the state on completion of the state-
ment. Usually, the postcondition of a statement will be the precondition of the
next statement.

Correctness of a proof outline is checked in three stages. The first stage
analyzes the local correctness of the proof outline. Local correctness comprises
checking the correctness of local statements that is, those statements which do
not involve communication via method calls. Roughly, local correctness amounts
to proving that the precondition implies the postcondition of the statement. For
example, for a simple assignment to a local variable u := e with precondition
P and postcondition @ this means checking if P — Q[e/u] holds. By [e/u] we
denote the substitution of u by e. It is defined by induction on the structure
of assertions. The formula P — Q[e/u] is called the verification condition of the
statement. In the Sects. 4.1-4.2 we investigate the local correctness of the special
commands in our language.

The second stage of the proof method consists of a variant of the cooperation
test (see, e.g., [13]) which deals with the communication statements (i.e., method
calls and answer statements). This test thus concerns the communication of the
agents. The cooperation test inspects if all possible matches of a request and
answer satisfy their specification. It is described in Sect. 4.3.

The final stage of the system is an interference freedom test. It tests if the
validity of the proof outline in a particular agent class is not invalidated by
the execution of commands by other agents (possibly of the same class). The
interference freedom test that we propose is described in Sect. 4.4. It involves an
adaptation of the interference freedom test in [12] to our object-oriented agent
language.

4.1 Agent Creation and Instance Variables

The typical object-oriented programming statements can be proved locally cor-
rect by means of the Hoare logic described in [11]. (We also take subtyping,
and inheritance into account in [11], but that does not invalidate the verification
conditions. It only means they can be further simplified.)
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From that paper, we use the substitutions [¢’/e.x] and [new(a)/u]. The first
subsitution corresponds to the assignment e.x := ¢’, where z is an instance
variable of agent e. The subsitution [new(a)/u] corresponds to the statement
u := new(a). Despite their appearance these operations do not correspond to
the usual notion of subsitution. For example, the substitution [¢’/e.z] has to
take possible aliases of e.x into account, e.g., logical expressions of the form [.x,
where [ after the assignment e.x := ¢’ denotes the same agent as e, and thus
should also be replaced by €’. Since we cannot identify such aliases statically
the substitution operation [e’/e.x] replaces l.z by the conditional expression
if [[e'/e.x] = self then €’ else [[¢//e.x].x fi.

Since we only allow assignments to instance variables of the form self.z :=e
we can instantiate the substitution [e'/e.x] to [e/self.z]. For an assignment
self.x := e with precondition P and postcondition () we obtain the verification
condition P — Qle/self.x].

Agent creation is slightly more complex because first of all in the state before
its creation the new agent does not exist and so we cannot refer to it! This
problem however can be solved by a static analysis of ocurrences of u (which
denotes the newly created agent after its creation) and observing that u can
only be compared with other variables and can be dereferenced. These different
contexts can be resolved statically, e.g. (u = v)[new(a)/u] results in false (for
further details we again refer to [11]). Furthermore, the new agent will start
executing its internal activity after its creation. We therefore also must ensure
that the precondition of the internal activity of the new agent is satisfied by the
state that results from its creation. Let P be the precondition of u := new(a) and
let @ be its postcondition. Let P’ be the precondition of the internal activity of
agents of class a. The corresponding verification condition is the formula

P — (Q[new(a)/u] A P'lu/self][new(a)/u]) .

The subsitution [u/self] simply replaces every occurrence of self in P’ by w. This
yields the desired result because the new agent is known in the context of its
creation by the reference u.

4.2 Reasoning about Beliefs and Belief Updates

Our assertion language allows one to express assumptions about what follows
from the belief base of a particular agent by means of expressions of the form
l.¢. Such an expression is true if ¢ follows from the belief base of agent [. It is
clear that belief revision commands influence the validity of such expressions.
We therefore have to explore the logical foundations of such belief updates.

In the context of this paper we will restrict our attention to a simple set-
ting where, given some signature of predicate and function symbols, beliefs are
(ground) literals. In other words, we now instantiate the abstract data type Belief
with a concrete data type. Reasoning about more advanced belief data types is
left for future research.

We first consider the command assert(e). After execution of this command
we know that self.e holds. A first attempt to formulate a verification condition
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would be to check whether the postcondition is implied by the precondition if
we replace all occurrences of self.e in the postcondition by true. However, there
might also be other expressions that denote the same agent as self. In other
words, we are faced with the aliasing problem. Moreover, the belief e may also
have aliases. However, we can solve this problem by introducing a conditional
expression that takes this possibility into account. By [true/self.e] we denote the
substitution of all aliases of self.e by true. It is defined as follows on a formula
l.¢.
l.¢[true/self.e] = if | = self A ¢ = e then true else [.¢ fi

On all other formulas the substitution corresponds to the usual notion of struc-
tural substitution. For a specification { P} assert(e) {Q} the verification condition
is then given by P — Q[true/self.e].

Ezxample 5. Let us consider the action assert(p). Suppose we want to prove that
after this command the postcondition Vz : Member(self.p = z.p) holds. That is,
we want to ensure that after adding p to our belief base all agents of sort Member
share our belief of p. The weakest precondition of this command given the post-
condition is

Vz : Member(self.p = z.p)[true/self.p] |

which amounts to checking that for every agent z in class Member we have

(if self = self A p = p then true else self.p fi

if z=self Ap=p then true else z.p fi) .

The latter formula is equivalent to Vz : Member(z # self — z.p = true), which is
indeed the weakest precondition we informally expect.

Retraction of beliefs is axiomatized similarly. A command retract(e) with
precondition P and postcondition @) results in the verification condition

P — Q[false/self.e] .

Finally, we consider assignments that involve a query of the belief base. That
is, we investigate statements of the form u := query(e). Note that u is a variable
with type bool in this context. Observe that a query does not alter the belief
base. Therefore we can test in the state before the assignment by means of the
expression self.e what the value will be that is assigned to w. This observation
leads to the following verification condition. If P is the precondition of this state-
ment and @ is its postcondition, then the corresponding verification condition
is

P — Qlself.e/u] .

The substitution [self.z/u] completely corresponds to the usual notion of struc-
tural substitution. We have u[self.e/u] = self.e, and v[self.e/u] = v for every
local variable v that syntactically differs from wu.



20 Frank S. de Boer et al.

4.3 Reasoning about Requests

In this section, we will explain in detail how reasoning about communication in
our agent language takes place. We will develop a variant of the cooperation test
described in [13]. The cooperation test describes the verification conditions that
result from the annotation of request and answer statements.

Three statements are involved in a communication step. The first state-

ment is a request of an agent of the form u:=eg.m(es,...,e,). The second
statement is a corresponding answer statement answer(myq,...,m;) such that
m € {mq,...,my,}. This statement must occur in the internal activity of agent

class [eg]. The third statement is the body S of the implementation of method
m in class [ep]. That is the statement that will be executed as a result of the
request.

The correspondence between a request and the implementation of the method

is statically given. We assume that m(uq,...,u,){ S return e } is the imple-
mentation of method m in some agent class A. Therefore it corresponds to the
call u := eg.m(eq,...,e,) if [eo] is A.

However, we cannot (in general) statically determine to which answer state-
ment a request corresponds (if any). Therefore we have to consider all possibili-
ties. The cooperation test consists of two verification conditions for every syntac-
tically matching request/answer pair. An answer statement answer(my, ..., m,)
is said to match syntactically with a request u := eg.m(ey, ..., e,) if:

— the answer statement occurs in class [eo];
—me{my,...,mp}.

So let us consider a syntactically matching request/answer pair and a correspond-
ing implementation m(uq,...,u,){ S return e }. We assume the following pre-
and postconditions.

— {P[,2]} u:=eo.mler,...,en) {Q}
— {P'[v',Z']} answer(my,...,m,) {Q'}
- {P"} S {Q"}

The assertions P, P’ and @, Q' may be arbitrary assertions. The specification
of the method body S should satisfy certain restrictions. The only local variables
that the precondition P” can refer to are self and the formal parameters of the
method. All other local variables are out of scope in P”. The postcondition Q"
is not allowed to mention local variables at all.

The precondition of a request and an answer statement may also specify a list
of local variables ¥ and a corresponding list of logical variables Z of equal length.
The logical variables Z are used to temporarily replace the local variables v in
the context of the implementation. That is needed because the local variables
of the request and answer statement are out of scope in the specification of the
implementation. We provide an example of the use of this feature below.

Recall that the activity of the requesting agent is suspended during the ex-
ecution of the request. This means that its local variables and its internal state
cannot be altered during the request. The execution of the internal activity
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of the answering agent is also suspended while it executes the corresponding
method. This implies that the local variables of its internal activity also remain
unchanged during the request. However, the execution of the method can result
in changes to instance variables of the answering agent.

The state of the program at the start of the request is described by the
conjunction of P and P’. Together, they should imply that the precondition of
the implementation holds. This is checked by the following verification condition.

P A (P'leg/self]) A eg # self — (P"[eg, €, self /self, u, caller][0,7"/2,2]) (1)

Note that (1) is the above mentioned implication augmented with several sub-
stitutions and the clause ey # self. This latter clause reflects the fact that an
agent cannot communicate with itself. The verification condition (1) is the first
half of the cooperation test.

The first substitution [eq /self] resolves the possible clash between occurrences
of self in both P and P’. These occurrences do not refer to the same object.
Therefore we replace the keyword self in P’ by the expression eq since eg is a
reference to the answering agent from the perspective of the requesting agent.

Observe that it is also possible that both P and P’ mention the same lo-
cal variable. This should be resolved by replacing the occurrences of this local
variable in P’ by a fresh logical variable. A similar warning applies to the post-
conditions @ and Q’.

The composite substitution [eg, &, self /self, @, caller] denotes a simultaneous
substitution. First of all, it involves the same substitution of self by ey as
mentioned above. Secondly, it contains a substitution of the formal parame-
ters @ = uq,...,u, by the actual parameters € = eq,...,e,. Finally, it specifies
a substitution of the logical variable caller by self. The logical variable caller is an
implicit argument of the call similar to the keyword self. It always receives the
value of self from the perspective of the requesting agent. Thus we always have
a reference to this agent in the context of the implementation. This reference
may only be used in the annotation. We will provide an example of its use at
the end of this section.

The substitution [7,7’/Z,Z'] denotes the simultaneous replacement of the
logical variables in z and z’ by the corresponding local variables in v and v’. It
captures the fact that local variables of the request and the answer statement
are modelled in the context of the implementation by logical variables.

The state upon termination of the implementation is described by the post-
condition @”. It should imply that both @ and @’ hold. More precisely, they
should be related in the following way.

(Q"[eo, €, self /self, w, caller][v, " /Z, Z']) A eg # self — (Q[result/u]) A (Q'[eo/self])

(2)

The verification condition (2) is the final part of the cooperation test.
The substitutions in (2) are analogue versions of those in (1). The only new
substitution [result/u] handles the passing of the result value. We assume that
the result value e is implicitly assigned to the special-purpose logical variable
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result upon termination of S. The substitution [result/u] in turn symbolically
assigns the value of result to u.

The following example shows many features of the cooperation test. We as-
sume that a particular agent class has the following method implementation.

add(u){ v := query(u); assert(u); return v; }

The method add first checks if belief u already follows from its belief base. It
returns this information to the caller after adding belief u to its belief base. This
method has the following precondition (3) and postcondition (4).

self.u = z Aself = AAcaller.z = X (3)
A Nresult = z A caller.x = X (4)

Note that the specification also states that the instance variable z of the caller
is invariant over the request. Here, x is an arbitrary instance variable of the
requesting agent, and X is a logical variable of the same type.

The formulas (3) and (4) correspond to P” and Q" above. We assume in this
example that the internal activity of the same class contains an answer statement
that is annotated as follows.

{true} answer(add) {true}

Thus both P’ and @’ in our verification conditions will be true. The rather weak
annotation of this command suffices for our purpose. The specification of the
corresponding call is more interesting.

{z=apAself.r =X [a,A]} b:=a.add(p) {apAb=2zAself.x = X}

The precondition z = a.p A self.z = X corresponds with P above, and a.p A b=
z AN self.r = X is the postcondition (). This specification is a translation of
the method specification to the context of the requesting agent. The singleton
list a is an instantiation of the sequence v in (1) and (2) above. Similarly, A
corresponds to the sequence z. This suffices because a is the only local variable
in the specification of the request statement.

We now instantiate the verification conditions in (1) and (2) as given above
with the pre- and postconditions of the example statements. This results in the
following two verification conditions.

(z = a.p Aself.x = X) A (true[a/self]) A a # self —
((self.ou = z A self = A A caller.z = X)[a, p, self /self, u, caller][a/A]) (5)

((A.u A result = z A caller.x = X)|a, p, self /self, u, caller][a/A]) A a # self —
((a.p Ab = z Aself.x = X)[result/b]) A (true[a/self]) (6)

After applying the substitutions we end up with the following implications.

(z=apAself.r=X)AtrueNa #self = (ap=2Aa=aAselfx=X)
a.p Aresult = z Aself.x = X Aa # self — (a.p Aresult = z Aself.z = X)) Atrue

Both verification conditions are evidently valid.
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4.4 Interference Freedom

As explained above, the final component of the system is an interference freedom
test. It tests if the validity of the proof outline in a particular agent class is not
invalidated by the execution of commands by other agents (possibly of the same
class). Such a test is needed because assertions in general describe properties
of the global state. What we propose in this section is an adaptation of the
interference freedom test in [12].

The interference freedom test ensures that every assignment .S executed by an
agent does not interfere with an assertion @) in another agent (but not necessarily
in another class). In other words, @ should be invariant over execution of S.
This test generates a verification condition for every pair of an assertion @ and
a statement S that possibly interferes.

Inspection of the commands in our language learns us that there are four
sorts of statements that might interfere. First of all, assignments to instance
variables have to be considered. Secondly, creation of new agents might invalidate
assertions. For example, because an assertion states that P holds for all existing
agents of a sort a. But then P should also hold for the new agent © on completion
of u := new(a). Finally, we remark that both assertion and retraction of beliefs
possibly influence the validity of assertions. Observe that assignments to local
variables cannot interfere with the states of other agents.

The definition of the interference freedom tests for the different sorts of state-
ments is straightforward given the substitutions that we defined in the previous
sections. Let the assignment self.z := e have precondition P, then @ is invariant
over self.x := e if:

(Q[z/self] A P A z # self) — Q[z/self][e/self.x] .

To avoid clashes between the keywords self in (Q and P we substitute self in Q
by a fresh logical variable z. The statement can only interfere if it is executed
in parallel by a different agent. Hence the additional assumption z # self.

Similarly, we should check that for any assignment u = new(a) with precon-
dition P we have that @ is invariant. That is, we should check

(Q[z/self| A P A z # self) — Q[z/self][new(a)/u] .

The test for a statement assert(e) (7) and a command retract(e) (8) are also
similar.

(Qz/self] A P A z # self) — Q[z/self][true/self €] (7)
(Qz/self] A P A z # self) — Q[z/self][false/self €] (8)

The inference freedom test completes our proof method for the presented
object-oriented agent language.

5 Conclusions

Reasoning about agent communication is a relatively new topic. In [14] the ver-
ification problem of agent communication is defined and examined at a rather
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high level of abstraction. The different components of a verification framework for
agent communication are outlined in [15]. An actual verification method for agent
communication is developed in [16] that is based on the synchronous handshak-
ing mechanism of Hoare’s paradigm of CSP (Communicating Sequential Process)
and the information-processing aspects of CCP (Concurrent Constraint Pro-
gramming). In this framework, agent communication proceeds through passing
information along bilateral channels rather than by requests like in the current
paper.

In this paper we have described (to the best of our knowledge) a first proof
method based on assertions for an object-oriented coordination language for
multi-agent systems. To our opinion this work presents a promising first step
towards a further integration of OO and agent technology (for example, ‘agen-
tifying’ inheritance and subtyping) and the application of formal methods to
complex agent systems. Additionally, this work also provides a promising basis
for the application of concepts like compositionality developed in the semantics
and proof theory of concurrent systems [17].

One of the main proof theoretical challenges for future developments concerns
an integration of a new class of modal logics [18] for representing the beliefs of
agents which capture the object-oriented mechanism of dynamic referencing of
agents by means of corresponding parameterized modal operators. A perhaps
even more ambitious future goal is to extend the proof method to agent-oriented
programming languages like 3APL [19] which involve very expressive mechanisms
for belief and goal revision.

Currently, we are working on soundness and completeness proofs. The sound-
ness proof consists of a fairly straightforward induction on the length of the
computations. The completeness proof consists of showing that the verification
conditions hold for proof outlines which are defined in terms of so-called semantic
reachability predicates (see [17]).

In the near future we are also planning to develop tools for the automatic
generation of the verification conditions and the use of theorem provers along
the lines of [10].
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Abstract. Naive feature orientation runs into problems with large soft-
ware systems, such as telephone switching systems. With naive feature
orientation, a feature extends a base system by an arbitrary increment
of functionality. Information hiding helps to structure a large software
system design into modules such that it can be maintained. We focus on
the requirements of a software system. Requirements can be structured
analogously to design modules. Naive feature orientation can violate re-
quirements encapsulation. We survey approaches with improved encap-
sulation, and we show how and when families of requirements can help.

1 Introduction

A feature oriented description of a software system separates a base system
from a set of optional features. Each feature extends the base system by an
increment of functionality. Feature orientation emphasizes the individual features
and makes them explicit. The description of one feature does not consider other
extensions of the base system. Any interactions between features are described
implicitly by the feature composition operator used.

Feature orientation is attractive. It meets the needs of marketing. Marketing
must advertise what distinguishes a new version from its predecessors. Marketing
must offer different functionality to different customers, in particular at different
prices. Successful marketing also demands a short time to market. This requires
that the system can be changed easily. It can be achieved by just adding a new
feature. The large body of existing descriptions never needs to be changed.

But naive feature orientation runs into problems with large software systems,
such as telephone switching systems. In this paper, we show where naive fea-
ture orientation can violate information hiding, and how and when families of
requirements can help.

2 Feature Orientation

2.1 Naive Feature Orientation

With naive feature orientation, a feature extends a base system by an arbitrary
increment of functionality. The increment is typically chosen to satisfy some new
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user needs. This selection of user needs happens from a marketing perspective.
In particular, the selection is neither particularly aligned to the internal struc-
ture of the software system nor to the organization of the system’s documented
requirements.

Many feature addition operators have been used in practice or proposed on
theoretical grounds [1-6]. They typically share the property that they add code
in different places of the base system as needed. They are therefore operators of
a syntactic nature.

A canonical example is the structure of the Intelligent Network (IN) [7-9].
The IN is the telephone switching industry’s currently implemented response
to the demand for new features. This example demonstrates the naive feature
orientation nicely. This remains true even if the IN might be replaced by emerging
architectures eventually, such as Voice over IP (VoIP).

The IN specifies the existence of a Basic Call Process (BCP) and defines
sets of features. Examples of IN features are listed in Fig. 1. When a feature
is triggered, processing of the BCP is suspended at a Point of Initiation (POI),
see Fig. 2. The feature consists of Service-Independent Building Blocks (SIBs),
chained together by Global Service Logic. Processing returns to the BCP at a
Point of Return (POR). The Basic Call Process consists of two automata-like
descriptions, one for the originating side of a call, and one for the terminating
side of a call, see Fig. 3. In these, a feature can be triggered at a so-called
Detection Point, and processing can resume at more or less any other Detection
Point. This allows a feature to modify basic call processing arbitrarily.

There has been considerable research effort on feature composition operators.
In particular, in the FIREworks project [10, 11] (Feature Interactions in Require-
ments Engineering), various feature operators were proposed and investigated.
These operators successfully reflect the practice of arbitrary changes to the base
system. The theoretical background is the superimposition idea by Katz [12]:
one specifies a base system and textual increments, which are composed by a
precisely defined (syntactic) composition operator.

A feature is inherently non-monotonous [15]. Most features really change the
behaviour of the base system. That is, a feature not only adds to the behaviour
of the base system, or only restricts the behaviour of the base system. For ex-
ample, in telephony a call forwarding feature both restricts and adds to the
behaviour. It prevents calls to the original destination, and it newly makes calls
to the forwarded-to destination. Therefore, a refinement relation is not suitable
to describe adding a feature.

2.2 Feature Interaction Problems in Telephone Switching

It turns out that severe feature interaction problems appear if one applies a
naive feature oriented approach to a large software system, such as a telephone
switching system. It is relatively easy to create a new feature on its own and
make it work. But it becomes extremely difficult to make all the potential com-
binations of the optional features work as the users and providers expect. The
telecom industry complains that features often interact in an undesired way [1-
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Abbreviated dialling
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Automatic call back

Call distribution

Call forwarding

Call forwarding on busy/don’t answer
Call gapping

Call hold with announcement
Call limiter

Call logging

Call queueing

Call transfer

Call waiting
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Destinating user prompter
Follow-me diversion

Mass calling

Meet-me conference
Multi-way calling

Off net access

Off net calling

One number

Origin dependent routing
Originating call screening
Originating user prompter
Personal numbering
Premium charging

Private numbering plan
Reverse charging

Split charging
Terminating call screening

Customized recorded announcement Time dependent routing

Fig. 1. The features in the Intelligent Network (version CS 1).

T

‘ POI basic call process POR ‘

Fig. 2. Feature-oriented extension in the Intelligent Network (from [13, p. 3]).

6]. There are already hundreds of telephony features. The combinations cannot
be checked anymore because of their sheer number. Undesired interactions an-
noy the telephone users, and the users are not willing to accept many of them.
The users expect reliability from a telephone system much more than from other
software-intensive systems such as desktop PCs.

One typical example of a telephony feature interaction occurs between a
Calling Card feature and a Voice Mail feature.

We had once a calling card from Bell Canada. It allowed us to make a call
from any phone and have the call billed to the account of our home’s phone. We
had to enter an authentication code before the destination number to protect
us against abuse in case of theft. For ease of use, we could make a second call
immediately after the first one without any authorization, if we pressed the
“#” button instead of hanging up.

We also had a voice mail service from Meridian at work. A caller could leave a
voice message when we couldn’t answer the phone. We could check for messages
later, even remotely. For a remote check, we had to call an access number, dial
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Fig. 3. The Basic Call State Model of the Intelligent Network (version CS 2, after [14]).

our mailbox number and then a passcode. At the end of both the mailbox number
and the passcode, we had to press the “#” button.

The interpretations of the “#” button were in conflict between these two
features. The calling card feature demanded that the call should be terminated.
The voice mail feature demanded that the call should be continued, and that
the authorization went on with the next step. This particular feature interaction
was resolved by Bell. The calling card feature required that the “#” button was
pressed at least two seconds to terminate the call.

A feature interaction occurs when the behaviour of one feature is changed
by another feature. This is a commonly accepted informal definition.

Not all feature interactions are undesired. Some features have increased value
together with other features. For example, a short code to re-dial the last number
dialled saves typing. This is even more helpful when one uses a (long) dialling
prefix that selects an alternative, cheaper long-distance carrier. Some features
are even intended to improve a system that has specific other features. (Of
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course, this violates the “pure” feature oriented approach.) For example, a calling
number delivery blocking feature interacts with a calling number delivery feature.
The latter displays the caller’s number at the callee’s phone. The former prevents
a caller’s number to be displayed anywhere for privacy reasons.

Cameron et al. [16] have categorized the causes of feature interaction prob-
lems in their seminal benchmark paper: violation of feature assumptions, limita-
tions on network support, and intrinsic problems in distributed systems. Some
violated feature assumptions are on naming, data availability, the administra-
tive domain, call control, and the signalling protocol. Limitations on network
support occur because of limited customer premises equipment signalling capa-
bilities and because of limited functionalities for communications among net-
work components. Some intrinsic problems in distributed systems are resource
contention, personalized instantiation, timing and race conditions, distributed
support of features, and non-atomic operations.

A rather comprehensive survey of approaches for tackling feature interaction
problems was done recently by Calder et al. [17]. Despite some encouraging
advances, important problems still remain unsolved. The rapid change of the
telecommunications world even brings many new challenges.

A new view on the causes of feature interaction problems was a main result of
the recent seventh Feature Interaction Workshop [1]: in order to resolve a conflict
at a technical level, we often need to look at the social relations between users to
either disambiguate the situation or mediate the conflict. Zave [18] pointed out
that features should be purposes, not mechanisms. Gray et al. [19] found that
busy is a person’s state, not a device’s state — and the answer depends on who is
asking. We [20] showed that many feature interaction problems arise because the
users fail to abstract the system to the relevant aspects correctly. Other authors
went into similar directions. In a panel discussion, Logrippo compared feature
interaction resolution to legal issues.

3 Information Hiding Definitions

Information hiding helps to structure a large software system design into modules
such that it can be maintained. We now introduce some definitions from the
literature as a base for our further discussion.

A module in the information hiding sense [21-23] is a work assignment to
a developer or a team of developers. (There are many other meanings of this
word, we use this meaning only here.) Such a work assignment should be as self-
contained as possible. This reduces the effort to develop the system, it reduces the
effort to make changes to the system later, and it improves comprehensibility. A
successful software system will be changed many times over its life time. When
some design decision must be changed, a change should be necessary in one
module only. A design decision usually must be changed when some requirement
changes.

The secret of a module is a piece of information that might change. No other
module may rely on the knowledge of such a secret. Sometimes we distinguish
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between a primary and a secondary secret. A primary secret is hidden informa-
tion that was specified to the software designer. A secondary secret is a design
decision made by the designer when implementing the module that hides the
primary secret.

The interface between modules is the set of assumptions that they make
about each other. This not only includes syntactic conventions, but also any
assumptions on the behaviour of the other modules. A developer needs to know
the interface of a module only in order to use its services in another module.

There can be a hierarchy of modules. We need it for large systems. Its struc-
ture is documented in a module guide. The module guide describes the module
structure by characterizing each module’s secrets.

A fundamental criterion for designing the module structure of a software
system is: identify the requirements and the design decisions that are likely to
change, and encapsulate each as the secret of a separate module. If such a module
is too large for one developer, the approach must be applied recursively. This
leads to making the most stable design decisions first and those most likely to
change last. The three top-level modules for almost any software system should
be the hardware/platform-hiding module, the behaviour-hiding module and the
software decision module. These modules must then be decomposed recursively,
depending on the individual system. The structure presented in [23] might serve
as a template.

An abstraction of a set of entities is a description that applies equally well
to any one of them. An abstract interface is an abstraction that represents more
than one interface; it exactly and only consists of the assumptions that are in-
cluded in all of the interfaces that it represents. A device interface module is
a set of programs that translate between the abstract interface and the actual
hardware interface [24]. Having an abstract interface for a device allows to re-
place the device during maintenance by another, similar model with a different
hardware interface, without changing more than one module.

Object orientation allows to use information hiding by realizing modules
through the mechanism of the class.

Information hiding enables to design software for ease of extension and con-
traction. Design for change must include the identification of the minimal subset
that might conceivably perform a useful service, and it must include the search
for a set of minimal increments to the system [25]. The emphasis on minimality
stems from the desire to avoid components that perform more than one function.

The relation “uses” among programs (i.e., pieces of code) describes a cor-
rectness dependency. A program A uses B if correct execution of B may be
necessary for A to complete the task described in A’s specification. We can facil-
itate the extension and contraction of a software, if we design the uses relation
to be a hierarchy (i.e., loop-free), and if we restrict it as follows. A is allowed to
use B only when all of the following conditions hold: (1) A is essentially simpler
because it uses B. (2) B is not substantially more complex because it is not
allowed to use A. (3) There is a useful subset containing B and not A. (4) There
is no conceivably useful subset containing A but not B.
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Information hiding is also a base for the design and development of program
families. A set of programs constitutes a family, whenever it is worthwhile to
study programs from this set by first studying the common properties of the
set and then determining the special properties of the individual family member
[26]. One worked-out approach is [27].

4 Requirements

We focus on the requirements of a software system for the discussion of feature
orientation. Feature interactions often already arise in the requirements docu-
ments. When these documents are a complete description of the behaviours and
of other interesting properties, then all feature interaction problems are present
in the requirements documents at least inherently. Therefore, they should be
tackled already there.

4.1 Families of Requirements

A family of requirements is a set of requirements specifications for which it pays
off to study the common requirements first and then the requirements present
in few or individual systems only. In particular, we are interested in families
of requirements where only a subset of the family is specified explicitly in the
beginning, and where more members are specified explicitly incrementally over
time.

A family of requirements means that we have several versions of require-
ments. Requirements can and should be put under configuration management
analogously to software. The “atomic objects” are properties.

The right size of the properties, when taken as the atomic objects of config-
uration management, depends on the size of the family. We must split up the
requirements specification into small properties when a family of requirements
has a large number of potentially specified members. We want to avoid to specify
the same aspect A in two different properties. This can happen if we specify two
aspects A, B in one property P first and then need to specify A in another
property P» again, because there is a family member that has A but not B.

In case of doubt, we should make a property in the requirements as small
as possible while being useful. This is a safe strategy when we cannot overlook
the entire set of family members easily. Such a specified property will be much
smaller than the user of a new system or of a new feature usually thinks.

By small, we mean abstract in the above sense. A small property is part
of the requirements of as many useful potential systems as possible. The goal is
that each time a new member is specified, we will never need to copy and modify
any existing property. The new member will only exchange one or more entire
properties by one or more other properties.

When we have a large number of requirements and therefore of requirements
modules, we need some additional structure. It shall help the reader of a require-
ments document to find easily the module he/she is interested in. The above
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kind of modules is not directly suitable. The above modules are a product of the
software design. Their secret can be a requirement or a design decision. Their
structure is a software design structure. Such artefacts of the software design do
not belong into the software requirements. But we can adapt the idea.

A requirements module is a set of properties that are likely to change to-
gether. A requirements module may be partitioned recursively into sub-modules.
Each sub-module then is a set of properties that are even more likely to change
together. By “likely to change together”, we mean that for many potentially
specified members of the family, either all the properties from the set are in-
cluded, or none. The likeliness increases with the number of family members
where this is true.

We propose to organize requirements by requirements modules. Those require-
ments should be grouped together that are likely to change together. It then be-
comes easier to specify another member of the family explicitly. It is likely that
we can take an already specified member, remove one requirements module, and
add another requirements module. The latter possibly also has been specified
explicitly already for another member.

A criterion for the quality of the organization of the specified requirements
modules is how many modules must be changed for obtaining another family
member, on the average. These change costs must be weighted with the proba-
bility that the change actually occurs.

The above higher-level modules need to be decoupled. For example, there
might be family members that interface to a device of kind A, and other family
members that interface to a device of kind B. The behaviour of the system is
similar for both sets of family members, except for the details of the device.

Our solution is similar to the idea of abstract interfaces in design [24]. We
define abstract interfaces in abstraction modules. The advantage of having a
device interface requirements module that declares abstract variables and/or
events is that the properties of the behaviour modules need to depend only on
the stable properties in this module. For example, in telephony it is preferable
to base the behaviour on the abstract term of a connection request than on a
hook switch being closed by lifting a handset.

We want to have consistent configurations of the requirements document
only. When we construct a new configuration, we usually start with an existing,
consistent configuration and add and/or remove some properties. One of the
difficulties then is to take care of all dependencies among the properties. Fur-
ther additions and removals may be necessary. Maybe we even need to specify
some more properties explicitly. Only then we will arrive at another consistent
configuration of properties.

Localizing the changes into one or a few requirements modules helps a lot,
but it is not yet sufficient. A property can sometimes depend on other properties
from other modules. For example, if entire modules are added or removed, these
dependencies must be checked.

A property P, depends on a property Py, if Py is not well-formed without the
presence of P;. In particular, declarations cause dependencies. For example, P;
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introduces a variable monitored by the system, such as the position of a button.
P, determines the system behaviour depending on the value of this variable. P,
would not make sense without the variable being declared.

The dependency relation must be ezplicit. Otherwise, any maintainer not
knowing the entire specification by heart must check all requirements for conse-
quences. This is not feasible for large specifications. Therefore, the dependencies
should be documented when they are created.

One goal of the explicit dependency hierarchy is that the specifier tries to
have as little dependencies as possible. For each dependency, the specifier should
check whether it is necessary.

Each property must be formulated such that is a minimal useful increment,
as discussed in in Sect. 4.1 above. The dependencies are, in our experience, a
good means to check this. A property that depends on many other properties is
probably not minimal and could be split up.

The requirements module hierarchy is quite different from the requirements
dependency hierarchy. We must take great care to not confuse them. A particular
mistake we must avoid is to force the requirements module hierarchy to be the
same as the dependency relation. In general, there is not necessarily a correlation
between two abstract requirements depending on each other, and being likely
to change together. The relationship of requirements modules and requirements
dependencies is similar to the relationship of design modules and the design
“uses” relation among programs. (See Sect. 3 above.)

Another mistake to avoid is to define the dependency relation between
(sub-)modules. The dependency relation is among properties, not among mod-
ules. Defining the dependency relation between modules instead of between prop-
erties would introduce additional, artificial dependencies.

4.2 Requirements Modules and Features

A feature is some increment relative to some baseline, and most features are
non-monotonous (see Sect. 2.1). Therefore, a feature consists of a set of added
properties and of a set of removed properties. In the language of configuration
management [28], a feature is a “change”, also called a directed delta. In our
particular setting with a set of optional (or mandatory) properties, a feature
consists of the set of names of properties that must be included and of the set
of names of properties that must be excluded. We may say that a feature is a
configuration rule.

A feature is not a requirements module. Many approaches use features as
requirements modules. But this creates maintenance problems. Features and
requirements modules are similar. Both concepts serve to group properties. But
there are two marked differences between features and requirements modules:

1. A requirements module is a set of properties (i.e., one set), while a feature
consists of both added and removed properties.

2. The properties of a module are selected because of their likeliness to change
together, averaged over the entire family, while the properties of a feature
are selected to fit the marketing needs of a single situation.
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Forcing requirements modules and features to be the same is not advisable.
A feature fits the marketing needs of one occasion only, even though perfectly.
It is likely to not fit well for the remaining family members. A requirements
module supports the construction of all family members well, even though it
does not satisfy all the marketing needs of a particular occasion by itself. A few
other requirements modules will be concerned, too. In contrast, adding one more
feature on top of a large naively feature-oriented system will concern many other
features.

A requirements module provides an abstraction, while a feature is a config-
uration rule for such abstractions.

An example from telephony is the following:

— The 800 feature allows a company to advertise a single telephone number,
e.g., 1-800-123-4567. Dialling this number will connect a customer with the
nearest branch, free of charge. This feature should be composed of properties
from these three requirements modules: a module that provides addresses for
user roles, a module that translates a role address to a device address based
on the caller’s address, and, entirely independently, a module that charges
the callee. The feature removes the property that the caller is charged.

— The emergency call feature allows a person in distress to call a well-known
number (911 in the U.S.,; 110 in Germany and in some other European coun-
tries, ... ) and be connected with the nearest emergency center. This feature
will include the properties from the three requirements modules above, and
of a few more. For example, there will be properties from a module that
allows the callee to identify the physical line the call comes from.

— The follow-me call forwarding feature allows a person to register with any
phone line and receive all calls to his/her personal number there. This feature
includes properties from the above module which provides addresses for user
roles. The other modules are not needed. Instead, we need properties from
a module that translates a role address according to a dynamic user prefer-
ence. We also need properties from a further module to set user preferences
dynamically.

Successful marketing needs features such as the above ones. A “user role address”
feature would probably sell much worse than the ubiquitous 800 feature. But the
above reuse of requirements modules would not be possible in a naive feature-
oriented approach.

Two features might easily be incompatible, i.e., the features interact ad-
versely, because one feature includes a certain property while the other feature
excludes it. The features, seen as configuration rules, contradict each other.

A solution is to have different configuration priorities for the properties of
a feature. We distinguish (at least) the essential properties and the changeable
properties of a feature. An essential property is necessary to meet the expecta-
tions evoked by the feature’s name. A changeable property is provided only in
order to make the requirements specification complete and predictable for the
user. For example, a call forwarding feature can be recognized no matter what
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the requirements say on whether a the forwarding target can be set by press-
ing a button sequence or by, e.g., speech recognition. We therefore propose that
the specifier of a feature documents explicitly which properties are essential and
which are changeable.

5 Evaluation of Other Work with Respect
to Requirements Encapsulation

5.1 Naive Feature Orientation
and Requirements Encapsulation Violations

Naive feature orientation supports families of requirements, but does not orga-
nize the requirements into requirements modules as discussed above. This leads
to feature interaction problems. We now show in our canonical example, the In-
telligent Network, where the above encapsulation guidelines for the requirements
are violated.

The specification of the Intelligent Network is oriented along execution steps.
It is hard to specify a property of the IN without saying a lot about the exact
sequencing of steps. The Basic Call Process consists of explicit automata with
explicit triggering points, and the Service Independent Building Blocks of a
feature are chained together by the explicit sequencing of the Global Service
Logic. This violates the principle of making any single requirement as small and
abstract as possible, and composing the base system and the features from these
atomic properties.

The Service Independent Building Blocks (SIBs) provided in the standard
[29] are designed to be general in the sense that they offer a lot of functionality.
For example, the Charge SIB performs a special charging treatment for a call,
and the Algorithm SIB applies a mathematical algorithm to data to produce a
data result. Any details of the operations are controlled by run-time parame-
ters. Any concrete system requirements document must specify which charging
or calculating operations these SIBs support, respectively. From then on, it is
likely that there will come up another operation not yet supported. This will
require a change of the SIB concerned. This in turn threatens to break all other
features using this SIB. SIBs therefore are usually not a unit of most abstract
requirement.

The Basic Call Process itself violates the principle of making any single re-
quirement as small and abstract as possible. It specifies many different aspects at
the same time, as could be seen above. Instead of allowing for small requirements
to be taken out and in, a monolithic specification provides hooks for changes of
its behaviour. Few properties of its behaviour will be valid for all sets of fea-
tures. It is hard to design a feature on top of this monolithic base system that
will not break for some combination of features. If the base system would consist
of smaller, explicitly stated properties with explicitly stated dependencies, then
it would be easier to see which features are affected when a new feature removes
a certain property.
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One example is the step from the two-party call to the n-party session. The
Basic Call Process is written in terms of the two-party call. Nevertheless, the In-
telligent Network allows to combine several call legs. The n-party call is necessary
for such features as Consultation Call, Conference Call, and Call Forwarding.
Many features and SIBs are designed with the two-party call in mind, though.
For example, the Screen SIB compares a data value against a list. If it is used
to specify originating call screening, the screening can fail. Call Forwarding can
translate the dialled number several times before making a connection. A single
instance of the Screen SIB will check only one of the numbers. Even though the
Basic Call Process insinuates that there is exactly one terminating side (Fig. 3),
this property is not true for all systems.

The user interface is likely to change, nevertheless its concerns are spread
out. This is so despite there being a User Interaction SIB that is intended to
perform the user interaction for one feature. Most of the IN features need to
interact with a user. This interaction must be possible through a scarce physi-
cal interface: twelve buttons, a hook switch, and a few signal tones. Ten of the
buttons are used already by the base system. Physical signals must therefore
be reused in different modes of operation. But the definitions of several features
implicitly assume exclusive access to the user’s terminal device. There is no sin-
gle requirement that specifies the scheme how multiple features coordinate the
access. The above interaction between a calling card feature and a voice mail
feature is a consequence. Both features assume exclusive access to the “#” but-
ton. Details of the user interface are specified at the bottom of the requirements,
even though they are likely to change. We discuss this in more detail in [30, 31].

5.2 Approaches with Improved Requirements Encapsulation

There are many approaches that encapsulate requirements better. We now sketch
some of them in the light of requirements encapsulation. Even if some of these
approaches use the word “feature”, mostly they mean a module that encapsulates
a secret. However, none distinguishes features and modules explicitly.

The CoRE (Consortium Requirements Engineering) method [32-34] allows to
specify requirements for avionic and other safety-critical systems. A major goal
is to plan for change by using information hiding for the requirements. CoRE is
based on the functional documentation (four-variable model) approach [35]. It
adds additional structure to the requirements document by grouping variables,
modes and terms into classes. This borrows from object-orientation. A class has
an interface section and an encapsulated section. Entities not needed by other
classes are hidden syntactically inside the encapsulated section. The application
of CoRE to a Flight Guidance System rendered valuable experience. The authors
found that the requirements for the user interface should have been separated
from the requirements for the essential nature of the system, since the user
interface is more likely to change. Furthermore, they found in particular that
planning for change in a single product is not the same as planning for change
in a product family [32]. The requirements should have been organized entirely
different for the latter.



38 Jan Bredereke

The Tina initiative (Telecommunication Information Network Architecture)
[36,37], the Race project (Research and technology development in Advanced
Communications technologies in Europe), and the Acts project (Advanced Com-
munications Technologies & Services) developed and improved a new service
architecture for telecommunications. These projects have added most of the in-
teresting new abstractions explicitly to the resulting architecture. For example,
the explicit distinction between a user and a terminal device splits up the host
of properties that can be associated with a directory number in the Intelligent
Network. Therefore, the requirements of the base system are more structured
than for the Intelligent Network. The drawback is that the architecture is quite
far away from the structure of current systems, and a transition would be ex-
pensive [30].

The DFC (Distributed Feature Composition) virtual architecture is proposed
by Jackson and Zave [38]. It is implemented in an experimental IP telecommuni-
cation platform called BoxOS [39]. It allows to compose features in a pipe-and-
filter network. The filter boxes are relatively simple. This is in accordance with
the principle of small requirements. Also, several new abstractions are explicitly
supported, for example multi-party sessions and the distinction among users,
the different roles they play, and the different terminal devices they may use. A
strong point of BoxOS is that it can inter-operate with the existing telephone
network. However, part of its functionality is lost for these calls, naturally.

An Agent Architecture is outlined by Zibman et. al. [40]. It separates sev-
eral concerns explicitly. There are four distinct types of agents: user agents,
connection agents, resource agents, and service agents. This separates user and
terminal concerns. The terminal resource agent encapsulates the user interface
details, such as the signal syntax. The distinct user and connection agents sepa-
rate call and connection concerns. The user agents bring the session abstraction
with them. The connection agents coordinate multiple resource agents. The re-
source agent separates resource management from both session control and from
the services. It was a design goal that the introduction of new services should
not require modifications of existing software. Therefore POTS is represented
by a single service agent even though POTS really comprises several distinct
concerns.

Aphrodite is an agent-based architecture for Private Branch Exchanges that
has been implemented recently [41]. Each entity, device and application service is
represented as an agent. Agents are therefore abstractions. The often-changing
details of the behaviour of an agent are specified as policies. Policies can be
changed easily since they are stored as data in a table. It is an explicit goal to
make features small. For example, “transfer” is no longer a feature, but made up
of three different smaller features: “invoke transfer”, “try transfer”, and “offer
transfer”. Another stated goal is to make the assumptions explicit that features
make. Also, many new abstractions are already incorporated in the base system
as “internal features”.
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Fig. 4. Generating family members from a family document.

6 An Approach with Families
of Rigorous Software Requirements

We have investigated how explicit families of software requirements can facilitate
the maintenance task. We showed how the user interface can be encapsulated in
a requirements specification of a family of telephone systems [31]. We applied
the above requirements encapsulation guidelines in a case study on telephone
switching requirements [42, 43].

In [31], we showed how the user interface can be encapsulated in a require-
ments specification of a family of telephone systems. We proposed to distinguish
a syntactic and a semantic level of user interaction. The behavioural requirements
should be specified at the semantic level only. Semantic signals should reflect a
user’s decision to perform some action, or a user’s perception that some other
user or the system has decided to perform some action. Examples for semantic
signals could be “VoiceMailLogin” (for voice mail) and “ReleaseAndReconnect”
(for credit card calling). These semantic signals must eventually be mapped to
syntactic signals like “flash hook”, “#”, signal tones, and so on. The mapping
should be encapsulated into only one design module, the user interface mod-
ule. We sketched how such a user interface module could be integrated into the
current Intelligent Network architecture.

In [42,43], we applied the above requirements encapsulation guidelines in a
case study on telephone switching requirements. We used a constraint-oriented
specification style. All constraints are composed by logical conjunction. We made
each constraint as small as usefully possible.

We specified the requirements in the formalism CSP-OZ [44,45], which we
extended by means to specify a family of requirements. All family members are
specified in one document. A family member is composed of a list of features.
A feature consists of a set of modules and of a list of modules “to remove”.
A module is represented in CSP-OZ by the formal construct of a section. Each
module, i.e., section, holds one abstract requirement. Figure 4 gives an overview.
The formalism forces the specifier of any section to state on which other sections
it depends. There can be a dependency because the section uses a definition from
the other section.
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Fig. 5. Data flow structure of the genFamMem tool.

Our formalism also forces the original specifier of a feature to state whether a
property is essential for the feature or not. A feature’s changeable properties can
be removed from the system by another feature through a suitable operator. This
allows for non-monotonous changes. But only entire properties, i.e., sections, can
be removed and added.

There is a formal semantics both for CSP-OZ [44] and for our additional
family construct [46].

We implemented a supporting tool [42,46]. The tool generates individual
family members from the family document as needed, it extracts and displays the
dependencies among sections and among features, and it performs type checks
on the family constructs. Figure 5 shows its data flow structure. Our formalism
imposes some type rules. For example, a section must not be removed if another
section from another feature depends on it. Some kinds of feature interactions
therefore become type errors. The tool also checks further, heuristic rules that
indicate probable feature interaction problems.

We specified the requirements for a telephone switching system in a case
study [42,43]. The case study currently comprises about 40 pages of commented
formal specification, with about 50 sections in nine features, including the base
system. The communication between the users and the system was specified in
terms of semantic signals entirely, as discussed above.

The specification introduces the three notions of “telephone device”, “hu-
man”, and “user role” explicitly and early. As a consequence, the well-known
feature interaction problems between call screening and call forwarding vanish.
Call screening now appears as two different features: device screening and user
screening. Similarly, call forwarding is differentiated into a re-routing when a
human moves to another device, and into the transfer of a user role to another
human. All combinations of screening and forwarding now work without adverse
interactions.
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Nevertheless, our tool found a problem between the two screening features.
Its heuristic check issued a warning that both features remove the same section.
And indeed, a manual inspection showed that the new constraints introduced
by the two features (as a replacement for the removed section) contradicted
each other. We then could resolve the issue by specifying explicitly the joined
behaviour at this point.

7 Discussion

Our focus on requirements roots in the basic engineering principle of design by
documentation. Engineers draw blueprints before construction, and they keep
them up-to-date. Accordingly, we document requirements explicitly, including
the information necessary for changing them.

The organization of the requirements affects the ease of their maintenance.
Feature orientation meets the needs of marketing. But naive feature orientation
does not scale. We transferred the information hiding principle from design to
requirements. Modules of abstract requirements are a base for families of re-
quirements. Families of requirements are our approach to feature orientation.

We found that a feature is not the same as a requirements module. A require-
ments module provides an abstraction, while a feature is a configuration rule for
such abstractions, chosen for marketing. Without this distinction, it becomes
harder to express abstractions with long-term value.

A policy is very similar to a feature in the sense that it is a kind of configu-
ration rule (see, e.g., Reiff-Marganiec [47] in this book). The difference is that a
feature typically is provisioned statically by a service provider, while a policy is
intended to be defined dynamically by a user at run-time. Reiff-Marganiec [47]
does not elaborate on the structure of the underlying communications layer of
his policy architecture. It would be interesting research to extend our work to
dynamically configured policies.

Legacy systems pose a challenge for the application of our ideas on require-
ments structuring. We proposed concrete improvements for the encapsulation of
the user interface in the Intelligent Network [31], see the start of Sect. 6. But
a general prerequisite is that rigorous requirements are documented explicitly.
Already this can be difficult for a legacy system. However, the current migration
to Voice over IP now offers the chance to conceive the requirements for such new
systems as a family from the start.

A requirements module is a useful abstraction of the family of requirements.
This returns us to our observation at the recent Feature Interaction Workshop
(see the end of Sect. 2.2): it is important to consider the abstract purposes, not
only the concrete mechanisms. Formulating good common abstractions explicitly
is crucial.

Common abstractions need a domain with bounded change. These bounds
can be hard to determine in the telephony domain. Take the example of the
UMTS mobile network a few years ago. Everybody in the field would have
agreed vigorously that the bandwidth downstream should be much higher than
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upstream. Today, many envisioned services require a symmetric bandwidth dis-
tribution.

A prerequisite for any information hiding approach is our ability to predict

the likeliness of changes to some degree. This holds both for information hiding
in design and for information hiding in requirements. For requirements, we must
put the most stable properties at the bottom of the requirements dependency
partial order, and those most likely to change at the top. We don’t know how to
prepare for completely unanticipated changes.
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Abstract. Features are a structuring mechanism for additional func-
tionality, usually in response to changing requirements. When several
features are invoked at the same time, by the same, or different com-
ponents, the features may not interwork. This is known as feature in-
teraction. We employ a property-based approach to feature interaction
detection: this involves checking the validity (or not) of a temporal prop-
erty against a given system model. We use the logic LTL for temporal
properties and the model-checker Spin to prove properties.

To gain any real insight into feature interactions, it is important to be
able to infer properties for networks of any size, regardless of the underly-
ing communication structure. We present an inference mechanism based
on abstraction. The key idea is to model-check a system consisting of a
constant number (m) of components together with an abstract compo-
nent representing any number of other (possibly featured) components.
The approach is applied to two systems with communication which is
peer to peer and client server. We outline a proof of correctness in both
cases.

The techniques developed here are motivated by feature interaction anal-
ysis, but they are also applicable to reasoning about networks of other
types of components with suitable notions of data abstraction.

1 Introduction

Features are a structuring mechanism not dissimilar from objects and agents. For
example, services are built up from a number of feature components. However, a
major philosophical difference is that feature components are usually additional
to a core body of software, often they are a response to new, or changing require-
ments. Typically, features are added incrementally, at various stages in the life
cycle, usually by different developers, and often cutting across object boundaries.
So when deployed, while each feature functions well on its own, they may not
interwork. Namely, when several features are added to a service, or services are
composed with each other there may be behavioural incompatibilities or modi-
fications. This is known as the feature interaction problem [3,13,21,4, 1]. While
feature interactions are not necessarily undesirable (the addition of any feature
to the base system is an interaction!), we need at least to know of their exis-
tence, before determining desirability or resolution. This is known as detection,

M.D. Ryan et al. (Eds.): Objects, Agents, and Features, LNCS 2975, pp. 45-66, 2004.
(© Springer-Verlag Berlin Heidelberg 2004
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the subject of this paper. Although traditionally applied to telecommunications
systems, the concept of feature interaction can equally apply to any distributed
system in which features are offered.

We consider modelling features and analysing feature interactions in two
different paradigms: a telecommunications system and an email system. Both
systems consist of a network of basic components with different sets of features
enabled. But the two paradigms represent different communication structures.
The former is peer to peer, whereas the latter is client server.

In the first case, our model is based on the specification described more fully
elsewhere [6] and follows the IN (Intelligent Networks) distributed functional
plane [19]. In the second case, our model is based on a specification also described
in more detail elsewhere [8], and is derived from Hall’s email model [17].

To gain any real insight into the feature interaction problem, it is important
to be able to infer properties for networks of any size, regardless of the underlying
communication structure. But this is an example of the parameterised model
checking problem (PMCP) which is, in general undecidable [2]. However, in some
subclasses of systems the PMCP is decidable.

Our goal is to develop, in both paradigms,

— an interaction analysis which is fully automated, based on model-checking,
and

— techniques to infer results about systems consisting of any number of com-
ponents.

In the next section we introduce the concept of feature interaction, giving ex-
amples in the context of a telephone system and an email system. We explain the
role of configurations and the novelty of our approach. In section 3 we describe
the two network architectures that we will be considering. In sections 4 and 5 we
give an overview of a basic service and feature behaviour in a telephony system
and an email system respectively and in section 6 we provide a brief summary
of the Promela implementation in each case.

In section 7 we give a brief overview of model checking and the model-checker
Spin. We describe how model checking is used to perform feature interaction
analysis on small, fixed size models of our examples and give the results. In sec-
tion 8 we define PMCP and describe our solution, an abstraction technique. We
apply it to our two example systems and give an outline of a proof of correct-
ness. In section 9 we discuss our approach in the context of feature interaction
analysis. Conclusions are in section 10.

We note that we have presented our basic Promela models and discussed
feature interaction analysis for both paradigms elsewhere [6, 8]. In addition we
have discussed our generalisation approach for the telecommunications example
in [7] and for the email example in [8]. However, we have not compared the
results for the two different communications architectures or provided any proof
of the generalisation results in any previous publication.

The techniques presented here are motivated by feature interaction analysis,
and illustrated in that context. However, they are, in principle, applicable to
reasoning about about networks of other types of components such as objects
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and agents. The only requirement is for suitable data abstractions and charac-
terisations of the of observable behaviour of sets of components.

2 Feature Interaction

2.1 Feature Interactions in Telephony

Feature interaction detection in telecommunications has been the topic of intense
research over the last decade [5]. In a telephone system, control of the progress
of calls is provided by a (software) service at an exchange (a stored program
control exchange). This software must respond to events such as handset on or
off hook, as well as sending control signals to devices and lines such as ringing
tone or line engaged. A feature is additional functionality, for example, a call
forwarding capability, or ring back when free; a user is said to subscribe to or
invoke a feature.

An example of an interaction is the following. Suppose a user subscribes to
call waiting (CW) and call forward when busy (CFB) and is engaged in a call.
What happens when there is a further incoming call? If the call is forwarded,
then the CW feature is clearly compromised. If the subscriber receives the call
waiting signal, then the CFB is compromised. In either case, the subscriber will
not have his/her expectations met. This is an example of a single component
(SC) interaction — the conflicting features are subscribed to by a single user.
More subtle interactions can occur when more than one user/subscriber are in-
volved, these are referred to as multiple component (MC) interactions. Consider
when user A subscribes to originating call screening (OCS), with user C on the
screening list, and user B subscribes to CFB to user C. If A calls B, and the call
is forwarded to C, as prescribed by B’s CFB, then A’s OCS is compromised. If
the call is not forwarded, then we have the converse. These kind of interactions
can be particularly difficult to detect (and resolve), since different features are
activated at different stages of a call.

2.2 Feature Interactions in Email

The problem of feature interaction in email was first suggested and investigated
by Hall [17], who presented a systematic methodology based on simulation and
formal test coverage. An example of an interaction is the obvious (desirable)
interaction between an encryption feature and a decryption feature. However, a
more subtle interaction arises between a filtering feature and an autoresponse
feature. Suppose that a client A filters messages from client B, and that client
A also has the autoresponse feature. If a message from B arrives at A, will the
message be simply discarded, or will an automatic response be sent back to B?
In either event, one feature is compromised.

2.3 Configurations for Feature Interaction Detection

Feature interaction detection involves examining scenarios, e.g. component A
with features f; and f> performs some action which affects components B and
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C with features f3 and fy respectively. But in order to detect scenarios, one has
to first determine the configuration: the number of components, and the enabled
features for each component.

Nearly all analysis in the literature vary only one aspect of the configuration:
the enabled features. They do not vary the number of components, but rather
obtain results for a specific system of fized size, i.e. for a system consisting of a
fized number of components. The results are (informally) assumed to hold for
the general case, but there is no proof of such a generalisation.

In this paper, we first summarise feature interaction results obtained by
model checking for systems of fixed size in both the telephone example and
the email example. Second, we expand on the generalisation approach suggested
in [7] and [8], to generalise our feature interaction results to networks of arbitrary
size.

Our analysis is pairwise, known as 2-way interaction analysis. While at first
sight this may appear limiting, empirical evidence suggests that 3-way interac-
tions that are not detectable as a 2-way interaction are exceedingly rare [22].

2.4 Property Based Approach

A property based approach to feature interaction detection assumes a formal
model of the entire system and a given set of properties (usually temporal)
associated with the features. Two features are said to interact if a property that
holds for the system when only one of the features is present, does not hold when
both features are present. For features f; and fo we define feature interaction
as follows:

Definition 1. Let M be the model of a system of N components in which nei-
ther f1 or fa are present and M(f1), M(f2) and M(f1 N f2) models in which
only f1, only fo and both f1 and fo have been added respectively. If ¢1 and ¢ are
properties that define f1 and fo respectively then fi1 and fo are said to interact

if M(f1) E @1 but M(f1 0 f2) = ¢d1; or M(f2) = @2 but M(f1 0 f2) = ¢2.

Note that this definition is relatively high-level, it does not contain details of
the configuration. Thus it does not distinguish between SC and MC interactions.
When we report on results later (section 7) we will make this distinction. Note
also that this analysis will only reveal interactions that exist with respect to the
particular properties ¢1 and ¢5. For complete analysis it may be necessary to
perform analysis for a suite of properties for each feature, or to conjoin properties.

3 Communication within Telephone and Email Systems

The two communication mechanisms we consider are illustrated in Figure 1.

In peer to peer communication every member of a network can communicate
with every other member of the network.

An example of such a network is an (unfeatured) basic telecommunications
system. In our system, communication between call components (Users) takes
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Client, Client, Client, Client_,
Mailer
(a) Peer to peer (b) Client server

Fig. 1. Telephone and email network communication

place via channels. There is one channel associated with each user. Each channel
has capacity for at most one message: a pair consisting of a channel name (the
other party in the call) and a status bit (the status of the connection). Figure
1 (a) illustrates communication channels within a telephone system with 6 User
components.

The email system is an example of a system which uses client server com-
munication. This system consists of a number of clients and one server, in this
case the mailer component. Figure 1 (b) illustrates an email system for m Client
components. In our email system, each client has a unique mail address. Clients
send mail messages, addressed to other clients (or themselves) to the mailer;
the mailer delivers mail messages to clients. Communication between client and
server is asynchronous. Therefore, mail messages are not necessarily received by
clients in the (global) order in which they were sent, but local temporal ordering
is maintained, i.e. if client A sends messages 1 and 2 to client B, in that order,
then client B will always receive message 1 before message 2 (though it may
receive other messages in between).

4 Basic Telephone System and Features

Figure 2 is a high-level, abstract automaton for the basic call service behaviour
(note the full implementation is somewhat more complicated, for example, some
states (e.g. unobtainable) have been omitted). States to the left of the idle state
represent terminating behaviour, states to the right represent originating be-
haviour. Transitions between states are triggered by user-initiated events at the
terminal device, such as (handset) on and (handset) off, or by communication
events on shared channels. We have excluded some trivial behaviour from the
automaton. For example, it is possible to perform a dial event (with no effect)
from most states. Note also that while the state preidle is an important detail
of the implementation (where local and global variables are reset), it does not
play a part in the observable behaviour of a call component.
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oconnected

c?<p,1>

Fig. 2. Basic Call - States and Events

Originating and terminating automata can affect each other’s behaviour
through communication via (shared) channels. In the automaton, the channels
are referred to as c, for the channel associated with that component, and p, for
the channel associated with the partner component. In the originating side of
the automaton, p is chosen non-deterministically. Otherwise, p is determined by
the nature of incoming messages. We use the notation clz,y to denote write the
value (z,y) to the channel ¢, c!lz,y to denote overwrite the channel ¢ with (z,y),
c? < x,y > to denote poll or non-destructively read value (z,y) from channel
¢, and c?z,y to denote destructively read value (z,y) from channel c. When the
value may be arbitrary, we use variables x and y; otherwise we use the actual
constants required, e.g. 0,1, p, etc. If a read or write statement is written in ital-
ics it implies a condition. The appropriate action should be taken if and when
the relevant channel is not empty/full. When there are two transitions from a
particular state, one of which has a condition labelling it (e.g. from calling) the
italicised transition should be taken if the condition holds.

A call component is not connected to, or attempting to connect to, any other
call component when its associated communication channel is empty, When a
communication channel is not empty, then the associated call component is en-
gaged in a call, but not necessarily connected to another user. The interpretation
of messages is described more comprehensively in [7].

4.1 Features of the Telephone System

Consider a set of 7 features to be added to the basic call, with the following
properties.

CFU - call forward unconditional. Assume that User[j] forwards to
Userlk]. If User[i] rings User[j] then a connection between User[i] and
User[k] will be attempted before User[i] hangs up.

CFB — call forward when busy. Assume that User[j] forwards to User|[k].
If Userli] calls User[j] when User[j] is busy then a connection between
Userli] and User[k] will be attempted before User[i] hangs up.

OCS - originating call screening. Assume that User[i] has User[j] on
its screening list, ¢ # j. No connection from User[i] to User[j] is possible.



Detecting Feature Interactions: How Many Components Do We Need? 51

ODS - originating dial screening. Assume that User[i] has User[j] on
its screening list, ¢ # j. User[i] may not dial User[j].

TCS — terminating call screening. Assume that User[i] has User[j] on
its screening list, ¢ # j. No connection from User[j] to User|[i] is possible.
RBWF - ring back when free. Assume that User[i] has RBWF. If
User[i] has requested a ringback to User[j], i # j, (and not subsequently
requested a ringback to another user) and subsequently User]i] is idle when
User[i] and User[j] are both free (and they are still free when User[i] is no
longer idle) then User|i] will hear the ringback tone.

OCO - originating calls only. Assume that User[j] has OCO. No con-
nection from User|i] to User[j] is possible.

TCO — terminating calls only. Assume that User[j] has OCO. No con-
nection from User|[j] to User][i] is possible.

RWF — return when free. Assume that User[j] has RWF. If User[i] calls
User[j] when User[j] is busy (i # j), then User[i] will hear the ret_alert
tone and retnum[i] will be set to j (before User[i] returns to the idle state).

The logic we use to formalise these properties is LTL — linear temporal logic. This
logic has temporal operators [| (always), () (eventually), X (next) and U (weak
until), the only path operator is (implicit) universal quantification. Conjunction
is denoted by A. We do not give full details of all the LTL here, but give one
example the formula for RBWEF"

I=((eAgnrAs)A((pAgATAS)U((pA (=) Ar) A ((=8)Ug))))

where p = (rgbknumli] == j), s = (len(chan-nameli]) == 0), ¢ = (User]i]
@idle), r = (len(chan-namelj]) == 0), and t = (network_event[i] ==
ringbackev).

The propositions p,q etc. refer to the state of internal variables, these should
be self-explanatory.

5 Basic Email Service and Features

High level, abstract automata for the client and mailer components are given
in figure 3. Note that in these figures, some transitions are again labelled by
conditions, e.g. in figure 3(a) a transition from initial to sendmail is only possible
if the channel mbox is empty and the channel network is not full. Local and
global variables are updated at various points; most variable assignments (apart
from reset, in which all local variables are reset to their original values) are
omitted from the diagrams. In order to avoid continuous blocking of the network
channel, Client behaviour must occur in one of two indivisible loops. If the
Client’s mailbox is non-empty, the Client can send a message in which case
variables are reset, and the Client returns to the initial state. Otherwise, if
the nmetwork channel is not full and the Client’s mailbox is empty, the Client
may send a message via the network channel. Again variables are reset and the
Client returns to the initial state. Unlike the automata of figures 2 and 3(b) an
indivisible global transition (or atomic statement — see section 6) is represented
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specify recipient;

specify message;

specify sender; .
network!msg deliverbox!msg

nfull(network)& &
empty(mbox)

network?msg .

nempty(mbox) find deliverbox

delivermail initial

sendmail

(a) Client component with mailbox mbox (b) Mailer component

Fig. 3. Email components

by one of these loops. As a result, in figure 3(a) notice that the write statement
from the sendmail state to the endClient state is unitalicised. This is because this
transition happens immediately after the transition from initial to sendmail, at
which point it is established that the network channel is not full. Thus a write to
this channel will be always be enabled. In figures 2 and 3(b) on the other hand,
each transition between the abstract states (idle, dial etc. or start and deliver

respectively) is an indivisible global transition.

5.1 Features of the Email System

Hall’s email model [17] included a suite of 10 features. Consider 7 of these fea-

tures.

Encryption. If Client[i] has encryption on, then if Client[j] receives a
message whose sender is Client][i], then the message will be encrypted.
Decryption. If Client[i] has decryption on, then all messages received by
Client[i] will have been decrypted.

Autoresponse. If Client[i] has autorespond on, then if Client[j] sends a
message to Client[i], and Client[j] hasn’t already received an automatic
response from Client[i], then Client[j] will eventually receive a reply from
Clientli]. Alternatively, Client[i] eventually stops sending messages because
network can’t be accessed.

Forwarding. If Client][i] forwards messages to Client[j], then it is possible
for Client[j] to receive messages not addressed to Client[j] (or to the default
value M).

Filtering. If Mailer filters messages from Client[i] to Client[j] then it is
not possible for Client[j] to receive a message from Client[i].

Mailhost. If mailhost is on and Client[i] is a non-valid name Client[j]
sends a message to Client[i] then, if i # j, Client[j] will eventually receive
a message from postmaster.

Remail. Suppose that Client[i] has the remailer feature and has a
pseudonym of k. If Client[i] sends a message to Client[j], then Client[j]
will eventually receive a message from k. Also, if Client[j] sends a message
to k, then if j # 4, Client[i] will eventually receive a message from Client[j].
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Again, we do not give the LTL for all properties, the first five are given in [8].
The LTL for mailhost and remail are as follows:

Mailhost: [|(p— > ()q) assuming ¢ # j, p = (last_sent_from[j]-to == i) and
q = (last_del _to[j]_-from == pseud(i)).

Remail: the conjunction of:

J(((=p) A X(p))— > X(()q)), where p = (last_sent_from[i]-to == j) and
q = (last_del_to[j]-from == pseud(i)), and

0(((~p) A X(p))— > X(()q)), assuming i # §, p = (last_sent_fromlj] to ==
pseud(i)) and q = (last_del_to[i]_from == j).

Again, the propositions refer to internal variables and should be self-ex-
planatory.

6 Implementation in Promela

Both example systems have been implemented in Promela, the source language
for the model-checker Spin. Promela is an imperative, C-like language with ad-
ditional constructs for non determinism, asynchronous and synchronous commu-
nication, dynamic process creation, and mobile connections, i.e. communication
channels can be passed along other communication channels.

In the telecomms example, each call component (see figure 2) is an instanti-
ation of the (parameterised) proctype User. Similarly, in the email model, each
Client component (see figure 3(a)) and the Mailer component (see figure 3(b))
are instantiations of a Client and Network_Mailer proctype. Code relating to
each abstract state (e.g. idle, dial etc. and deliver, start etc.), is contained within
an atomic statement. The atomic statements cannot block because there are no
read or write statements from a possibly empty or full channel contained within
the atomic statement, except possibly at the beginning of the statement. Thus
the statement is either unexecutable, or the whole statement will be executed as
one. This ensures that every global transition in the resulting model involves a
change in the abstract state of one component.

In both examples, features are added to the code by way of inline statements
(a Promela procedure mechanism). In the telecomms example the feature_lookup
inline encapsulates centralised intelligence about the state of calls, i.e. what is
known as single point call control. Calls at pertinent places in the code result
in different behaviour according to whether relevant features are switched on.
In the email example, a separate inline is included in the code for each feature.
In most cases, feature implementation merely involves calls to these inlines to
determine if the relevant feature is switched on. In general, the presence of the
features simply results in additional transitions or steps during one or more of the
abstract states of the client or mailer components. The exception is autorespond,
because this feature involves both reading — a message from a client channel, and
writing — a message to the network channel. Both events are potentially blocking,
hence cannot take place within one atomic step. Therefore, to implement this
feature, we add an additional data structure to indicate whether or not a client
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requires to send an autoresponse. We enhance the initial state to include the
possibility that an autoresponse message needs to be sent, and give priority to
this over any other event.

7 Model Checking

Model checking is an technique for verifying finite state systems. Systems are
specified using a modelling language and the model — or Kripke structure [9]
associated with this specification is checked to verify given temporal properties.
In this section we give a a brief explanation of Spin, followed by a formal defini-
tion of model checking and results of feature interaction analysis for fixed sized
systems.

7.1 Reasoning with SPIN

Spin [18] is the bespoke model-checker for Promela and provides several reason-
ing mechanisms: assertion checking, acceptance and progress states and cycle
detection, and satisfaction of temporal properties, expressed in LTL.

Spin translates each component defined in the Promela specification into a
finite automaton and then computes the asynchronous interleaving product of
these automata to obtain the global behaviour of the concurrent system. This
interleaving product is essentially a Kripke structure (see below), describing the
behaviour of the system. It is this Kripke structure to which we refer when we
talk about the model of our system. The set of states of this Kripke structure is
referred to as the state-space of the model.

7.2 Kripke Structures and Model-Checking

Definition 2. Let AP be a set of atomic propositions. A Kripke structure over
AP is a tuple M = (S, Sy, R, L) where S is a finite set of states, Sy is the set of
initial states, R C S x S is a transition relation and L : S — 24F s a function
that labels each state with the set of atomic propositions true in that state.

For a given model M, and temporal property ¢, model checking allows us to
show that M = ¢. This is known as the model checking problem.

7.3 Feature Interaction Analysis for Models of Small Size

We give our feature interaction detection results for the two example systems.
Tables 1 and 2 indicate the feature interactions obtained for a telephone sys-
tem and an email system with a small number of User/Client components. A x
denotes no interaction, S and M denote single and multiple component interac-
tions, respectively. In this section we limit ourselves to at most 4 components.
Indeed, unless checking for MC interactions between a pair of filtering or forward
features, 3 suffice. However we show in section 9 that for complete analysis it
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would be necessary to consider 5 or more components in some situations. Note
that properties relating to forwarding and (in the email system) mailhost as-
sume that i # j. It is important that our results are analysed to ensure that no
false interactions are recorded. For example, although the filtering property is
violated when features filter[0] = 1 and filter[0] = 2 are both selected, this is
due to the fact that we only allow screening lists to have length 1 (so the second
feature overrides the first). Similarly, we do not record an SC interaction for two
forwarding features.

Table 1. Feature interaction results for the telephone example

| |CFU|CFBJ]OCS[ODS|TCS[RBWF|OCO[TCO[RWE]|

CFU | M |[SM|SM| x | M X X X X
CFB |[SM| M |[SM| x |SM X X X X
OCS | x X X X X X X X X
ODS | M | M X X X X X X X
TCS X X X X X X X X X
RBWF| x X X X X X X X X
OCO | x X X X X X X X X
TCO X X X X X X X X S
RWF | x X X X X X X X X

Table 2. Feature interaction results for the email example

[Encrypt[Decrypt|Filter[Forward[Autoresp[Mailhost|Remail|

Encrypt X S,M X X X X X
Decrypt X X X X X X X
Filter X X X M X X X
Forward X X X M X X X
Autoresp X X SM | SM X S,M S.M
Mailhost X X S S X M M
Remail X X S S,M X S,M M

7.4 Use of Perl Scripts

For each pair of features, set of feature parameters, associated property and set
of property parameters, a relevant model needs to be individually constructed
to ensure that only relevant variables are included and set. For each example
system, we have developed two Perl scripts, for automatically configuring the
model and for generating model-checking runs. These scripts greatly reduce the
time to prepare each model and the scope for errors. The results reported above
were obtained using these scripts (running overnight). It is important to note
that a certain amount of simple symmetry reduction is incorporated within the
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Perl script to avoid repeating runs of configurations which are identical up to
renaming of components.

8 Any Number of Components

An obvious limitation of the model checking approach is that only finite-state
models can be checked for correctness. Sometimes however we wish to prove
correctness (or otherwise) of families of (finite-state) systems. That is to show
that, if My = M(pol|p1l|---|lpn—1) is the model of a system of N concurrent
instantiations of a parameterised component p, then My | ¢ for all N > 1.

This is known as the parameterised Model Checking problem which is, in
general, undecidable [2]. The verification of parameterized networks is often ac-
complished via theorem proving [25], or by synthesising network invariants [10,
23, 26]. Both of these approaches require a large degree of ingenuity.

In some cases it is possible to identify subclasses of parameterised systems for
which verification is decidable. Examples of the latter mainly consist of systems
of N identical components communicating within a ring topology [15,16] or
systems consisting of a family of IV identical user components together with a
control component, communicating within a star topology [24, 16,20]. A more
general approach [14] considers a general parameterised system consisting of
several different classes of components.

One of the limitations of both the network invariant approach and the sub-
class approach is that it can only be applied to systems in which each component
(contained in the set of size N) is completely independent of the overall struc-
ture of the system: adding an extra component (to this set) does not change the
semantics of the existing components. A generalisation of data independence is
used to verify arbitrary network topologies [12] by lifting results obtained for
limited-branching networks to ones with arbitrary branching.

All of these methods fail when applied to asynchronously communicating
components like ours, where components communicate asynchronously via shared
variables.

We describe an abstraction technique that is applicable to asynchronously
communicating components, namely it enables us to infer properties of a model
of system of any size from properties of a finite abstract model. The key idea is to
define an abstract component — an environment — which represents the (observ-
able) behaviour of a number of components. For a given m, we then examine the
behaviour of the system consisting of m (slightly modified) components and the
abstract component. From this behaviour, we can infer the general behaviour. In
the following, we apply the approach to our two examples, and outline a proof
of correctness.

8.1 The abstract Model for the Telephone System

Let us first consider the telephone system. For any feature f, we say that f is
indexed by Iy = {ig,...i,—1} if the feature relates to User[ig],...,User[i,_1].
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For example if f is “User[0] forwards calls to User[3]”, then f is said to be
indexed by 0 and 3. Similarly we say that a property ¢ is indexed by a the set
I, where I is the set of User ids associated with ¢. For a (possibly empty) set
of features F' = {fy ... fs—1} and property ¢, we define the complete index set I
of {¢p} U F, to be I UL UTp Uy,

Suppose that we have a system S of N telephone components (with or with-
out features) where S = po||p1]|...||pn—1 with associated model My = M(S5).
For any m < N we define an abstract system abs;(m) where

absi(m) = pp|p|] - - - |[Phy—1]|Abstract;(m) if m < N

or
absy(m) = pyl|pyll- - - ||ph,—1 otherwise.

(For simplicity we will assume from now on that m < N.) In this system, the
pl, for 0 < i < m — 1 are modified User components and behave exactly the
same as the original (concrete) components, p;, 0 < i < m — 1 except that, for
0<i<m-1:

1. component p; no longer writes to (the associated channels of) any of the
components P, Pm+1,---, PN (the abstracted components), but there is a
non-deterministic choice whenever such a write would have occurred as to
whether the associated channel is empty or full (thus, whether the write is
enabled or not).

2. An initial call request from any abstracted component to p; now takes the
form (out_channel,0), regardless of which abstracted component initiated
the call. When such a message arrives on p)’s channel, p, may read it.
Henceforth p} no longer reads from (the associated channels of) any of the
abstracted components. Instead, p; makes a non-deterministic choice over
the set of possible messages (if any) that could be present on such a channel.

The component Abstract;(m) encapsulates part of the observable behaviour
of all of the abstracted components. The component Abstract;(m) has id = m
and an associated channel named out_channel. A call initiation from an ab-
stracted component to a concrete component is replaced by a message of the
form (out_channel, 0) from Abstract,(m) to the relevant channel (zero, one etc.)
which is always possible, provided the channel is empty. Any other message pass-
ing from the abstracted components is now represented by the non-deterministic
choice available to the modified components, as described above.

In particular, suppose that S = pol||p1]|...||[py—1 is a system of telephone
components in which at least the features F' are present. If ¢ is a property and
only components pg,p1,--.,Pm—1 are involved in the features F' or in ¢ then,
regardless of whether components p,,, Pm+1,---,PN—1 have associated features
or not (with some conditions attached), we will show that if ¢ holds for the model
associated with abs;(m) (namely Mgy, (m)), then it holds for M(S). This case
is illustrated in figure 4.

In fact, because there is a bidirectional correspondence between M s, (m)
and

M@ 1015, | Abstract,(m"))
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Fig. 4. Abstraction technique for N-User telephone model

where {ig,%1,...,%m—1} is a subset of {0,1,..., N — 1} of size m and m' the
smallest element of {0,1,..., N—1}\{io,41,...,%n—1}, we can extend this result
to all cases where the total index set has size m. Thus we show:

Theorem 1. Let S = pol|p1]| ... ||[pn—1 be a system of telephone components in
which at least the features F are present, and ¢ a property.

1. If the total index set of F U {¢} is {0,1,...,m — 1} then if components
DPrms Pm4ls - -y PN—1 do not have any of the features CFU, CFB or TCS,
Maps,(m) |E ¢ implies that M(S) |= .

2. If the total index set of F U {¢} is {io,i1,-..,im—1} and o the permuta-
tion that maps j to i; for 0 < j < m —1 and m to m' where m’' is the
smallest element of {0,1,..., N —1}\ {io,i1,...,%m—1}, then if components
Po(m)s Po(m+1)s - - - Po(N—1) do not have any of the features CFU, CFB or
TCS, Maps,(m) = ¢ implies that M(S) |= o(¢).

Application of this theorem, for example, allow us to infer that many of the
results of Table 1 (for networks of size 3 or 4) scale up to networks of arbitrary
size. Proof of the theorem is outlined below.

Note that the features CFU, CFB and T'CS are the only features in our
feature set whose presence in the partner of a User component affects the be-
haviour of the User itself (the host). As can be seen from the proof below, this
is the reason that their presence in the abstracted components is disallowed.

An Outline of the Proof of Correctness of the Abstraction. We will
assume throughout that the components pg,p1,...,Pm—1 do not have any fea-
tures other than those contained in the set F. The first stage of the proof of
correctness of Theorem 1 involves the construction of a reduced model M* via
data abstraction [11] for any m < N. First we give some definitions:
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Definition 3. Let X = {xzg,z1,...,21-1} denote a set of variables such that
each variable x; ranges over a set D;. Then D = Do x Dy X --- X D;_1 s called
the domain of X. A set of abstract values D' = D{ x D} x --- x Dj_; is called
an abstract domain of X if there exist surjections hg, hi, ha, ..., hj_1 such that
h; : D; — D} for all 0 < i < [ — 1. If such surjections exist they induce a
surjection h : D — D' defined by

h((mo,xl, e ,1‘1_1)) = (ho(xo), h1(1‘1), ey hl_l(l‘l_l)).

In the following definition (taken from [9]) data abstraction is used to define
a reduced structure whose variables are defined over an abstract domain:

Definition 4. Let M = (S, R, Sy, L) be a Kripke structure with set of atomic
propositions AP and set of variables X with domain D. If D’ is an abstract
domain of X and h the corresponding surjection from D to D’ then h determines
a set of abstract atomic propositions AP’. Let M’ denote the structure identical
to M but with set of labels L' where L' labels each state with a set of abstract
atomic propositions from AP’. The structure M’ can be collapsed into a reduced
structure M, = (Sy, R,, S§, L].) where

S, ={L'(s)|s € S}, the set of abstract labels.

sr € S§ if and only if there exists s such that s, = L(s) and s € Sp.

AP. = AP'.

As each s, is a set of atomic propositions, L.(s;) = ;.

R, (sy,t.) if and only if there exist s and t such that s, = L'(s), t, = L'(t),
and R(s,t).

Crds Lo do =

The following lemma (which is a restriction of a result proved in [11] ) shows
how we may use a reduced structure M, to deduce properties of a structure M.

Lemma 1. If M and M,. are a Kripke structure and a reduced Kripke structure
as defined in definition 4 then for any LTL property ¢, M, | ¢ implies that
ME .

We do not give full details of our reduced model M here, but instead give
a brief description of the abstract domains involved.

The abstract domains of local variables of components p,,, pm+1,---,PN—1
are the trivial set {true}. In My all other variables, apart from those associated
with channel names or contents, have domains equal to the set {0,1,..., N — 1}
(the set of component ids). Each of these variables have abstract domains equal
to the set {0,1,...,m — 1} and a surjection from the original domain D to the
abstract domain D’ is given by hy : D — D’ where

z if x < m,
h(x) = {m otherwise

for all z € D. In M, the domains of channel variables such as self and partner,
consist of the set of channel names name[0], name[l],...,name[N — 1] (where
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name[0], name[l], etc. represent the channel names zero, one, etc.). The ab-

stract domains for such variables is name[0], name[1], ..., name[m] and the sur-
jection ho is an obvious extension of h; above. Similarly abstract domains for
the variables of contents of channels name[0], name[l],...,name[m—1] (a chan-

nel name and a status bit in each case) can be defined, and a surjection given
in each case. The abstract domains for the variables of contents of channels

name[0],name[l], ..., name[m — 1] are the trivial set.
From lemma 1 it follows that for any LT L property ¢, M, = ¢ implies that
M= ¢.

The next stage of our proof involves showing that, for all m < N, M
simulates Mgy, (m)- Again we provide some useful definitions:

Definition 5. Given two structures M and M’ with AP D AP’, a relation
H C S x5 is a simulation relation between M and M’ if and only if for all s
and s, if H(s,s') then

1. L(s)N AP’ = L/(s)
2. For every state s1 such that R(s,s1), there is a state s} with the property
that R'(s',s}) and H(s1,s]).

If a simulation relation exists between structures M and M’ we say that M’
simulates M and denote this by M =< M’.

Lemma 2. Suppose that M < M'’. Then for every LTL formula ¢ with atomic
propositions in AP', M' = ¢ implies M = ¢.

To prove that, for all m < N, M} simulates My, (m), it is first necessary,
for all m < N, to define a relation between the set of states of M (S say)
and the set of states of M s, (m) (S5 say). Suppose V' is the set of variables
associated with M and V,. a reduced set of variables, such that V. is identical
to V except that the local and global variables associated with components
Dms Pm+1,s - - - , PN—1 have been removed. The atomic propositions relating to My
is the set AP = {r =y : 2 €V and y € D(z)}, where D(x) is the domain of
x. Let us consider the alternative set of atomic propositions AP’ = {z = y :
x € V. and y € D'(z)}, where D’'(x) is the abstract domain of z. If we let L,
denote the labelling function associated with AP’, then we can define a relation
H between S and S}, as follows: For s € S/ and s’ € Si%;, H(s, s') if and only
if Ly(s) = L,(s").

To show that H is a simulation relation, it is necessary to show that for all
(s,s') € H, every transition from (s, s1) in M!" is matched by a corresponding
transition (s, s}) in Mg, (m), where (s1,s7) € H. Every transition in M}" ei-
ther only involves a change to the global variables or involves a change to the
value of the local variables of one of the (concrete) components. If the former is
true, then the transition involves an initial message being placed on the channel
of one of the (concrete) components pg,p1,-..,Pm—1 by one of the components
PmsPm+1, -+ -, PN—1. This transition is reflected in My, (m) by a transition in-
volving the Abstract component in which a message is placed on the channel
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of the concrete component. If ¢ is a transition in M]"* involving concrete com-
ponent p(i) then either ¢ does not involve any component other than p(¢) or ¢
involves only component p; plus another concrete component or one or more of
the following holds:

1. Component p; is not currently in communication with another component
and t involves a read from the channel of p; as a result of the initiation of
communication by one of the components p,,, P41, .-, PN-1-

2. Component p; is currently in communication with one of the components
Dims Pm—+1, - - -, PN—1 and t involves p; reading a message from this component
or

3. Component p; is currently in communication with one of the components
DPms Pm+1s - - -, PN—1 and t involves a call to the feature_lookup function.

(Notice that a write to one of the components p,,, Pm+t1,...,pn—1 does not
involve a change of state, as the abstract domains associated with the channel
contents of each of these components is trivial.)

Let t = (s,s1) and suppose that H(s,s') for s’ € Sy, If t = (s,s1) does
not involve any component other than p;, or ¢ involves p; and another concrete
component, there is clearly an identical transition (s',s]) € Mps, (m) such that
H(s,s').

If ¢ involves a read from its channel of an initial message sent by one of the
components Py, Pm+1,---,pn—1 then ¢ is reflected by a transition in Mgy, (m)
(p; will still read such a message). However, if ¢ involves any other read from
one of the components pp,, pm+1,--.,PN—1, non-deterministic choice in p) (the
corresponding component in abs;(m)) ensures that an equivalent transition in
Mps, (m) exists.

If p; is currently involved in communication with one of the components
Dms Pm—+1, - - -, PN—1 and t involves a call from p; to the feature_lookup function
then we must consider the cases of when components p.,, pm+1,---,pn—1 have
no associated features, and when they do have associated features, separately.
(We have previously assumed that the components pg, p1, ..., pm—1 do not have
any features other than those contained in the set F.)

If components P, Pm+1,--.,PN—1 have no associated features, then any
guard g within the feature_lookup function that holds for a state in My (from
which feature_lookup is called) will hold at the associated state in M. If s is
such a state and s” a state in My, (m) such that H(s, s’) then g holds at s” and
it is clear that any transition ¢ in M from s is reflected in Mg, (m)-

However, if components py,, Pm+1, - - -, PN—1 have associated features the sit-
uation is more difficult. Some guards within the feature_lookup inline depend
only on whether the associated feature is present within the host component.
Others depend on whether the feature is present within the partner compo-
nent. Knowledge of the particular features that are present in the components
Dms Pm+1, - - - , PN—1 would be required to determine if the guards are true or not
in the latter case. This scenario presents an open problem, which is beyond the
scope of this paper. However, of our 9 features, guards relating to only 3 features
depend on whether the partner component has the feature (namely CFU, CFB
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and T'CS). Therefore, under the conditions of Theorem 1, we can conclude that
there is a simulation relation between M and M, (m)-

From Lemma 2 we can conclude that, for any LTL property ¢, if components
Dms Pm—+1, - - -, PN—1 do not subscribe to features CFU, CFB or TCS then, if
Maps,(m) E ¢ then M" |= ¢ and the first part of Theorem 1 follows from
Lemma 1.

It is straightforward to show that there is a correspondence between M s, (m)
and

M@ 1D - 1P}, | Abstract,(m'))

where {ig,%1,...,%m—1} is a subset of {0,1,...,N — 1} of size m and m' the
smallest element of {0,1,...,N — 1} \ {io,41,...,%m—1}. The second part of
Theorem 1 follows as a result of this correspondence.

8.2 The abstract Model for the Email System

Suppose that we have a system S of NV — 1 Client components and a Mailer
component where S = My||p1||p2]| ... |[pny—1 with associated model My = Ms.
For any m < N we define an abstract system abs.(m) where

abs.(m) = M|} ||p5|] - - - ||Pl—_1||Abstracte(m) if m < N

or
abs.(m) = M{||pi]l ... ||p,,_, otherwise.

In this system, M{ and the p}, for 1 < i < m — 1 are a modified Mailer com-
ponent and modified Client components respectively. The p} behave exactly the
same as the original (concrete) Client components except that they send/receive
messages only to/from other concrete components or the abstract component
(representing any of the other Client components). The Mailer’ component
behaves exactly the same as the original Mailer component except that the
Mailer’ component no longer writes to (the associated channels of) any of the
components Py, Pmt1,---,PN—1 and a read from such components is replaced
by a non-deterministic choice. Thus the Mailer is modified in the same way that
the p;, 0 <4 < m — 1 were modified in the telephone system abstraction.

The component Abstract.(m) encapsulates part of the observable behaviour
of all of the abstracted components. The component Abstract.(m) has id = m
and can send messages to concrete components or to another abstracted com-
ponent (via the Mailer component in each case).

In particular, suppose that S = Mp||p1||p2]|- .- ||[pN—1 is a system of email
components in which at least the features F' are present. Let ¢ be a property and
suppose that only components p1,ps, ..., Pm_1 are involved in the features F' or
in ¢ (we will assume that the Mailer component is not involved in the property,
for ease of notation). Regardless of whether components py,, pm+1, - - ., PN—1 have
associated features or not (again, with some conditions attached), we will show
that if ¢ holds for the model associated with abs.(m) (namely Mgy, (m)), then
it holds for M(S). This case is illustrated in figure 5.
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Fig. 5. Abstraction technique for N-Client email model

Because the inline functions relating to all of the features apart from encryp-
tion and decryption are called by the Mailer component (so behaviour of the
Mailer depends on the features subscribed to by all parties in a communication,
including abstract components), our results for the email case only hold when
the abstracted components have no features apart from possibly the encryption
or decryption features. We can prove the following:

Theorem 2. Let S = My||p1||pz||---|l[pn-1 be a system of email components
in which at least the features F' are present, and ¢ a property.

1. If the total index set of FU {¢} is {1,2,...,m — 1} then if components
Dims Pmt1, - - -y PN—1 do not have any features apart from possibly encryption
and/or decryption, then My, (m) = ¢ implies that M(S) = ¢.

2. If the total index set of F'U {¢} is {i1,ia,...,im—1} and o the permuta-
tion that maps j to i; for 1 < j < m —1 and m to m' where m’ is the
smallest element of {1,2,..., N —1}\ {i1,42,...,4m—1}, then if components
Po(m)s Po(m+1)s - - - s Po(N—1) do not have features apart from possibly encryp-
tion and/or decryption, Maps_(m) = ¢ implies that M(S) = o(¢).

The proof is similar to that of Theorem 1, and is omitted here.

9 The Abstract Approach
and Feature Interaction Analysis

The correctness of our approach, as presented above, is based upon theorems of
the form

Mabs(m) ': ¢ = M(S) ': ¢.

In the context of feature interaction detection, this means “if there is no
interaction in the network of size m, with the abstract component, then we can
infer that there is no interaction for any network (of arbitrary size)”.
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But what can we infer when there is an interaction? Namely, what can we
infer when Mgps(m) = ¢? We cannot necessarily infer M(S) [~ ¢, because
one is not a conservative extension of the other, i.e. there is only a simula-
tion relationship, not a bisimulation relationship. For example, because of in-
creased non-determinism, there may be additional loops in M gps(,,,) Which are
not possible in any instance of M(S). Thus some liveness properties may actu-
ally hold in M(S), when they do not hold in M gp4(,). However, if the property
does not hold for a network of size m (without the abstract component), i.e.
M(igl[pill- - [Pi ) ¥ 6 (o8 M(piylIpisl] - - [Ipi,,_,) # & in the email exam-
ple) then we can infer M(S) [~ ¢. In practice, we have yet to encounter a false
negative.

In the email example, for all combinations of features and associated property,
m < 4 and full verification is possible. However, for some pairs of features in
the telephone example, full analysis requires us to test scenarios where m = 5.
For example, to fully analyse the pair of features CFU and T'C'S we must verify
that, if User[j] forwards to User[k] and User[l] screens calls from User[m] then
the CFU property (see [6]) holds. The CFU property has 3 parameters: j and
k (as above) and a further parameter i. Hence, if i, j, k, [ and m are all distinct,
we have m = 5. In some situations where m = 5, and in a few (very rare)
cases where m = 4, full verification is not possible under our current memory
restriction of 3Gb.

10 Conclusions

Features are a structuring mechanism for additional functionality. When several
features are invoked at the same time, for the same, or different components,
the features may not interwork. This is known as feature interaction. In this
paper we take a property based approach to feature interaction detection; this
involves checking the validity (or not) of a temporal property against a given
system model. We have considered two example systems: a telecommunications
system with peer to peer communication, and a client server email system.

A challenge for feature interaction analysis, indeed a challenge for reasoning
about any system of components, is to infer properties for networks of any size,
regardless of features associated with components, and the underlying commu-
nication structure. To solve this, for some cases, we have developed an inference
mechanism based on abstraction. The key idea is to model-check a system con-
sisting of a constant number (m) of components together with an abstract com-
ponent representing any number of other (possibly featured) components. The
approach is sound because there is a simulation between the fixed size system
and any system, based on data abstraction. We have applied our approach to
both examples and give a upper bound for the value of m (5).

The techniques developed here are motivated by feature interaction analysis,
but they are also applicable to reasoning about networks of other types of com-
ponents such as objects and agents, provided there is a suitable data abstraction
and characterisations of the of observable behaviour of sets of components. The
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results can also inform testing. For example, the upper bound m allows one to
configure (finite) tests which ensure complete coverage.
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Abstract. In this paper we present a proposal for safely evolving a software sys-
tem against run-time changes. This proposal is based on a reflective architecture
which provides objects with the ability of dynamically changing their behavior
by using their design information. The meta-level system of the proposed archi-
tecture supervises the evolution of the software system to be adapted that runs
as the base-level system of the reflective architecture. The meta-level system is
composed of cooperating components; these components carry out the evolution
against sudden and unexpected environmental changes on a reification of the de-
sign information (e.g., object models, scenarios and statecharts) of the system to
be adapted. The evolution takes place in two steps: first a meta-object, called evo-
lutionary meta-object, plans a possible evolution against the detected event then
another meta-object, called consistency checker meta-object validates the feasi-
bility of the proposed plan before really evolving the system. Meta-objects use
the system design information to govern the evolution of the base-level system.
Moreover, we show our architecture at work on a case study.

Keywords: Software Evolution, Reflection, Consistency Validation, Dynamic
Reconfiguration, UML, XMI.

1 Introduction

In advanced object-oriented information systems related to engineering applications,
classes and, therefore, their instances are subjected to frequent adaptations during their
life cycle. This applies to the structure of class definitions and the behavior of their
objects. In the last decade, several object-oriented systems were designed to address the
problem of adapting object structure and behavior to meet new application requirements
(see for example [9, 14]).

Nowadays a topical issue in the software engineering research area consists of pro-
ducing software systems able to adapt themselves to environmental changes by adding
new and/or modifying existing functionalities. Computational reflection [4,15] provides
one of the most used mechanisms for getting software adaptability.

* Walter Cazzola’s work has been partially supported by Italian MIUR (FIRB “Web-Minds”
project N. RBNEO1WEIJT_005).

M.D. Ryan et al. (Eds.): Objects, Agents, and Features, LNCS 2975, pp. 67-80, 2004.
(© Springer-Verlag Berlin Heidelberg 2004
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A software system with a long life span, must be able to dynamically adapt itself
to face unexpected changes in its environment avoiding a long out-of-service period for
maintenance. The evolution of the design of a software system is determined by the evo-
lution of the behavior of its components and of the interactions among them. Several
design elements govern such aspects: class/object diagrams statecharts and sequence
diagrams. Run-time system evolution also involves such aspects, therefore, design in-
formation should be used to concert run-time evolution as well. Design information
provide the right mechanism to grant the consistency of the evolved system against the
system requirements.

A reflective architecture represents the perfect structure that allows running systems
to adapt themselves to unexpected external events, i.e., to consistently evolve. In [6] we
described a reflective architecture for system evolution at run-time. In such a frame-
work, the system running in the base-level is the one prone to be adapted, whereas
software evolution is the nonfunctional feature realized by the meta-level system. Evo-
lution takes place exploiting design information concerning the running systems.

To correctly evolve! the base-level system, the meta-level system must face many
problems. The most important are: (1) to determine which events cause the need for
evolving the base-level system (2) how to react on events and the related evolutionary
actions (3) how to validate the consistency and the stability of the evolved system and
eventually how to undo the evolution, (4) to determine which information allows system
evolution and/or is involved in the evolution.

In [5], we introduced a pattern language modeling the general behavior of the meta-
level components and their interactions during the evolutionary process.

The rest of the paper is organized as follows: section 2 provides a brief overview of
the tools we have adopted in our work; section 3 describes our reflective architecture
(the evolutionary mechanism) and the evolutionary engine related with the architecture
and its rules; section 4 describes the application of our reflective approach to software
evolution by an example. Finally, in sections 5 and 6 we survey some related work,
draw our conclusions and present some future work.

2 Background

2.1 Computational Reflection

Computational reflection or reflection for short is the ability of a system to watch its own
computation and possibly change the way it performs. Observation and modification
imply an “underlay” that will be observed and modified. Since the system reasons about
itself, the “underlay” modifies itself, i.e. the system has a self-representation [15].

A reflective architecture logically models a system in two layers, called base-level
and meta-level>. The base-level realizes the functional aspect of the system, whereas

I By the sentence correctly evolve a system we mean the fact that evolution takes place only
when the system remains consistent and stable after evolution.

2 In the sequel, for simplicity, we refer to the “part of the system working in the base-level or in
the meta-level” respectively as base-level and meta-level.
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the meta-level realizes the nonfunctional aspect of the system. Functional and nonfunc-
tional aspects discriminate among features, respectively, essential or not for commit-
ting with the given system requirements. Security, fault tolerance, and evolution are
examples of nonfunctional requirements’. The meta-level is causally connected to the
base-level, i.e., the meta-level has some data structures, generally called reification, rep-
resenting every characteristic (structure, behavior, interaction, and so on) of the base-
level. The base-level is continuously kept consistent with its reification, i.e., each action
performed in the base-level is reified by the reification and vice versa each change per-
formed by the meta-level on the base-level reification is reflected on the base-level.
More about the reflective terminology can be learned from [4, 15].

Reflection is a technique that allows a system for maintaining information about
itself (meta-information) and using this information to change (adapt) its behavior. This
is realized through the casual connection between the base- (the monitored system) and
the meta-level (the monitoring system).

2.2 Design Information

Our approach to evolution uses design information as a knowledge base for getting
system evolution. Design information consists of data related to the design of the system
we want to evolve. UML is the adopted formalism for representing design information.

The unified modeling language (UML) [3,11] has been widely accepted as the stan-
dard object-oriented modeling language for modeling various aspects of software sys-
tems. UML is an extensible language, it provides mechanisms (stereotypes, and con-
straints) that allow introducing new elements for specific domains if necessary, such as
web applications, database applications, business modeling, software development pro-
cesses, and so on. A stereotype provides an extensibility mechanism for creating new
kinds of model elements derived from existing ones, whereas constraints can be used
to refine the behavior of each model element.

The design information we consider are related to two categories: system structure
and behavior. Structural design information is an explicit description of the structure
of the base-level objects. This includes the number of attributes and their data type. Be-
havioral design information describes the computations and the communications car-
ried out by the base-level objects. It includes objects behavior, collaboration between
objects, and the state of the objects. Structure and behavior of the system are modeled
by class diagrams, sequence diagrams and state diagrams.

3 Software Evolution through Reflection

The main goal of our approach consists of evolving a software system to face environ-
mental and requirement changes and validate the consistency of such an evolution. This
goal is achieved by:

3 The borderline between what is a functional feature and what is a nonfunctional feature is
quite confused because it is tightly coupled to the problem requirements. For example, in a
traffic control system the security aspect can be considered nonfunctional whereas security is
a functional aspect of an auditing system.
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Fig. 1. Reflective architecture designed for the evolution of software systems.

— adopting a reflective architecture which dynamically drives the evolution of the
software system through its design information when an event occurs; this has been
made possible by moving design information from design- to run-time.

— using two sets of rules which respectively describes how evolution takes place and
when the system is consistent; these rules are used by the decisional components
of the reflective architecture but not by the system that must be evolved;

— replanning the design information of the system and reflecting the changes on the
running system.

In the rest of this section we give a brief overview of the reflective architecture and its
components, we show how these components work and the manipulation of the design
information.

3.1 The Reflective Architecture

To render a system self-adapting®, we encapsulate it in a two-layers reflective architec-
ture as shown in Fig. 1. The base-level is the system that we want to render self-adapting
whereas the meta-level is a second software system which reifies the base-level design
information and plans its evolution when particular events occur. Reflective properties
as transparency [20,21] and separation of concerns [13] provide the meta-level with the
mechanism for carrying out the evolution of the base-level code and behavior without
having previously foreseen such an adaptation for the system.

4 By the sentence to render a system self-adapting we mean that such a system is able to change
its behavior and structure in accordance with external events by itself.



Software Evolution through Dynamic Adaptation of Its OO Design 71

At the moment, we just take in consideration two kinds of software adaptation:
structural and behavioral evolution. This limitation is due to the fact that, at the mo-
ment, we only reify the following design information related to the base-level:

— object and class diagrams, which describes classes, objects and their relations; this
model represents the structural part of the system;

- sequence diagrams, which trace system operations between objects (inter-object
connection) for each use case at a time; and

— statecharts, which represent the evolution of the state of each object (intra-object
connection) in the system.

The approach can be easily extended to observe and manipulate all the other diagrams
provided by UML such as use case, activity diagrams.

The meta-level is responsible of dynamically adapting the base-level and it is com-
posed of some special meta-objects, called evolutionary meta-objects. There are two
types of evolutionary meta-objects: the evolutionary and the consistency checker meta-
objects. Their goals consists of consistently evolving the base-level system. The for-
mer is directly responsible for planning the evolution of the base-level through adding,
changing or removing objects, methods, and relations. The latter is directly responsible
for checking the consistency of the planned evolution and of really carrying out the
evolution through the causal connection relation.

The base-level system and its design information is reified in reification categories in
the meta-level (see section 3.3 for more details). Classic reflection takes care of reifying
the state and every other dynamic aspect of the base-level system, whereas the design
information provides a reification of the design aspects of the base-level system such as
its architecture and the collaborations among its components. The reification categories
content is the main difference of our architecture with respect to standard reflective ar-
chitectures. Usually, reifications represent the base-level system behavior and structure
not its design information. Reification categories can be considered as representatives
of the base-level system design information in the meta-level. Both evolutionary and
consistency checker meta-objects directly work on such representatives and not on the
real system, this allows a safe approach to evolution postponing every change after
validation checks. As described in [5] when an external events occur, the evolutionary
meta-object proposes an evolution as a reaction to the consistency checker meta-object
which validates the proposal and schedules the adaptation of the base-level system if
the proposal is accepted.

3.2 Decisional Engines and Evolutionary Rule Sets

Adaptation and validation are respectively driven by a set of rules which define how
to adapt the system in accordance with the detected event and the meaning of system
consistency.

To give more flexibility to the approach, these rules are not hardwired in the cor-
responding meta-object rather they are passed to a sub-component of the meta-objects
themselves, respectively called evolutionary and validation engines, which interpret
them. Therefore, each meta-object has two main components: (i) the core which in-
teracts with the rest of the system (e.g., detecting external events/adaptation propos-
als, or manipulating the reification categories/applying the adaptation on the base-level
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system) and implementing the meta-object’s basic behavior, and (ii) the engine which
interprets the rules driving the meta-object’s decisions.

In this paper, for sake of simplicity, we express both evolutionary and validation
rules by using the formalism for event-condition-action (ECA) [1, 8] rules. Rules are
usually written in the following form:

on cvent if conditions do actions

where event represents the event which should ignite the evolution of the base-level
system, conditions, and actions, respectively, represent the conditions the engine must
validate when the event occurs and the actions the engine must carry out for adapting
the system against the occurred event. Both events and conditions involve the base-level
reification (see section 3.3 for details on reifications). The engines (both evolutionary
and consistency checker) interpreting these rules are simply state machines indexed on
events and conditions.

Both rules and engines working on them are tightly bound but completely unbound
from the rest of the reflective architecture. Therefore, to adapt our approach to use rules
specified with a different formalism is quite simple; we have just to substitute the engine
with one able to interpret the chosen formalism. Of course, the engines must be able to
interact with the rest of the architecture as described in the following algorithm. More
complex and powerful approaches are under development.

In general, adaptation takes place as follows:

— the meta-level reifies the base-level design information and the system itself into
reification categories;

— the evolutionary meta-object waits for an event that needs the adaptation of the
base-level system; when such an event occurs it starts to plan evolution:

e through the design information of the base-level system, it detects which base-
level components might be involved in the evolution; then

e it informs its engine about the occurred event and components involved in the
evolution;

e the evolutionary engine decides which evolutionary rule (or which group of
evolutionary rules) is better to apply; then

e it designs the evolutionary plan by applying the chosen evolutionary rule (or
group of rules);

— the evolutionary meta-object passes the evolutionary plan to the consistency checker
meta-object which must validate the proposed evolutionary plan before rendering
the adaptation effective:

o the consistency checker meta-object demands the validation phase to the vali-
dation engine;

e the validation engine validates the proposed evolutionary plan by using its val-
idation rules and the base-level system design information.

— if the proposed evolutionary plan is considered sound the consistency checker meta-
object schedules the base-level system adaptation in accordance with such an evo-
lutionary plan; otherwise the consistency checker meta-object returns an error mes-
sage to the evolutionary meta-objects restarting the adaptation phase.
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The evolutionary plan proposed by the evolutionary meta-object is a manipulation
of the design information of the base-level system. The causal connection is responsible
of modifying the model of the base-level system accordance with the proposed evolu-
tion. The adopted mechanism for transposing design information in the real system is
based on the UML virtual machine [17].

The most important side-effect of this approach is represented by the fact that adap-
tation can take place also on nonstoppable systems because it does not require that the
base-level system stops during adaptation, but it only needs to define when it is safe to
carry out the adaptation.

3.3 Reification and Reflection by Using Design Information

We have talked about reifying and reflecting on design information of the base-level
system whereas such design information simply feed the meta-level system during sys-
tem bootstrap and drive its meta-computations during the evolution of the base-level
system.

When an event occurs, the design information related to the base-level entities, that
can be involved by the event, are used by the evolutionary and the consistency checker
meta-objects for driving the evolution of such base-level entities (as described in the
previous algorithm).

Design information identifies which entities are involved by the event (object/class
and state diagrams), their behavior (sequence diagrams) and how the event can be prop-
agated in the base-level system (collaboration diagrams). Therefore introspection and
intercession on large systems become simpler than using standard reflective approaches
because the design information provide a sort of index on the base-level entities and
their interactions.

Moreover design information is the right complement to the base-level system reifi-
cation built by the standard causal connection. Meta-objects consult and manipulate the
design information in order to get information that otherwise are not easily accessible
from the running system, e.g., the collaboration among objects. Design information is
also used as a testbed for manipulation because they give a easily accessible overview
of global features as inter-objects collaborations.

UML specifications provide graphical data that usually exist at design-time and are
difficult to manage at run-time. Whereas, our meta-objects require such a specifications
at run-time for driving the evolution. We chose to overcome this problem by encoding
the design information in XML, in particular with the XM standard [16]. XMl provides
a translation of UML diagrams in a text-based form more suitable for run-time manipu-
lation.

The XMI standard gives a guideline for translating each UML diagram in XML.
Each diagram is assimilated to a graph whose nodes are the diagram’s components
(e.g., classes, states and so on), and arcs represents the relation among the compo-
nents. The graph is decorated with XML tag describing the properties of the corre-
sponding UML component. In our architecture, we use the XMl code generated by Po-
seidon4UML [2]. Poseidon4UML provides us with a tool for drawing UML diagrams
and for generating the corresponding XMl code. Figure 2 shows a simple class diagram,
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<UML:StateMachine xmi.id="a6’ name='Traffic LightStateMachine’>
<UML:StateMachine.context> T T ——
q et _tad <UML:Class xmi.id="a4’ name="Traffic Light'>
;J‘ml' gz:;’::;if:;;:i; <UML:StateMachine >9'_ni.id=’a6’ name:g’Traﬂic LightStateMachine’>
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Fig. 2. Poseidon4UML’s XMl translation of a simply class diagram and the related statechart.

a possible statechart for that and the corresponding XMl code (shortened for the sake of
space) generated by Poseidon4UML.

At system bootstrap, the meta-level reifies the design information of the base-level,
that is, the meta-level loads into the reification categories (each categories is devoted to
an aspect of the base-level) the XMl representation of design information of the base-
level. In this way we render accessible UML data-model to the meta-objects.

The XMI schemas are tightly linked with the base-level components. The evolu-
tionary meta-object modifies these schemas introducing some specific XMl elements,
providing the consistency checker with the necessary pieces of information for validat-
ing the evolutionary plan and for effectively modifying the base-level. Some of these
elements are:

— XMI.differenceis the elementused to describe differences from the initial model;
XMI.delete represents a deletion from the base model;

XMI.add represents an addition to the base model; and

XMI.replace represents a replacement of a model construct with another model
construct in the initial model.

As described in [12], we can create new UML models from XM schemas, therefore
the evolutionary plan, which is a group of modified XMI schemas, can be reverted into
UML diagrams. Basically, this reciprocity between UML diagrams and XMI schemas
allows us maintaining the causal connection between base- and meta-level.
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Fig. 3. XMl reification data and UML UTCS flow density.

4 Urban Traffic Control System: A Case Study

When designing urban traffic control systems (UTCS), the software engineer will face
many issues such as distribution, complexity of configuration, and reactivity to the en-
vironment evolution. Moreover, modern cities have to face a lot of unexpected hard
to plan problems such as traffic lights disruptions, car crashes, traffic jams and so on.
In [18] these issues and many others are illustrated.

The evolution of complex urban agglomerates have posed significant challenges to
city planners in terms of optimizing traffic flows in a normally congested traffic net-
work. Simulation and analysis of such systems require modeling the behavioral, struc-
tural and physical characteristics of the road system. This model includes mobile en-
tities (e.g., cars, pedestrians, vehicular flow, and so on) and fixed entities (e.g., roads,
railways, level crossing, traffic lights and so on).

Of course, the UTCS, due to its complexity, cannot be considered as a whole case
study. In this section, we describe our approach to evolution involving just three com-
ponents of the UTCS: road, traffic light and traffic. Figure 3 shows how this fragment
of the UTCS is integrated with our reflective approach to evolution, and how the UTCS
design information is managed by using the XMl encoding.

In this example we consider as unexpected events only car accidents. Therefore,
we will show some evolutionary and validation rules that, used in conjunction with our
approach, force the UTCS evolution for dealing with problems due to car accidents,
e.g., traffic jams.
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4.1 Evolutionary and Validation Rules against Car Accidents

For UTCS to deal with traffic jams must monitor vehicular flow density>, and the status
of every involved entity (both fixed and mobile). The evolutionary meta-object detects
when the vehicular flow augments in a specific street and plans to adapt the current
traffic schedule (i.e., the UTCS behavior) to face the problem.

Evolutionary Rules

ER; (car accident management): when there is a notification of a car accident in a
specific road and the traffic in that road is stuck then such a street must be closed and
the traffic flow hijacked towards the adjacent streets.

on (a car accident in street R; has been detected)

if (flow density of R; is too elevate)

do closes R; and reschedules the traffic lights so that cars avoid to
pass through R;.

Obviously, the traffic lights rescheduling implies a change in the statechart of the traf-
fic lights, whereas closing the road means to add a new traffic light in the system. The
evolutionary meta-object will render effective these considerations manipulating the
corresponding XM schemas and forming the evolutionary plan to pass to the consis-
tency checker meta-object.

ER; (traffic jam management): the density of the vehicular flow is constantly monitored
road by road thanks to automatic cameras installed at the entrance of each road. These
cameras take a snapshot of the traffic entering in the road every few seconds (delta
that can be changed to have a more timely reaction), consecutive snaps are compared
to establish if the vehicular flow has overcome a given tolerance threshold, if so the
temporization of the traffic lights in the corresponding area are modified to allow a
more fluid circulation in the road.

on (comparing two consecutive snapshots)
if (the traffic flow has increased overcoming the tolerance threshold)
do control the traffic lights and modify their temporization.

As for ERy, changing the traffic light temporization implies a modification of the stat-
echart associate to the involved traffic light.

Validation Rules

VR; (traffic flows in a closed road): when the evolutionary meta-object proposes an
evolutionary plan in which traffic is inhibited to a certain road, the consistency checker
must verify that there is not any road whose traffic flows in the inhibited road.

3 UTCS is supported by CCD-Cameras and movement sensors installed in every important
nexus [18]. CCD-cameras take a photo every second and by comparing these photos, we can
estimate the traffic flowing density. Sensors will notify anomaly events that cannot be detected
by CCD-cameras like traffic light disruptions or damages to the road structure.
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on (traffic has been inhibited to road R;)
if (there is a road R whose traffic still flows into R;)
do inconsistency has been detected, reject the plan.

The checking for consistency implies a complete scan of the object models and state-
charts of the roads whose traffic usually flows in the closed road.

Note that we have decided of rejecting the evolutionary plan but another strategy
should consider to fix the evolutionary plan against the detected problems instead of
rejecting it.

VR; (closing a road): another important aspect that must be validated before rendering
effective the planned evolution is to determine when it is safe to schedule the changes.
In our example this mean to wait that all cars are halted at the entrance of the road to
close before changing the direction of the vehicular flow.

on (evolutionary plan has been authorized) A (road R; must be closed)
if (no car is entering in R;)
do turns red the traffic lights in R; and applies the evolutionary plan.

This rule monitors the traffic light statecharts and intervenes on that when it is feasible
before applying the evolutionary plan.

The rules showed in this section do not pretend to cover every aspect of the evo-
lution but they want only to give a glance at the possibilities offered by our approach.
Moreover the rules are expressed by using the natural language because the scope of
this paper consists of describing our approach to evolution and we prefer to avoid com-
plicated formalisms that would have obscured the simplicity of the mechanism.

5 Related Work

Several other researchers have proposed a mechanism for dynamic evolution by using
a reflective architecture and design information. The system we consider in this short
overview are UML virtual machine [17], The K-Component Architecture [10], Archi-
tectural Reflection [7] and design enforcement [19].

In [17] has been presented the architecture for a UML virtual machine. The virtual
machine has a logical architecture that is based on the UML four-level modeling archi-
tecture and a physical architecture that realizes the logical architecture as an object-
oriented framework.

Dowling and Cahill [10] have proposed a meta-model framework named K-compo-
nents, that realizes a dynamic, self-adaptive architecture. It reifies the features of the
system architecture, e.g., configuration graph, components and connectors. This model
presents a mechanism for integrating the adaptation code in the system, and a way to
deal with system integrity and consistency during dynamic reconfiguration.

Cazzola et al. [7] have presented a novel approach to reflection called architectural
reflection which allows dynamic adaptation of a system through its design information.
This has been possible moving the system software architecture from design-time to
run-time. Software architecture manipulation allows adaptation in-the-large of the sys-
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tem, i.e., we can add and remove components but we cannot add functionalities to a
component.

In [19] has been presented a method for design enforcement, based on a combination
of reflection and state machine diagrams. Combining concepts of concurrent object-
oriented design, finite state diagrams, and reflection leads to increase the reliability of
the systems, by insuring that objects work in accordance with their design.

6 Conclusions and Future Work

The main topic of our work concerns with software adaptability. In this paper we have
presented: i) a reflective architecture for dynamically and safely evolving a software
system; and ii) the decisional engines and their rules which govern such an evolution.
Finally, we have shown on a case study how to instruct our reflective architecture to
adapt itself to unexpected events and how the evolution takes effect.

Our approach to software evolution has the following benefits:

— evolution is not tailored to a specific software system but depends on its design
information;

— evolution is managed as a nonfunctional features, therefore, can be added to every
kind of software system without modifying it; and

— evolution strategy is not hardcoded in the system but it can be dynamically changed
by substituting the evolutionary and validation rules.

Unfortunately there are also some drawbacks: (i) we need a mechanism for convert-
ing UML diagrams in the corresponding XMI schemas (problem partially overcome by
using Poseidon4UML [2]); (ii) decomposing the evolution process in evolution and
consistency validation could be inadequate for evolving systems with tight time con-
straints.

In future work, we plan to overcome the cited drawbacks and to implement a pro-
totype of the described architecture by using OpenJava for supporting the causal
connection among meta-level representation and the base-level system and a scripting
language such as Ruby or Python for specifying and interpreting the rules.
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Abstract. Extending mainstream object-oriented concepts, the agent
paradigm promotes the concept of goals realized by means of strategies.
To account for such specific aspects, dedicated techniques for agent-
oriented modelling are required which go beyond standard techniques
of object-oriented modelling.

In this paper, an agent-oriented modelling notation for goals and strate-
gies is proposed. Based on graph transformation as semantic domain we
show how the behavior of agents can be described in terms of goals and
the strategies or communication protocols for achieving them. Model
checking is used to verify, in a given situation, that a chosen strategy
actually achieves its goal.

1 Introduction

The concepts and technologies of agent-based systems become increasingly at-
tractive to the software industry [11]. In order to benefit from advantages like
increased scalability or flexibility of agent architectures, agents substitute more
traditional software, or they are integrated into legacy systems. Thus, agent-
oriented software development is about to become one aspect of the “normal”
software development process.

Today, most software systems are implemented in object-oriented program-
ming languages like C4++ or JAVA, and the analysis and design of such systems
is based on object-oriented modelling languages like the UML [12]. Thus, in
order to incorporate agent concepts into mainstream software development, an
integrated modelling approach for object- and agent-based systems is required.

Agent-oriented modelling can be seen as an extension and specialization of
object-oriented modelling to the particular aspects of agents and multi-agent
systems. As modelling concepts, agents and objects have complementary roles:
Agents act autonomously, driven by their goals and strategies, thereby sensing
and reacting to their environment and cooperating with other agents. Objects
encapsulate data structures and operations and provide services to other objects.

* Work supported in part by the EC’s Human Potential Programme under contract
HPRN-CT-2002-00275, [Research Training Network SegraVis].

M.D. Ryan et al. (Eds.): Objects, Agents, and Features, LNCS 2975, pp. 81-97, 2004.
(© Springer-Verlag Berlin Heidelberg 2004



82 Ralph Depke and Reiko Heckel

In this sense, Jennings, et al. [15] state that “There is a fundamental mismatch
between the concepts used by object-oriented developers . .. and the agent-oriented
view.” However, the view of objects as mere service providers has its origins
in the paradigms of sequential OO programming, and is no longer adequate
when considering concurrent languages like Java where objects may have their
own thread of control. As a modelling abstraction for concurrent objects, the
concept of active object has been established [12] which has much similarity
with the agent paradigm. What is missing, even in active objects, is the idea of
goal-driven behavior.

Wooldridge characterizes goal-orientation in programming in the following
way (cf. [8], p. 32): “It is not hard to build a system that exhibits goal directed
behavior — we do it every time we write a procedure in PASCAL, a function in
C, or a method in JAVA. When we write such a procedure, we describe it in
terms of the assumptions on which it relies (formally, its pre-condition) and the
effect it has if the assumptions are valid (its post-condition). The effects of the
procedure are its goal: what the author of the software intends the procedure to
achieve.”

From a software engineering perspective, a goal corresponds to a functional
requirement to be satisfied by the behavior exposed by an object or component.
Traditionally, such requirements are given separately from the software in a
requirements specification. Goal-driven behavior means that goals are used at
run-time to control the behavior of agents, that is:

— In a given situation matching the pre-condition of a goal, its post-condition
defines the desired situation that the agent tries to establish through its
actions. A strategy associated with the goal provides a decomposition into
subgoals, which can be realized more directly.

— The subgoals are instantiated and tested, in turn, for satisfaction of their
pre-conditions. The decomposition is continued hierarchically down to the
level of basic operations that are immediately executable.

This conceptual execution model is not unlike the operational semantics of
logic programs, which rely on depth-first search and backtracking to select a
suitable ”strategy” (i.e., clause) for reaching a goal. Since agents are embedded
in the real world, which is directly influenced by its actions, backtracking is not
always possible. Therefore, it is important to verify statically that strategies
achieve their associated goals.

The paper’s contribution to this problem is two-fold.

1. We present an implementation-independent representation of goals and
strategies, that allows for recursive decomposition, provides an operational
interpretation, and is rich enough to capture the reactivity and dynamic
nature of agent-based systems.

2. We clarify, what it means for a strategy to achieve its goal and show, how
this property can be verified.

We propose the use of graph transformation rules for modelling goals and
strategies in a UML-like notation [7,5]. A graph transformation rule provides
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a visual representation of the pre- and post-condition of an operation by means
of graphical patterns for the states before and after the execution. The rules
come with an operational semantics of rule application where, given a graph
representing the current state that matches the pre-condition of the rule, this
graph is transformed by replacing the occurrence of the pre-pattern with an
instance of the post-pattern.

Modelling goals as graph transformation rules provides us with the required
operational interpretation for the execution of goals. Moreover, graph transfor-
mation systems provide a concurrent model of computation, not unlike that of
Petri nets, where sequences of transformation steps are abstracted to partial or-
ders, identifying all sequences which differ only for the ordering of independent
steps (see [2]). Thus, independent goals can be established in any order or in
parallel, and we do not distinguish the different schedulings in the concurrent
semantics.

To capture a notion of correctness of a strategy for reaching a goal, winning
strategies are introduced. Whether a strategy is a winning strategy, establishing
its goal under all circumstances, cannot be verified in general. However, we
may use model checking techniques for graph transformation systems [14] to
detect errors, thus increasing our confidence in a strategy in the same sense
software testing is used to increase confidence in the correctness of some software
component.

In the following section we demonstrate how agent-based systems can be
modelled using graph transformation. Then, in Section 3 we explain how graph
transformation systems can be translated into PROMELA, the input language
of the SPIN model checker. Based on this translation we analyze the question,
whether a goal is always achieved by a given strategy.

2 Modelling Goals and Strategies
of Agent-Based Systems

Systems composed of multiple agents are characterized by goals that are shared
between several cooperating agents. Strategies for achieving these kinds of goals
have to integrate local subgoals of different agents, interconnected by commu-
nication. The most important class of such communication-oriented strategies
are interaction protocols, see e.g., [10]. Generally, protocols are generic descrip-
tions of messages exchanged between agents and associated state changes. By
executing a protocol the subgoals attributed to the participants of the protocol
are attained and thus the overall goal of the protocol is reached.

To abstract from the concrete types of agents, participants of a generic pro-
tocol are characterized as roles which comprise only those features needed to
perform their respective task in the protocol. Thus, agents, roles and protocols
are the fundamental notions in our agent-based modelling language AML [6, 5].

We explain by means of a running example the concepts and the syntax
of the language. First, we present a protocol in terms of its goal rule and its
“implementation” given by a set of rules describing the subgoals. Then, we show
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how a lower-level protocol is used in the context of a superior protocol, which
instantiates the former in a way similar to a procedure call. Finally, we present
a formal semantics for goals and strategies.

2.1 Protocols for Agent Interaction

Protocols are communication strategies in which agents exchange messages in
order to reach a common goal. A prominent example is the English auction
protocol [10]. In this protocol one agent, the auctioneer, communicates with
several other agents, the customers, in order to determine a customer with a
maximal bid.

The auctioneer tries to maximize the result by repeatedly asking for an in-
creased bid which the customers may or may not accept. This repeated question-
and-answer pattern can be realized by another agent interaction protocol, the
so-called contract net protocol, used by the English auction protocol. We will
demonstrate the basic notions of the AML using a model of the contract net
protocol.

The contract net protocol is a typical interaction pattern for multi-cast com-
munication in agent-based systems [13]. In the contract net protocol two kinds of
roles are involved, the selector role type and the contractor role type. The selector
role solicits proposals from the contractor roles by issuing a call for proposals.
Contractor roles receiving the call for proposals are able to generate proposals in
reply. Once the selector role receives replies from the contractor roles it chooses
the one that replied first. The contractor role of the selected proposal will be
sent an acceptance message.

An agent interaction protocol is described by a structure diagram and a set
of operations which are applied within the protocol. A structure diagram for
the contract net protocol is shown in Fig. 1 using UML syntax: A protocol
is formulated as a package template whose parameters are given in the upper
right corner of the package. The package contains roles (with stereotype ((role)))
and classes. Roles constitute the participants in a protocol. They contain three
compartments: attributes, operations and messages. Operations will be given by
graph transformation rules. They manipulate attributes and exchange messages
among roles. The rules of the contract net protocol are given in Figures 2 to 5.
The global pre- and postconditions of the contract net protocol are specified by
the goal rule in Fig. 6.

In order to avoid backtracking, the adoption of a protocol for a specific pur-
pose in a given context is a decision taken at design time. In the model, it
corresponds to the instantiation of a protocol template, whose parameters are
filled in with model elements from a given context. Then, the model elements
of the protocol are inserted in the agent class diagram and the role classes are
attached to agent classes by a role-of relationship.

The graph transformation rules of the protocol are expanded in the following
way: For each role in a rule an agent is inserted in the rule. The role and the agent
are connected by the role-of relationship. The correlation of roles and agents
must conform to the expanded agent class diagram. Then, model elements which
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Request,
<<protocol>> Proposal,
CNP State, '
acceptable() |
<<role>> <<role>>
Selector 1 knows Contractor
attributes attributes
1 sent
operations operations
sendCFP()
recordProposal() acceptCFP()
acceptProposal() acceptable():Boolean
sendReject() State
messages
messages cfp(R:Request)
proposal(R:Request)
issues l
1 bidder
Request
bid:Integer

Fig. 1. The template of the contract net protocol

have been assigned to protocol parameters are inserted in the rule. Now, these
expanded graph transformation rules reflect the change of the system behavior
through the expanded protocol.

Thus, the operational behavior of an agent-based system is determined by the
combination of (syntactic) template instantiation and (semantic) interpretation
of the flattened model as a graph transformation system. This allows us to use
the standard tools and theory of graph transformation.

Next, we exemplify the instantiation of the contract net protocol. In our
example, an auctioneer and several customers participate in the English auction
protocol. In order to use the contract net protocol, the selector role is attached
to (assumed by) the auctioneer agent class and the contractor role is attached to
the customer agent class. The parameters of the template are instantiated with
the request and the proposal that are associated to the agent classes auctioneer
and customer, respectively. In this way we obtain the diagram in Fig. 7. The
agent classes contain two compartments: attributes and operations. Agents are
not able to communicate without protocols. Therefore there is no compartment
for messages. The graph transformation rules are also bound to the appropriate
agents, see Fig. 8.

We have illustrated the syntax of our agent modelling language. A more
detailed and formal description of the syntax is given elsewhere [5]. Next, we will
focus on semantic aspects in order to describe the notions of goal and strategy
more precisely.
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sendCFP()

S :Selector | *°%%,| B:Request S :Selector |=>"%,| B:Request

k:knows }:s( |:> k:knows |s:sent
e

:sender ‘msgparam
C :Contractor C :Contractor v Cl: CEP
Fig. 2. The rule sendCFP()
acceptCFP()
S Selector iissues | R :Request S : Selactor iissues | R : Request
k:knows  |s:sent :sender ‘msgparam kiknows | t recinient
s.sen -recipient :msgparam
C :Contractor .
recipient | CLLCFP C :Contractor ondor | p.:Proposal

acceptable()

Fig. 3. The rule acceptCFP()

2.2 Formal Relationship between Goals and Strategies

In order to be able to verify whether strategies realize their goals, a formal
definition of the relevant concepts is necessary. For this purpose we introduce
some basic notions of graphs and graph transformations which serve as the basis
for our formalization.

Typed graphs. In our models, graphs occur at two levels: the type level, given
by a class diagram, and the instance level, given by all valid object diagrams.
Such a type-instance relation is described more generally by the concept of typed
graphs [4], where a fixed type graph TG serves as abstract representation of
the class diagram. Its object diagrams are graphs G equipped with a structure-
preserving mapping to the type graph, which is formally expressed as a graph
homomorphism tpg : G — TG.

Rules and transformations. A graph transformation rule p : L = R consists
of a pair of T'G-typed instance graphs L, R such that the intersection L N R is
well-defined. (This means that, e.g., edges which appear in both L and R are
connected to the same vertices in both graphs, or that vertices with the same
name have to have the same type, etc.) The left-hand side L represents the pre-
conditions of the rule while the right-hand side R describes the post-conditions.



Modelling and Analysis of Agents’ Goal-Driven Behavior 87

recordProposal()

ilissues

S : Selector B : Request S - Selector iissues | R : Request

‘msgparam k:knows
‘bidder

C : Contractor

k:knows

C : Contractor

p_:Proposal

:sender

Fig. 4. The rule recordProposal()

acceptProposal()

st:State st:State
statevalue = 1 statevalue = 2
ilissues . iissues .
S : Selector B : Request S : Selector R: Request
k:knows .
b:bidder k:knows b:bidder
v
C : Contractor C : Contractor

Fig. 5. The rule acceptProposal()

The application of a graph transformation rule is performed in three steps.
First, find an occurrence oy, of the left-hand side L in the current object graph
G. Second, remove all the vertices and edges from G which are matched by
L\ R. Make sure that the remaining structure D := G \ o (L \ R) is still a
legal graph, i.e., that no edges are left dangling because of the deletion of their
source or target vertices. In this case, the dangling condition [9] is violated and
the application of the rule is prohibited. Third, glue D with a copy of R\ L to
obtain the derived graph H. We assume that all newly created objects, links,
and attributes get fresh identities, so that G N H is well-defined and equal to the
intermediate graph D.

Graph transformation system. A typed graph transformation system G = (TG,
C, R) consists of a type graph TG, a set of structural constraints C' over TG
(like cardinality constraints, OCL expressions, etc.), and a set R of rules p :

L = R over TG. A transformation sequence s = (Gg oy palog) G,) in
g, briefly Gy :S>; G, is a sequence of consecutive transformations using the
rules of G such that all graphs Gy, ..., G, satisfy the constraints C'. The set of all
transformation sequences in G is denoted by G*. As above, we assume that newly
created elements are given fresh names, i.e., ones that have not been used before
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CNPgoal()
st:State st:State
statevalue = 1 statevalue = 2
iiissues . iiissues .
S : Selector =" R : Request : S : Selector | R : Request
k:knows k:knows b:bidder
C : Contractor C*: Contractor

Fig. 6. The goal rule of the contract net protocol

in the transformation sequence. In this case, for any ¢ < j < n the intersection
G; N Gj is well-defined and represents that part of the structure which has been
preserved in the transformation from G; to Gj.

We say that a transformation sequence G é; G, satisfiesarulep: L = R
if all the effects required by p are realized in the sequence. This is the case if
there exists a graph homomorphism o : LU R — Gy U G,,, called occurrence,
such that

— o(L) C Gy and o(R) C Gy, i.e., the left-hand side of the rule is embedded
into the pre-state and the right-hand side into the post-state, and

—o(L\R) C Gy \ G, and ol R\ L) C G, \ Gy, ie., at least that part of
G is deleted which is matched by elements of L not belonging to R and,
symmetrically, at the least that part of H is newly added which is matched
by elements new in R.

With this formal background we can now define the relation of goals and
strategies: A goal rule p should be implemented by a graph transformation sys-
tem G given by a set of rules R, a type graph T'G, and set of constraints C. Thus,
all transformation sequences in G starting in a state that fulfills the pre-condition
of p must lead to a state that fulfills the post-condition. This is captured in the
following definition of a winning strategy.

Definition 1 (Winning strategy)

A strateqgy G = (T'G,C, R) is a winning strategy for a goal rule p : L = R if for
all graphs G that satisfy the constraints C, if the left-hand side of p occurs in Gy
via a graph homomorphism or, : L — Gy, then for all transformation sequences
Go = Gy = --- = G, in G there exists i € {0,...,n} such that Gy =§ G;
satisfies p via an occurrence o : LU R — Gy U G; extending oy, .

In our running example, the graph transformation system G modelling the
strategy is given by the class diagram in Fig. 1 representing the type graph TG,
the protocol rules of Figures 2 through 5 representing the set R of rules, and



Modelling and Analysis of Agents’ Goal-Driven Behavior 89
<<agent>>
Auctioneer — State <<agent>>
Customer
attributes statevalue:String
bid:Integer attributes
operations limit : Integer
incBid()
finishAuction() operations
<<role>>
Selector
1 knows
. <<role>>
attributes Contractor
1 sent
operations attributes
sendCFP() operations
sendReject()
recordProposal() acceptCFP()‘
acceptProposal() acceptable():Boolean
messages messages
proposal(R:Request) cfp(R:Request)
issues l .
1 bidder
Request
bid :Integer

Fig. 7. Structural agent diagram

the and constraints C' represented by the cardinality constraints in the class
diagram. The goal rule p is given in Fig. 6.

Based on the formal interpretation of our language established in this section,
the next section shows how the relationship between goals and strategies can be
analyzed.

3 Model Checking Agent-Based Systems

Graph transformation rules can be seen as specifying a transition system whose
states are graphs and whose transitions are graph transformation steps. For
specifying and analyzing properties of such systems, temporal logic and model
checking can be used. In this section, we explain how to derive a transition
system from a strategy expressed by a set of graph transformation rules. Then,
we show how temporal logic properties can be derived from goal rules, and how
such properties can be analyzed using the SPIN model checker.

3.1 From Strategies to Transition Systems

Recently, Varro has proposed an algorithm which maps graph transformation
systems to state transition systems [14]. We adapt this algorithm for the trans-
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acceptCFP()
A :Auctioneer A :Auctioneer
) iissues | R :Request iissues .
S :Selector S - Selector R :Request
i = X <=y
bid = x bid = x
k:knows |s:sent :sender ‘msgparam k:knows
s:sent ‘recipient ‘msgparam

C :Contractor

:recipient C :Contractor -sender | p:Proposal

M :Customer
M :Customer

limit =
y limit = y

Fig. 8. Bound protocol rule acceptCFP()

protState :State
Request rotState :State
S :Selector
bid =1 value=1
k1:knows k2:an k3:knows
C1 :Contractor C2 :Contractor C3 :Contractor
limit =2 limit=5 limit = 1

Fig. 9. Sample initial graph Go

lation of a graph transformation system to the input language PROMELA of the
SPIN model checker.

A strategy is given by a graph transformation system G = (I'G,C, R). Ad-
ditionally, an initial graph Gg is given representing the situation in which the
strategy is applied. The state graph Gy respects the constraints C of G. The
state graph G, the type graph T'G and the rule set R are used to specify a
transition system. With G as described in Section 2.2, a sample initial graph Gy
is shown in Fig. 9.

Graph transformation steps represent changes of concrete objects. This is in
contrast with the abstract specification of these changes by means of rules. As a
consequence, a single rule may lead to many different transformation steps which
can be thought of as instantiations of this rule. In the operational semantics,
this instantiation is performed by matching the left-hand side of a rule with the
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current state graph, an operation that is not directly implementable in PROMELA
or similar languages. Rather, the instantiation has to be done statically, as part
of the translation, producing from every rule a set of transitions representing all
possible instantiations of this rule. To make this possible, we have to sacrifice
the dynamic nature of graph transformation for analysis purposes, limiting to a
system with a fixed upper bound to the number of objects.

In the input language PROMELA of the model checker SPIN, states are rep-
resented by arrays of enumeration data types. To represent instance graphs,
Boolean arrays are defined for all types (classes, agents, roles, associations, and
attributes) in the type graph T'G. The indices in these arrays represent the
identities of the corresponding items.

In order to reduce the size of the state record, this representation is limited to
such types whose instances are actually modified by a rule, the so-called dynamic
part of the state. The static part, which is only read but never modified by any
rule, is only represented explicitly as part of the initial graph Gj.

Transitions are specified as reaction rules in PROMELA. Reaction rules are
parallel conditional assignments to state variables. For each graph transforma-
tion rule the pattern of the left-hand side is evaluated over the static part of the
state. This results in a fixed number of transition specifications for each match
of the pattern. The pre-condition of each corresponding PROMELA assignment
contains a conjunction of atomic propositions on the dynamic state variables
representing the matching process on the dynamic part. In the assignment part
of the reaction rule, state variables are changed, e.g., representing the deletion
of an object by setting its field from true to false or updating an attribute
value, as specified by the graph transformation rule.

The sample graph transformation system G is transformed according to the
following algorithm, adapted from [14].

ALGORITHM AgentGTS2STS
INPUT : graph transformation system G=<TG,C,R>, state graph GO
OUTPUT: PROMELA specification of a state transition system
METHOD:
BEGIN
// Declarations
1: A 1D boolean state variable array
for each agent, role and object class in TG
2: A 2D boolean state variable array for each association
3: A 1D enumeration type state variable array for each attribute
// Initialization
4: Init arrays of rows 1 to 3 according to state given by GO
// Encoding transformation steps as transitions
5: FOR EACH graph transformation rule p in R
generate guards for L, i.e., atomic propositions that test
the validity of the elements of the left hand side of p
with respect to the state variables

(o)
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7: generate actions for R, i.e., assignments to the state
variables that are to be changed according to
the right hand side of p

8: generate a transactional transition specificatiom, i.e.,
an implication with a conjunction of the generated guards
on the left hand side and a sequence of actions
on the right hand side

9: END

END

Next, we show how the algorithm is applied to our running example.

State representation. Starting with the declaration of variables (rows 1 to 3 of the
algorithm). Gy consists of a number noOfContractors of contractors. The number
of proposals is fixed to noOfProposals. In our sample state there are at most three
contractors and three proposals. Boolean arrays cfp and prop are introduced for
the dynamic objects of type Proposal and CFP which are generated or deleted
by the application of graph transformation rules:

bool cfp[noOfContractors];
bool prop[no0fProposals];

All other instances of roles or objects are present in the start state already and
are not generated or deleted during the execution of the protocol. The start state
is also determined by the values of variables of static classes: a variable limit is
introduced for each contractor role and the variable statevalue corresponds to
the attribute of the object protState, see Fig. 9.

int statevalue;
int limit[noOfContractors];

For the dynamically changing links, further Boolean arrays are introduced:

bool sent [no0fProposals];

bool cfpSender [no0fProposals];

bool cfpRecipient[no0fProposals * noOfContractors];
bool propSender [noOfProposals * noOfContractors];
bool propRecipient[noOfProposals];

bool bidder[noOfContractors];

All arrays together form the state representation of the system, which we inves-
tigate with respect to the contract net protocol. The arrays are initialized (row 4
of the algorithm) according to the start state graph Gy, see Fig. 9. For example,
the limit values are set and the sent links are initialized to false:

statevalue=CNPstart; /* CNPstart = 1, CNPend = 2 */

limit[1]=2;
limit[2]=5;
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sent[1]=false;
sent [2]=false;

Transitions. For rule sendCFP (cf. Fig. 2) we obtain one reaction rule for the
match given by the contractor role 1 of role type Contractor and the message 1
of type cfp:

/* sendCFP */
: atomic { msgreceived[1]==false ->
msgreceived[1]=true; cfpl[l]l=true; cfpSender[1]=true;
cfpRecipient[1 + 1 * noOfContractors)]=true; }

The model we are going to analyze has now been translated into the ap-
propriate transition system specification. In the following, we will see, how the
properties to be analyzed can be derived from the goal rule.

3.2 Expressing Goals in Spin

The next task is to translate to SPIN the notion of a winning strategy for a
goal rule p : L = R. The left-hand side L is a condition for the initial state of
the system. If this condition is satisfied, for a winning strategy we require that
the right-hand side R will be eventually satisfied in every run of the protocol.
However, since L and R are not disjoint, the occurrences of L and R should
coincide on the shared items (cf. Section 2.2). In order to translate this condition,
for each occurrence of L, we must take into account all occurrences R in the
reachable states of our model.

In PROMELA, properties of models can be expressed as correctness claims.
They are built up from simple propositions, given by Boolean conditions on the
state variables, and temporal operators. Next, we are constructing a temporal
formula from a goal rule and express the same as a correctness claim.

Like the translation for strategies, we are mainly concerned with the changing
parts of the state, i.e., only the changing parts of a goal rule need to be matched
dynamically while the invariant parts just have to be matched in the initial state.
The latter is done at compile time, producing separate formulae for every match
which are then combined by disjunction.

Thus, for every occurrence oy, (L) in our initial graph Gy, a compatible later
occurrence o;(R) is required. This is expressed by a temporal formula in which
the “later occurrence” is required by the temporal operator ¢ (eventually):

goal; = (o(L) = <G(01(R) V...V ox(R)))

Note that all different occurrences o1, ..., 0 of R are enumerated which satisfy
the compatibility with the choosen occurrence oy, of L.
The formulae for all different occurrences of L are connected in a disjunction:

goal = (goaly V ...V goal,)
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In our example the disjunction only has a single member because there is
only one match of the rule p (see Fig. 6) in the start state Go (see Fig. 9). The
right hand side of p matches to three different contractor role occurrences. Note,
that the contractor roles belong to the invariant parts of the state.

In PROMELA we have to express the matches in terms of the variables which
were introduced in the previous section along with the translation of strategies.
Again, only the dynamic parts of the matches have to be considered:

#define OccL (statevalue==CNPstart)

#define OccR1 (statevalue==CNPend && bidder[conl]==true)
#define OccR2 (statevalue==CNPend && bidder[con2]==true)
#define OccR3 (statevalue==CNPend && bidder[con3]==true)

From this definitions a temporal logic formula is built which serves as input
to the model checker SPIN:

#define CNPgoal (OccL --> <>(OccR1 || OccR2 || 0ccR3))

The checking of the sample communication strategy, the contract net proto-
col, with respect to the property CNPgoal has been successful. This means that
our strategy realizes the goal in the situation given by Gy, but is not enough to
prove that G is indeed a winning strategy with respect to p.

4 Related Modelling and Model Checking Approaches

We consider approaches related to different aspects of our proposal to the mod-
elling and analysis of agents’ goal-driven behavior.

AgentUML is an example for the extension of UML with language elements
for modelling agent concepts [3], but the extension is only defined informally: It
does not use the extension mechanism of UML nor does it describe the extension
at the level of abstract syntax, i.e., the meta model. Also, AgentUML lacks a
formal semantics which reflects agent concepts precisely.

With respect to model checking there is an approach by Wooldridge et al.
in which the model checker SPIN is used for verifying the behavior of agent
systems [16]. Different to our approach, the behavior description relies strongly
on a kind of BDI-logic which is translated both to PROMELA-models and to
temporal claims in SPIN.

The Mocha approach to model checking agent based systems is a proposal
and tool for modular model checking [1]. Generally, a system consists of more or
less loosely coupled parts which are integrated. A state transition graph of the
whole system forms the model to be analyzed. Since model checking is based on
exhaustive state-space exploration, and the size of the state space of a design
grows exponentially with the size of the description, scalability is an important
issue.

Mocha introduces a hierarchical modelling framework of interacting and reac-
tive modules. Thus, it avoids the manipulation of unstructured state-transition
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graphs. But this also happens in our case: each rule of a strategy can be consid-
ered as a goal rule which is to be refined by a strategy. In this way the model
checking of goal-reachability is also decomposed hierarchically. Because local
variables within a strategy do not influence the reachability of other goals, the
hierarchical decomposition of goals and strategies also reduces the state-space
to be explored.

For requirements specification in Mocha, the languages of linear- and branch-
ing-time temporal logics are replaced with Alternating Temporal Logic (ATL).
This allows to express both cooperative and adversarial requirements, e.g., that
a module can attain a goal regardless of how the environment of the module
changes. These features of ATL compare to our analysis of goal-reachability.
External parameters of a goal rule are, for example, the roles of the agents
not to be analyzed. If we do not fix these parameters then the results of the
model checking answer the question, whether an external element influences the
reachability of a goal.

All related approaches to agent-oriented model checking use textual mod-
elling languages. They essentially support the specification of state transition
systems and the formulation of logical formulas for requirements specification.
In contrast, we showed how high-level visual specifications based on UML and
graph transformation rules, and requirements given by goal rules can be ana-
lyzed.

5 Conclusion

Objects and agents differ in the way they cope with requirements. Objects are
supposed to comply with the requirements that are given more or less formally
in a requirements specification document. Different to objects, agents may be
controlled by requirements, represented as goals. Agents are striking for their
goals by applying appropriate strategies.

In this paper we have dealt with the modelling of agents’ behavior. The
question is, how can goals and strategies be modelled appropriately and how
can a strategy be verified to attain a goal. We have focused on communications
strategies, i.e., protocols for the interaction of agents. For solving the problem,
we introduced graph transformation as a semantic domain for the visual mod-
elling of agents: Single graph transformation rules are considered as goals and
a graph transformation system specifies a protocol by behavioral rules for all
participating agents.

The applicability of graph transformation rules depends on the current struc-
ture of the system state. Therefore the question, whether a communication strat-
egy attains a certain goal can be answered only for a given initial state and
restricting the number of objects to a ensure a finite state space. With these
assumptions, we have translated a model to a transition system specification
in PROMELA, the language of the SPIN model checker. We have shown how a
goal rule can be translated to an appropriate temporal logic formula. Then, the
reachability of the goal could be analyzed automatically in SPIN.
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In this paper, we have limited ourselves to a single level of refinement of a
goal by a strategy. In turn, each rule of a strategy can be considered as a subgoal
which is to be refined by another strategy. The recursive substitution of a goal
rule by a set of rules requires that the subsequent application of these rules
has no additional effects beyond those that are specified by the goal rule. The
conditions for the validity of this frame condition have to be investigated in the
future.
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Abstract. Agent UML (AUML) is an extension of the standard object-
oriented modelling language UML adapted for agent-based systems. In
AUML sequence diagrams are extended to describe specific dynamic
aspects of agents including dynamic role assignment, nondeterministic
choice in agent decisions and concurrent communication. These diagrams
are used to describe agent interaction protocols. We describe some of the
problems of extended sequence diagrams in AUML. Not all of these prob-
lems are specific to agent sequence diagrams and have been previously
identified in UML’s sequence diagrams and Message Sequence Charts
(MSCs). Live Sequence Charts (LSCs) are a very expressive extension
of MSCs that addresses many of these issues in the context of object-
oriented systems. We propose an extension of LSCs for agents, and show
how it is useful for modelling agent interactions, agent commitments,
agent society norms and forbidden behaviour. Further, we show how to
derive formulae in a simplified variant of the distributed temporal logic
MDTL from an extended LSC.

1 Introduction

As agent-based approaches are gaining acceptance in the software development
community it becomes fundamental to make well-defined languages available
to software engineers and consequently promote principled methodologies for
system development. One promising way of doing so is by linking agent-based
methods to more commonly understood object-oriented technologies and extend
these as needed to cover agent-specific aspects.

In recent years, UML [29] has become the standard modelling language for
object-oriented system design and because many tools promote (essentially only
the documentation of) design in UML it has become widely used in industry.
Work has been done on extending UML diagrams and notation to support typ-
ical agent aspects including the development of Agent UML (AUML) [25,2, 3,
5,13]. AUML is also being developed further in collaboration between the Ob-
ject Management Group (OMG) and FIPA (Foundation for Intelligent Physical
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Agents) [15] to address the changes being made to UML2.0 [28]. Another non-
UML based approach for the analysis and design of agent-oriented systems which
influenced AUML considerably is the Gaia methodology [30].

There are many different definitions of agents, and in particular many at-
tempts to characterise what distinguishes agents and objects. An interesting
analysis of the differences can be found in [24]. The confusion between objects
and agents often arises from the fact that simple agents can look very much
like objects. The idea behind modelling with agents is nonetheless rather dif-
ferent from modelling with objects. Agents are an abstraction for decentralised
problem solving, whilst objects are a structuring mechanism useful for program-
ming. Agents are good for solving problems, objects are useful for programming
systems. To some extent agents are at a higher level of abstraction than objects.

When modelling agent-based systems, it is common to distinguish between
a micro and a macro view. The micro view concerns local aspects of individual
agents including strategies, knowledge, beliefs and behaviour. The macro view
considers how agents interact and communicate with each other and with the
environment. In OOA/OOD interactions are commonly modelled using scenario-
based languages like Message Sequence Charts (MSCs)[31] or UML’s variant of
MSCs called sequence diagrams.

In AUML sequence diagrams are extended to describe specific dynamic as-
pects of agents including dynamic role assignment, nondeterministic choice in
agent decisions and concurrent communication. These diagrams are used to
model agent interaction protocols describing allowed communication patterns,
that is patterns of messages sent from one agent role to another. In this paper, we
describe the problems of extended sequence diagrams in AUML. As an example,
we cannot describe disallowed communication patterns in AUML.

Some of the problems of agent sequence diagrams are not specific to the
agent extension itself and are inherent to sequence diagrams (and message se-
quence charts) in general, but others arise from the agent extensions. Solutions
to these problems are needed in order to be able to define a formal semantics. A
fully worked out semantics is important for automatic synthesis and consistency
checking. By synthesis we mean the ability to automatically construct a be-
havioural equivalent state-based specification (for example statecharts) from the
scenarios (given by the sequence diagrams). This is a necessary first step towards
moving automatically to implementation. Without such prospects a modelling
language has limited use.

Live Sequence Charts (LSCs) [4] are a very expressive extension of MSCs
that addresses many of the problems of MSCs and UML’s sequence diagrams
in the context of object-oriented systems. In this paper, we propose a simple
extension of LSCs for agents. Our extension is very useful when modelling agent
interactions, agent commitments and contracts, as well as society norms and
forbidden behaviour. One of the major advantages of LSCs is that while they
consist of a visual notation which appeals to engineers they have a formal se-
mantics and the expressiveness of temporal logic. We see how from an LSC we
can derive formulae in a simplified variant of the branching time logic MDTL.
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This paper is structured as follows. In the next section we describe how agent
interactions can be modelled in AUML and point out some of the weaknesses.
In Section 3 we describe Live Sequence Charts and an extension thereof for
agents. Several examples illustrate how to use the extension for modelling agent
interactions, agent commitments, agent society norms and forbidden behaviour.
In Section 4 we briefly describe some semantic aspects of the extension and
show how to move from the visual representation to logical formulae. The paper
finishes with some conclusions and ideas for future work.

2 Modelling Interactions

One of the major concerns of AUML has been to extend UML in order to model
agent interaction protocols. Agent interaction protocols describe allowed com-
munication patterns, that is patterns of messages sent from one agent role to
another. The subset of UML of interest here are sequence diagrams.

Sequence diagrams are one of the two forms of interaction diagrams avail-
able in UML. Interaction diagrams (both sequence diagrams and collaboration
diagrams') are used to capture how instances interact in order to perform a spe-
cific task which the individual instances could not perform on their own. Each
diagram shows one interaction (per scenario) as a collection of communications
between instances partially ordered over time. A message is a communication be-
tween instances. It can cause an operation to be invoked, a signal (asynchronous)
to be raised, an instance to be created or destroyed.

Sequence diagrams are an extension of Message Sequence Charts (MSC) [31].
Like MSC they represent time explicitly making the order in which messages are
sent visually more intuitive. There are two dimensions in a sequence diagram: a
vertical dimension denoting time; and a horizontal dimension representing the
different instances involved in the interaction. Each instance participating in
the interaction has a vertical lifeline (a dashed line under the instance sym-
bol representing the existence of the instance at a particular time). Messages
are shown as horizontal/oblique labelled arrows between the lifelines of the in-
stances. Arrow labels contain the invoked operation or signal as well as optional
conditions and/or iteration expressions. Instances can be created or destroyed
which is shown intuitively by the fact that a lifeline starts or stops. Constraints
and notes can be attached to the model (e.g., for indicating timing constraints,
durations, and so on).

At a very high level sequence diagrams can be used to realise use cases, that is
to describe the interactions intended by a use case between the actors (external
entities to the system, e.g., users or other systems) and the system itself. Se-
quence diagrams can be further refined throughout development as interactions
get elaborated.

When used in an object-oriented context the instances mentioned above nor-
mally correspond to instances of classes, that is the objects that will exist in the
system at runtime. In an agent-oriented context sequence diagrams can be used

! Collaboration diagrams have been renamed communication diagrams in UML 2.0.



Giving Life to Agent Interactions 101

to describe interactions between agents or at a specification level between agent
roles.

In AUML sequence diagrams are extended in order to capture two funda-
mental and distinctive aspects of agents:

1. roles: agents can play one or more roles at a given moment in time and
throughout their life time. In particular, agents can change roles dynamically.

2. concurrency: agents have internal concurrency, that is, agents can do several
things at the same time including participating in different conversations
with several agents.

Consequently, sequence diagrams have been extended to allow for multiple
roles, and multiple concurrent threads [25,2]. In the first case, stereotyped mes-
sages are used to indicate agents changing roles dynamically (including switching
between roles, taking up a new role, and so on) but we omit further details [26].
We are particularly interested in the notation used for inter-agent communica-
tion and concurrent communication. Consider the notation given in Fig. 1 which
is not possible in UML1.x.

Lot | [msen2 J[ foont | [Agemr [ Agemet | [ Ageni2 |
| — 3 g | 20

|
A0

AR N A
CA-1 CA-1 CA-1
CA-2 CA-2 L CA-2
CA-3 CA-3 CA-3
[role—1]
e TR hn 0T T T

(a) - (b) ‘ (©

Fig. 1. Different notations for inter-agent communication.

All communication is asynchronous in the different cases as is indicated by
the stick arrowhead. Synchronous communication is normally not used between
agents in AUML but indicated in UML by a filled solid arrowhead. Case (a)
shows agent-1 sending multiple messages concurrently to agent-2. The messages
sent denote communication acts in agent terminology and are given by CA-1,
CA-2 and CA-3 (or any other finite number). Agent-2 processes these messages
concurrently as well. In fact, agent-2 may be playing different roles at the same
time and each role be processing one message independently. Roles are indicated
in square brackets next to the corresponding vertical lifeline (or thread). In case
(b) the diamonds indicate a decision box meaning that agent-1 may decide to
send zero or more (at most three in this case) messages to agent-2. If more than
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one message is sent then these are sent concurrently. Consequently, if agent-2
receives more than one message it processes them concurrently. Again agent-2
may be playing different roles while doing so. The empty diamond denotes an
inclusive or. Finally, in case (c¢) the x-labelled diamonds denote an exclusive
or. Agent-1 decides to send only one of the several possible messages to agent-2.
The exclusive or denotes nondeterminism. Notice that in UML1.x we can express
conditional branching (if-then-else) which is, however, not the same thing as an
exclusive or.

There is a common alternative notation to each of the three cases above which
makes the diagram look less cluttered and is useful when several communications
are combined in one diagram. Fig. 2 shows case (b) in the alternative notation.
Nonetheless this notation is ambiguous and misleading. Since the activation

Agent-1 Agent-2
|
CA-1 M
CA-2 1
CA-3 i

Fig. 2. Alternative notation to the inclusive or case.

bars are placed along a lifeline we loose the visual intuition that the events of
agent-2 corresponding to the receive of CA-1 and CA-2 are either concurrent
and correspond to different agent roles, or in conflict and not part of the same
system run. We may erroneously be led to think that the events are happening
sequentially.

In UMLI1.x instances have their name underlined. For example o/Role:C
denotes an object o of class C playing the role Role. This can be easily adapted
for agents, for example, a/Role can be used to denote an agent a playing role
Role. When we only indicate the role names instead of instances we do not
need to underline them. Since we can have several agents playing a given role,
it is common in AUML to add multiplicities to the messages to indicate when a
message is explicitly being sent to more than one agent.

Consider the sequence diagram given in Fig. 3 describing the so-called En-
glish auction interaction protocol. The diagram is essentially that used in [14]
(with some minor corrections and additions in accordance to the same protocol
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as given in [2]) where it is given generically as a template describing a commu-
nication pattern. We omit the template notation here for simplicity.

Participant
I

L1 inform—start n !

1 cfp(price) n

I <= deadline
{m3=0}not—underst. m

1

|

|

|

|
—

{k>1}  cfp(price)

inform—end 11

=
!
!
| request - 1
! {price>=
!
! reserved—p} |

Fig. 3. FIPA English Auction Interaction Protocol.

In an English auction, the auctioneer tries to sell an item by initially propos-
ing a price below the supposed market value and then gradually raising the price.
Each time the price is announced, the auctioneer waits to see if any buyers will
signal their willingness to pay the proposed price. As soon as one buyer indicates
that it is willing to accept the price, the auctioneer issues a new call for bids with
an incremented price. If no participant is prepared to pay more, the item is sold
for the last offered bid as long as the offered price is more than the reservation
price. The auctioneer informs the participants that the auction is over.

What is described in the sequence diagram in Fig. 3 is the following. The
auctioneer notifies the participants that the auction begins (inform-start) and
announces an initial price (c£p - call for price). Both messages have multiplicities
1 to n, where n is a finite number of agents playing the role of participants in the
auction. The problem of using an n here is twofold. Firstly, it does not conform
with the usual practice in UML1.x for indicating multiplicities, and secondly it
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imposes that the number of agents in the auction room is the same at all times.
If an agent is “late” and enters the auction room after the inform-start has been
sent, then it will apparently not receive any of the messages sent afterwards (e.g.
cfp). A x would solve this problem, but to some extent not ease what is intended
in the next communication where an n is next to the decision box.

Before the deadline, each participant agent decides to reply either that it did
not understand or that it accepts the bid (indicated by the message propose).
The multiplicities at this point seem to indicate that all participants reply to
the auctioneer and decide either to say that they do not understand or that they
accept the price. Supposedly, m indicates the number of agents that decide not
to understand, whilst k stands for the number of agents that reply that they
accept the price. Consequently, we are to assume that k +m = n.

The auctioneer then decides to either accept or reject a bid. Again, the mul-
tiplicities indicate that the auctioneer accepts one bid and rejects all the others.
However, it is not possible to tell which participant corresponds to the accepted
bid. The decision box will allow the auctioneer to choose one as desired.

Later, the auctioneer decides to either continue the auction by sending an-
other cfp (if on the last bid more than two participants showed an interest),
or to end the auction. If the auctioneer decides to end the auction it sends a
message to all participants that the auction has ended and (concurrently) sends
a message to the last bidder if the price offered is indeed higher than the re-
served price. It is not possible to tell how to refer to the agent that made the
last accepted offer. Basically this sequence diagram would allow for a situation
in which a participating agent would receive a message indicating that the item
was sold to it, even though that agent did not bid for the item. Furthermore,
even if k& > 1 the auctioneer may still decide to end the auction which is not
intended.

We have already identified a few points in the diagram that can be misleading.
Other important issues are:

1. Does the sequence diagram describe one possible scenario in an English
auction place, or does it constrain all possible system runs?

2. Attached to the first decision box there is a multiplicity n. Does the given
multiplicity enforce the number of messages sent, i.e., does it mean that n
agents must or may reply in one of the two possible ways? Since agents are
autonomous and take their own decisions it is reasonable to have a may, but
on the other side some society norms (in this case a norm imposed on agents
attending an auction) could impose a must (regardless of whether the agents
indeed conform to the norms or not). It therefore seems important to be able
to express what is intended in the diagram.

3. Can messages be lost? For example, a participant may send a proposal which
the auctioneer never receives.

4. How can we express that the auctioneer will accept the first bid received?
How can we send a message to a particular agent in a set?

5. How can we guarantee that eventually the auctioneer will decide to end the
auction? Even if k = 1 the auctioneer may never sent a message inform-end
(we cannot guarantee that any of the roles in the diagram are progressing).
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6. Is it possible to say that a certain behaviour is forbidden? This is particularly
useful if we want to describe society norms. Agents may then still decide not
to conform to these norms but the agent’s are then explicitly violating one
Or more Norms.

It is not possible to express any of these issues in the extended sequence
diagrams for agents. Some of these issues are not particular to the agent extension
itself and are inherent to sequence diagrams (and message sequence charts) in
general, but others arise from the agent extensions.

An attempt to improve the expressiveness of extended sequence diagrams in
AUML by defining new message stereotypes is given in [20]. The English auction
interaction protocol is also described in the paper with the new notation. In
particular, one of the new message stereotypes can be used to denote a message
that must be received. However, most of the issues mentioned above are still
unsolved.

In the next section we describe Live Sequence Charts (LSCs) [4, 18] and
describe an extension for modelling agent interactions. Like sequence diagrams,
LSCs are a visual scenario-based approach. But LSCs are more suitable for our
purposes because they address most of the issues above. A simple extension
makes LSCs adequate to describe agent interactions as needed.

AUML notation is currently changing in order to accommodate the changes
being made to sequence diagrams in UML2.0 [28]. Curiously, UML2.0’s sequence
diagrams have received substantial influence by LSCs themselves. Not all issues
seem to be dealt with though. In particular, sequence diagrams in UML2.0 con-
tinue to only consider an interleaving semantics (even though they allow for
parallel processing), whilst for agents we believe that true concurrency is more
natural (at a high level at least). Information on the changes to AUML can be
found in a recent working draft [15].

3 Live Sequence Charts for Agents

In the previous section we have described some of the problems of the extended
sequence diagrams in AUML. Sequence diagrams are used to model how agents
interact but cannot be used to explicitly state mandatory, possible or forbidden
behaviour. This is important when modelling norms or rules in an agent society
or multi-agent system.

An extension of MSCs addressing exactly these problems is called Live Se-
quence Charts (LSC)[4]. The motivation behind the name comes from the fact
that these charts make it possible to express liveness constraints, that is, that
eventually something happens enforcing progress of the instances along their
lifeline.

There are also a few interesting extensions of LSCs adding time, symbolic
instances to allow for generic scenarios, assignments, conditions and simultane-
ous regions [17, 22,16, 21]. The original paper on LSCs already allowed so-called
coregions which correspond to regions in the charts where the events are un-
ordered. However, it is only in [21] that coregions and explicit simultaneous
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regions are given a true-concurrent interpretation. A true-concurrent semantics
is what we want for modelling agent behaviour as well.

In this paper, we do not provide a complete characterisation of LSCs. For
a recent, detailed presentation of LSCs and their (partial) implementation in a
tool called the Play Engine see [18]. Here, we explore an extension of LSCs for
agents.

An LSC can describe a scenario that may happen (existential) or that must
happen (universal). The distinction between may and must comes at several
levels: messages that may/must be received, time that may/must progress along
a lifeline of an instance, and conditions that may/must hold. May elements
are cold whilst must elements are hot. Notice that unlike sequence diagrams,
conditions in LSCs are interpreted (they carry a semantic meaning and are not
just annotations). In particular, conditions may correspond to behaviour. For
example, conditions can be used to describe scenario(s) which if successfully
executed force the system to enter the actual body of the chart. If used in such
a way, the condition denotes a chart precondition and is called prechart. This is
very useful as we will see later in an example.

The body of an LSC may contain further subcharts. A subchart can be of
three kinds: a prechart (as mentioned above), a loop or an if-then-else. Loops and
if-then-else subcharts are used in combination with conditions. Notice that, using
a cold condition in the beginning of an unbounded loop corresponds to a while
loop, whilst using a cold condition in the end of a loop leads to a repeat-until.
When a cold condition does not hold the subchart is exited. If on the contrary
a hot condition does not hold then the whole chart is aborted. A hot condition
must be true, otherwise the requirements are violated. When used properly hot
conditions can describe forbidden behaviour. For example, if we want to forbid
a certain sequence of communications, we specify these communications in the
prechart of an LSC and place a hot false condition in the body of the chart (see
example in Fig. 5).

In terms of notation, all hot elements are given in solid lines/boxes/hexagons
whereas cold elements are indicated in dashed lines/boxes/hexagons. Conditions
are shown in hexagons (so are precharts since they denote preconditions) whilst
assignments are given in a box with a turned top right corner (similar to notes
in UML). If within a lifeline (normally dashed - notice that in LSCs there are no
activation bars) the line becomes solid it means that the instance must proceed
along the lifeline. By contrast, a dashed lifeline means that the instance may
proceed according to the specified behaviour but it does not have to. Dotted
lines are used for coregions.

The expressive power of LSCs is very close to what we need for modelling
agent interactions. Our proposed extension to LSCs is therefore simple and along
two lines:

1. We introduce decision subcharts including inclusive or subcharts and ez-
clusive or subcharts to achieve what extended sequence diagrams in AUML
express with the diamond notation (see Fig. 1).
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2. We allow explicit message sending and arbitrary message sending. By ez-
plicit message sending we mean that an agent sends a message to a specific
agent or set of agents it knows about. It is indicated using OCL2.0’s [27]
message notation in the message label. By arbitrary message sending we
mean that there is no specific target and any agent playing the receiver role
(at the moment in time that the message is received) will or may receive the
message?.

The first point is an extension to LSCs. Notice that it is possible in LSCs
to describe nondeterministic choice using a condition on subcharts containing a
SELECT basic expression. This expression comes associated with the probabil-
ity the condition evaluates to true or false. However, it is not always possible
to associate quantitative information to agent decisions and therefore use prob-
abilities. Moreover, it would certainly not be adequate for inclusive or cases.
The case (a) of Fig. 1 reflecting concurrent communication can be expressed in
LSCs using coregions.

The second point is needed essentially because we use LSCs at a specification
level rather than at an instance level. Recall that LSCs are normally used for
describing object interaction and each object involved in a scenario has its own
lifeline. Messages are therefore only sent from one object to another. When de-
scribing communication between roles message sending becomes more complex.

In OCL2.0, a.b™msg () means that object a sends a message msg() to object
b (here we can have agents as well). If the sending object/agent is clear (or there
is at most one agent playing the sender role) then a can be omitted. We can
also write a.B"msg() where B is a set of agents a knows about. Notice that this
notation is only needed if there are many agents possibly playing the receiver
role. Further, we use OCL in all assignments and conditions. Notice that using
OCL in message labels simplifies the notation avoiding message multiplicities as
in AUML and allows us to send messages to particular agents in a set. By default
all messages can be received by any agent playing the role of the receiver.

We illustrate the notation of LSCs and our extension in Fig. 4 using the
example of the English auction interaction protocol introduced in Fig. 3. To
simplify, time is not considered here. Notice, however, that we can express time
in LSCs [17] and adding timing constraints here is straightforward. We will see
time in an example later on.

As before, we have two agent roles: Auctioneer and Participant. The chart
starts with a prechart where there is one cold condition on the lifeline of Auction-
eer (conditions can sometimes affect several instances or roles in which case they
cross all the affected lifelines) stating that there is at most one agent playing the
role of auctioneer (this is OCL notation). After the auctioneer sends a message
indicating the start of the auction (this message could possible be lost) and the

2 Notice that explicit message sending corresponds to either point-to-point communi-
cation or multicast, whilst arbitrary message sending corresponds to broadcast. For
the latter, we assume that all agents playing the receiver role at the time the mes-
sage is sent may receive it, regardless of whether an agent decides to ignore received
messages by “not listening”.
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Fig. 4. An extended LSC for the English Auction Interaction Protocol.

auctioneer sets the price, the body of the chart is entered and consequently the
loop subchart (loops are indicated by a * at the top left corner).

In the loop, the auctioneer sends a message to the participants with a cfp.
All participants in the auction room receive the message and must decide (to
indicate a may decide we would have a dashed hexagon) whether to accept the
bid or send a message not_understood. The auctioneer knows the agents that
accepted the bid (set P), and selects one of them. Notice that there is deliberately
no argument in the select() operation because we are assuming that only
the auctioneer knows what the selection criteria is. Thereafter, the auctioneer
must send two messages concurrently: one to the selected participant accepting
the offer, and one (or more) to all the remaining participants that proposed as
well rejecting their offer. The concurrency is indicated by the coregion notation
(dotted lines around the events corresponding to the messages sent). They are
indicated on both the send and receive sides to make it clear, though they were
not required at the receive side in this case because the messages are received
by different agents and therefore necessarily correspond to concurrent events.
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Finally the condition P->size()>1 is reached (and it must be reached be-
cause the lifeline of the auctioneer is solid). If it holds (there were more than two
participants accepting the bid) the loop continues and a new incremented cfp
is sent. Eventually, if there are less than two participants bidding, the loop is
exited. The auctioneer sends a message to all participants stating the end of the
auction and concurrently, if the offered price is higher than the reserved price,
the auctioneer sends the message request to the participant that offered the
price.

It should be clear at this point that we no longer have the problems men-
tioned in the previous section. Indeed LSCs enriched with our extension offer us
the expressive power needed. The example does not illustrate how to describe
prohibited behaviour. We show how to specify prohibited behaviour in Fig. 5.

b1/Buyer ‘ ‘ s/Seller ‘ ‘ b2/Buyer
/77777: 77777777777 ‘77777777777777‘ 77777 \
) ! offer(v) } |
/ A | \
/ ~ I \
N :&' offer(v2) )

accept

Fig. 5. Prohibiting gazumping.

The LSC in Fig. 5 illustrates the prohibition of the so-called gazumping
problem that can happen in the property market in England. A buyer makes
an offer to a seller, the seller accepts it and a verbal agreement is made. Later,
however, another buyer makes a better offer and the seller decides to go for the
better one. Sometimes this happens even without giving the initial buyer the
chance to match or increase the offer. Gazumping is by convention not practiced
in Scotland. We could therefore imagine the additional norm as described in the
LSC above in a property market in Scotland. Agents in Scotland are consequently
expected to conform to this norm.

In the prechart of Fig. 5 we indicate the sequence of communications we
want to prohibit: the seller s receives an offer from agent bil, it accepts the
offer. Later s receives another offer from another agent b2 and accepts it as well.
Notice that from this point the lifeline of s is solid enforcing the instance to
progress and enter the body of the chart. The body of the chart contains a hot
condition which is false, and when evaluated the chart is aborted. In this way
we are describing that the prechart is prohibited.

Notice that modelled this way, an agent must conform to the norm. This
may be a stronger requirement than intended. Alternatively, we may wish to



110 Juliana Kiister Filipe

allow norms to be violated and impose sanctions on agents that do. This can be
modelled by placing the norm in the prechart of an LSC and the corresponding
sanction in the body of the chart.

Consider another example with time constraints in Fig. 6. This example is
taken from [6] and shows how our extended LSCs can be used to model agent
contracts and commitments.

Buyer ‘ ‘ Seller ‘
T T T r-- - T T T T T T b \
/) : offer(m,b) : \
! ‘%\ \
! | : accept ! Y

- ==

/ .
deliver(b) ‘| Tlme<_=1 ’

Time<=2 pay(m)

Fig. 6. An agent contract.

This example describes the permitted behaviour of two agents (a buyer and
a seller) after they establish an agreement to an exchange of an item for money.
According to the contract, the seller has one day to deliver the item to the buyer.
If the seller fails to do so the contract is dissolved. After the buyer receives the
item it has to pay within two days. At this point we could assume two things: (1)
if the buyer fails to pay within two days it violates the contract (2) if the buyer
fails to pay within two days there is an incremented fee of £10. We model the
first case here. The second case could be modelled easily using a loop similarly
to what we have seen in an earlier example.

In the prechart, the buyer offers money m in exchange of an item b and the
seller accepts the offer. The contract is established and the body of the chart
is entered. Time is set to 0. The seller is forced to progress along the lifeline, if
more than a day passed the condition is false, and because the condition is cold
the chart is exited and the contract cancelled. If the seller does deliver the item
(the message deliver synchronises with the condition and the message is only
sent if the condition holds) then time is reset for the buyer. If more than two
days have passed for the buyer the condition is false, and because the condition
is hot the chart is aborted corresponding to a violation of the contract.

We therefore can also use our extended LSCs for describing commitments
and contracts between agents.
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4 From Agent LSCs to Logic

For space reasons we omit a complete formal semantics of extended LSCs in this
paper. LSCs have a formal semantics described thoroughly in other papers, and
our extensions should not prove too difficult.

Instead, we briefly hint towards how from an agent LSC we can extract be-
haviour that can be described in the distributed temporal logic MDTL[11, 10]. In
other words, how the specification in an LSC of agent communication, agent com-
mitments, possibly group or society norms and forbidden behaviour is expressed
in MDTL. MDTL is, however, not expressive enough to deal with nondeterminism
in agent choices and we do not address this issue here. One promising solution to
deal with this aspect is given in the Alternating-time Temporal Logic (ATL) [1].
We therefore only concentrate on the mains features of the distributed temporal
logic MDTL which concern distribution (locality) and the explicit concurrency
operator which can naturally be used to describe concurrent communication
between agents.

In the sequel we consider a generic LSC an LSC that is defined at the speci-
fication level, i.e., that describes an interaction between agent roles rather than
agent instances. Let an L be a generic LSC describing an interaction between
agent roles. Let Ry, be the finite set of roles in L, and Ay, be the set of all possible
agents in the society that can play one or more roles in Ry. Each role r € R,
has associated with it a finite set of locations given by I(r). Each location is an
intersection point of the role lifeline with a system event. We denote by [ the
2t location of role r. A location point can be hot or cold given by a function
temp : I, — {hot, cold} where lp, = Upcg, I(r).

An LSC event can be either an actual system event of sending or receiving
a message, or it could be one of the acts of evaluating a condition, entering a
subchart or exiting it. Notice that agent creation, destruction, role changing,
and real-time aspects also correspond to events in an agent LSC but we do not
consider them here for space reasons. We mainly want to focus on asynchronous
inter-agent communication and concurrency. Notice that normally LSCs also
allow for communication with the environment, we have not illustrated such
aspects here either.

The set of events in L is defined as:

Ep, = My, x {send, receive} U Condy, U Suby, x {start,end}

where M, is a set of messages over an alphabet M. Furthermore, we can de-
fine a function event : [, — FEj, that given a location in L returns the associated
system event. L induces a partial order on the system events denoted by <y .
Events of interest here fall in one of the following categories:

— (r1,m!,ry), asynchronous transmission of message m from role r; to role rq

— (r1,m?,ry), receipt of message m by role o from role r;

— (r1,a.B"m!, ry), asynchronous transmission of message m from an agent a
playing the role r; to a set of agents B playing role ro
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— (r1,a.B"m?,r3), receipt of message m by all agents in B playing the role r9
from agent a playing role rq

In the first two cases no specific sender or receiver is given, therefore any
agent playing the sender role can send the message and all agents playing the
receiver role can receive the message.

A lifeline in an LSC may have a finite set of coregions. Each coregion in a
lifeline of a role 7 denotes a maximal connected set of locations of r. We denote
the set of coregions associated to a role r by cor(I(r)). If two locations in {(r)
given by [; and [ with 2 < y are within the same coregion C' € cor(l(r))
then so are all intermediate locations, i.e., I, € C' with x < z < y. Events in
a coregion are unordered (concurrent). For any [j and [, with z < y, if there
is a coregion C for r with [},l; € C then event(l}) co event(l). Otherwise
event(ly) <r, event(ly).

We now describe briefly the main idea of the distributed temporal logic
MDTL. More details can be found in [11,10]. Each component in a system has
a logic to describe internal properties (called home logic) and a communication
logic to describe interactions with other components in the system. A component
in this context will be an agent role or a specific agent. The abstract syntax of
MDTL, with r an agent role, is given as follows (in a simplified variant for our
purposes):

MbpTL, :=r.H, | r.Cy

H, == AtoM, | =H, | H, = H, | H, Uy H, | H, Us H, | AH,

Cr = Msg,! < k.Msgi? | Msgr? <> k.Msgi! | Msg,! — k.Msgi? |
Msgr? < k.Msgy!

ATOM, = true | Tx, (X) 0 Ts,(X) | Msgy! | Msg,?

The home logic H, is basically an extension of CTL (notice that Uy corre-
sponds to all paths, whilst U3 corresponds to there is a path) with a concurrency
operator A. The intuition of a formula a.(p1 A Ags) is that from the point of
view of a if 1 holds then @9 holds concurrently. Msg denotes a message term
where M sg,! is used to denote the sending of a message and Msg,? to denote
the receipt of a message. In the communication logic C,., < is used for syn-
chronous communication and — and < for asynchronous communication (send
and receive respectively). Tx_ (X)) is used to denote data terms with X a set of
variables and where 6 is a comparison operator. We omit further details here.

When used for describing an LSC, the idea is the following. If we are de-
scribing a property of the LSC which only concerns a role (for example that an
agent playing a particular role must progress along the lifeline) then it refers to
a local property and we use the home logic associated to the role. If by contrast
we are describing communication between roles we use the corresponding com-
munication logics of the involved roles. Even though we are not talking about
satisfiability here, the idea is that a formula holds at a particular event.

Consider the following example. Let I; and I be locations in the lifeline of
role r1, and ly,ls € C with C a coregion of r;. Let the events associated to the
locations be given by (r1,a.b"my!,r3) and (r1,a.c”ms!,r2). This means that a
is sending concurrently a message m; to b and a message ms to c. In MDTL
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the following formula describes what agent a knows at location [; (or instead of
agent a knows, we can just say that the following formulae has to hold at the
event associated to the location):

a.(b"my! A Ac™mg!)

that it sends b a message m and concurrently ¢ a message ms.

If the message my is a hot then it has to be received and consequently the
following formula expresses what agent a knows at location Iy (that eventually
the message will arrive):

a.(b'my! = F b"'my?)

In the communication logic of a we can also express that a message m; is
sent to agent b and that b will receive my (because m; is assumed to be hot):

a.(b"my! — bomq?)

The logic MDTL was developed to specify large distributed object systems
[11,10] and has been used to formalise contracts in component-based design
[12]. There is, however, nothing particularly object-oriented in this logic. The
distributed logic MDTL and other distributed logics of which MDTL is an ex-
tension, namely DTL (sometimes called in distinguished form Dy and D;) [9,
8], have been used for describing (temporal) properties of object systems, inter-
object communication, object and component contracts. These logics are equally
suited for capturing temporal aspects of agents and agent societies. Future work
should analyse an extension to MDTL to consider capabilities to distinguish be-
tween different sources of nondeterminism in agent systems. ATL [1] is a promis-
ing solution with this respect.

5 Discussion

In this paper, we have taken a macro view on agent-based systems and considered
a visual notation for modelling agent interaction protocols. We have described
some of the extended features of sequence diagrams in AUML and pointed out
some of the weaknesses. Moreover, we have shown how LSCs, a very expressive
formalism normally used for modelling interactions in object-oriented systems,
can also be adapted for agents. Our proposed extension of LSCs for agents is
very useful when modelling agent-based systems as it can capture agent interac-
tions, agent commitments and contracts, as well as society norms and forbidden
behaviour.

Sequence diagrams and LSCs are both visual scenario-based languages which
are appealing to software designers because they convey a simple idea and are
intuitive. A further strength of LSCs is that they have a formal semantics. A
fully worked out semantics is needed for automatic synthesis and consistency
checking. The ability to automatically construct a behavioural equivalent state-
based specification (for example statecharts) from the scenarios is a necessary
first step towards an ambitious aim of moving automatically to implementation.
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Even though there is considerable work on synthesis and consistency checking
for LSCs [16, 19] this work needs to be adapted for our agent extension to LSCs.
In this paper, we have not given a complete description of the semantics of
our extension to LSCs which is currently under development. We have only
hinted towards some of the details, and how from parts of an LSC we can derive
formulae in a true-concurrent branching time logic MpTL [11,10]. In MDTL an
agent3 has associated to it two sublogics: a communication logic and a home
logic. An interesting aspect of MDTL and its sublogics is that each corresponds
naturally to standard modelling representations in object-oriented design. For
instance, the communication logic describes inter-object communication which
in UML are given by sequence diagrams, and the home logic describes intra-
object behaviour which in UML are given as state diagrams. We also expect
that the connection between these sublogics will facilitate synthesis concerns.
Future work includes the integration of MDTL into the Edinburgh Concurrency
Workbench [23]. We also intend to establish a connection between the workbench
and UML 2.0, enabling the verification of temporal formulae over behavioural
models.

Further, a main feature of MDTL is the explicit concurrency operator which
can naturally be used to describe concurrent communication between agents.
However, agent LSCs cannot be fully embedded into MDTL. There are some
subtle differences between the properties that we can express with the logic
MDTL and with an agent LSC. This difference concerns the nondeterminism in
agent choices. A promising solution lies in the Alternating-Time Temporal Logic
(ATL) of [1].

Finally, this work can also be seen as a providing a notation for engineers
which is compatible with the formal framework of [6, 7]. The logic LCR given in
[6] is an extension of CTL* with deontic modalities which enables the specifica-
tion of social norms and interaction contracts. As we have shown, agent LSCs are
useful for capturing these aspects as well. The expressiveness of both formalisms
is not quite comparable though. Agent LSCs can express concurrency and non-
determinism in agent behaviour, which LCR cannot. Nonetheless, it would be
interesting to investigate whether an agent LSC can be embedded in a powerful
combined logic consisting of the concurrent features of MDTL with deontic as-
pects of LCR and ATL’s capabilities to distinguish between different sources of
nondeterminism.
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Abstract. There are a range of abstractions used for both modelling and pro-
gramming of modern computational systems. While these abstractions may have
been devised for specific purposes, the variety of options is often confusing, with
development and programming techniques often being distinct. The aim of this
chapter is two-fold. First, we bring together a number of these abstractions into
one, general, view. Second, we show how, by grouping computational elements,
this general view can capture a range of behaviours in areas such as multi-agent
systems, web services, and object-oriented systems. This framework then pro-
vides a basis for design and implementation techniques for a wide variety of
modern computational systems, in particular providing the basis of a general pro-
gramming language for dynamic, distributed computation.

1 Introduction

In the past there were just programs and procedures. Then processes and objects. Now,
we also have components, agents, software features and web services. While these ab-
stractions are used in a variety of different application areas, there is a great deal of
similarity between these concepts. All concern independent, typically concurrent, enti-
ties whose basic dynamic behaviour is modified by the specific contexts in which they
are used. Thus,

— the behaviour of an object-oriented component is modified by its position within
an object hierarchy, typically its relationship to other components represented via
inheritance,

— the behaviour of an agent is modified by its own internal goals, together with its
views of other agents,

— the behaviour of a feature is modified by the other features present, as each feature
only represents a partial view of the computational element, while

— the behaviour of a web service is modified by the ontology it uses, together with
the web context within which it is invoked.

And so on.
The range of abstractions used in both modelling and programming is often confus-
ing. When designing modern software, are we concerned with objects or agents? Should

* Work supported by MIUR under FIRB-RBNEO195KS5 contract.

M.D. Ryan et al. (Eds.): Objects, Agents, and Features, LNCS 2975, pp. 117-136, 2004.
(© Springer-Verlag Berlin Heidelberg 2004
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these distributed elements be seen as services or agents? Should they be components
or objects? And so on. In an effort to simplify this situation, we here bring together
a number of these abstractions into one, general, view. Later, we will show how, by
grouping computational elements, this general view can capture a range of behaviours
in the above areas. This framework then provides a basis for design and implementation
techniques for a wide variety of modern computational systems, in particular providing
the basis of a general programming language for dynamic, and potentially distributed,
computation.

1.1 Concepts

While there is often little agreement on the definitions of the elements we consider in
this chapter, we will use the following working descriptions.

Object: An object is a computational entity encapsulating both data and behaviour [15].
Objects react to messages received by invoking methods. In object-based systems where
inheritance is present, messages that can not be dealt with by an object may be passed
on to other objects using inheritance. Often, but not always [12], objects are clustered
into classes in order to capture common functionality/behaviour [7].

Agent: An agent is an autonomous computational entity encapsulating data and be-
haviour [17]. In contrast to objects, agents have control over how they react to their
environment, and may adapt their internal behaviour to evolving situations [6]. Agents
often work in unpredictable environments and so may have only subjective representa-
tions of aspects outside their control [16].

Software Component: A component is a software object encapsulating specific func-
tionality and interacting with other components through its defined interface. A compo-
nent has a clearly defined interface and conforms to a prescribed behaviour common to
all components within the software architecture [11, 9].

Feature: A feature is an optional unit of functionality that may be added to, or excluded
from, a system [4]. A feature is usually perceived by the user as having a self-contained
functional role. Features may override the default behaviour of the system, or introduce
a new behaviour. As a consequence they may interact or interfere in unexpected ways
and thus cause the overall system behaviour to be undesirable [10].

Web Service: A software system identified by a URI, whose public interfaces and bind-
ings are defined, and described, using XML. Its definition can be discovered by other
software systems. These systems may then interact with the Web service in a manner
prescribed by its definition, using XML based messages conveyed by Internet proto-
cols [13]. This framework provides the basis for ambitious projects such as the Seman-
tic Web [1, 14].
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1.2 Grouping

In this chapter we will primarily consider the organisation of computation within col-
lections of these entities. In particular, we show how a simple framework of computa-
tion within groups can provide a basis for a range of activities of contemporary software
artifacts such as those above. Thus, grouping together each of these types of artifact give
us a range of different possible behaviours for each type:

Objects. The grouping of objects together is widespread in class-based systems as
classes can be seen as groups of objects sharing common properties. Similarly, inheri-
tance can be seen as the linking of groups of objects. More interestingly, grouping can
be seen as a practical mechanism for both structuring the object space and implementing
forms of communication and fault-tolerance [3, 2].

Agents. Itis common, within agent-based systems, to deal with large, dynamic, groups
of agents. In such multi-agent systems, sub-grouping is not only used to model both
cooperative and competitive structures, but can also be used to organise the agents into
structures corresponding to physical situations (e.g. all agents in the same vicinity are
grouped together). In all these cases, it is natural to have the notion of dynamic move-
ment of agents between groups and the dynamic creation and destruction of groups [17].

Components. In component-based software engineering [11], it is the construction of
the group of components, rather than the construction of single components, that is
important. A collection of components forms a component architecture, and each com-
ponent architecture defines the conventions by which components are linked together.
Collecting together suitable components and ensuring they interact in an appropriate
way is the key mechanism, though such collection is usually carried out by the pro-
grammer/user [9].

Features. A increasingly common way of designing complex systems consists in think-
ing of the system as being composed of a basic part plus a collection of features that
can be incrementally added to the system to provide the required services. In such sys-
tems, it is the appropriate integration of features that is crucial, as features may interact
with each other in ways that are difficult to anticipate, and may cause the overall system
behaviour to be undesirable [10].

Services. The idea behind web services is that appropriate services can again be col-
lected together in order to provide an application working in a distributed way over the
WWW. The difference between this approach and that of many (but not all) of the others
above is that the services are typically meant to be found and grouped automatically.
This search for appropriate services is supported by the the idea, from the Semantic
Web, of publishing a service’s properties and then letting other agents/applets browse/s-
elect these published specifications in order to choose the most appropriate service
[14,1].
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1.3 Structureof the Chapter

The structure of this chapter is as follows. Our general approach to the organisation of
entities in collections (or groups) is outlined in Section 2, where we present some simple
examples of activities involving collections of entities. Our goal is to provide a frame-
work where computation is organised within collections of entities provided by groups.
Thus, Section 3 presents the implementation of the grouping mechanism presented in
Section 2 together with further examples. Section 4 contains higher-level views of how
to use our framework in a variety of application areas and, finally, Section 5 provides
some concluding remarks.

2 Elementsand Groups

In order to avoid calling the basic elements we deal with by some name that already has
numerous definitions, e.g. ‘objects’ or ‘agents’, we will simply call them ‘elements’.

2.1 Elements
Elements are the basic entities within our model. Elements:

— are opaque, encapsulating both data and behaviour;
— are concurrently active, in particular they are asynchronously executing; and
— communicate via message-passing.

Specifically, the basic communication mechanism we provide between elements is
broadcast message-passing. Thus, when an element sends a message it does not nec-
essarily send it to a specified destination, it merely sends it to its environment, where
it can be received by all other elements within the environment. Although broadcast is
the basic mechanism, both multi-cast and point-to-point message-passing can be imple-
mented on top of this.

The default behaviour for a message is that if it is broadcast, then it will eventually
be received at all possible receivers. Note that, by default, the order of messages is not
preserved, though such a constraint can be added if necessary. Individual elements only
act upon certain identified messages. Thus, an element is able to filter out messages that
it wishes to recognise, ignoring all others.

2.2 Groups

A group contains a set of elements. Groups understand certain messages, in particu-
lar those relating to group manipulation, such as adding, deleting, etc. Thus, the basic
properties we require of groups are that elements should be able to

send a message within a group,

ascertain whether a certain element is a member of a group,
add an element to a group,

remove a specified element from a group, and,

— construct a new subgroup.
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There are other properties that might be useful, such as the ability to list the members
of a group, but they are not essential.

Groups contain (references to) other elements which may, in turn, be either simple
elements or groups. Groups may also overlap. Thus, one element may be a member of
several groups. When an element within a group sends a message, the default behaviour
is to pass the message on to all the members of the groups.

While the basic purpose of groups is to restrict the set of receivers for broadcast
messages, and thus provide finer structure within the element space, more complex ap-
plications of groups can be envisaged. For example, the group might enforce a different
internal model of communication [5]. Thus, groups can effectively enforce their own
‘meta-level’” constraints on message-passing between elements, for example specifying
that the order of messages is preserved.

2.3 Element = Group

To simplify and clarify the model, we actually identify the notions of element and group.
Thus, groups are also elements. More surprisingly, perhaps, elements are also groups.
Consequently, basic elements are groups with no contents. One of the values of identi-
fying these two concepts is that any message that can be sent to an element, can be sent
to a group (concerning cloning, termination, activation, etc) and vice versa (concerning
group membership, addition to groups, etc). Thus, not only can elements be members
of one or more groups, but they can also serve as groups for other elements. Further
advantages of this approach are:

— communication (which, in our approach, is based on broadcasting) can be limited
to particular networks of groups;

— since elements have behaviour, and groups are also elements, groups can also have
internal policies and rules. Therefore groups are much more powerful than mere
“containers”!;

— the inherent structure can be exploited to group elements based on different as-
pects such as problem structure, abilities, and even meta-information such as owner,
physical location etc; and

— groups can capture key computational information, e.g. groups can be transient,
can be passed between elements, and can evolve, while long-lived groups may also
capture the idea of “patterns of activity”.

Thus, from the different behaviours of elements, different group behaviours can follow.
And vice versa.

Finally, it is important to note that, while groups are initially designed/programmed
with a specific behaviour (e.g. controlling entry to the group, controlling communica-
tion within/into the group, or controlling how information is shared within the group),
in principle they can ‘learn’/adopt new behaviour as computation proceeds. Thus, the
group of elements can evolve, both in terms of content and in terms of behaviour, over
time.

! As an example, in [8] we showed how simple rules could be used to formulate different be-
haviours within agents, and how those behaviours influence the resulting group structures.
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2.4 Simple Examples

We consider here three simple, yet very common, examples of behaviour involving
elements belonging to some sort of collections, and we illustrate how to represent these
behaviours in our framework.

Example 1 (Point-to-Point Communication)
In order to provide a mechanism for element E1 to com-
municate directly to (and only with) element E2, E1 may El .EZ

1. make a new element, called G, and add itself to G, El .E2
2. broadcast a message suggesting E2 joins G, to G,
3. then broadcast a message, m, within G. GO

Note that the decision about whether E2 actually joins G is
likely to be up to E2 itself. Similarly, we are not considering

security aspects here, for example ensuring no other elements,
for example E3, join G.

Example 2 (Filtering)

Element E is a member of both F and G. When F broadcasts
messages to its contents, E will receive these and can pass @)
on selected messages to G. Thus, E acts as an intermediary
between F and G.

Example 3 (Interest Groups)
Element E wishes to collect together all those elements that

have interest in, or capability to solve, a certain problem. E ®
Thus, E creates a new element, G. E then broadcasts a mes-

sage, with G as one of its arguments, asking for interested E ‘;
parties to join G. (Note that the message has sufficient infor- GQ ~

mation encoded within it for any receiving element to be able B
to work out what capabilities are being requested.) When such [ )
an element, say F, receives this message, it can join G. Thus,

G contains all those elements who have joined based on this

message and messages broadcast throughout G will just be
received by those elements.

3 Implementation

We have implemented the general grouping approach, as outlined above. In order to
provide the basis for as wide a range of applications as possible, this implementation is
based on Java. Thus, elements are essentially Java threads, with additional classes for
organising group structures and communication.
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Element|CN |CX

A {B,G}|0

B {D,C}|{A}
C 0 {B,G}
D {E.,F} |{B}
E 0 {D}
F 0 {D}
G {A} |{CH}
H 0 {G}

I 0 {A}

Fig. 1. Different views of the system structure

3.1 Implementing Groups

As mentioned before, we identify the notions of elements and groups. So, every element
has the potential to contain other elements. What we consider to be “basic elements” are
essentially elements with empty contents. This organisation is reflected in each element
by using three sets: Content, Context and Known. Thus, each element has

— a Content set, describing the set of elements that are members of the element
(group),

— a Context set, describing the set of groups (elements) that the element is a member
of, and

— a Known set, describing the set of known elements, typically outside the content/-
context hierarchy.

Fig. 1 illustrates a typical group structure of our system, the corresponding hier-
archical structure, and the representation of this structure using the Content/Context
(CN/CX) mechanism. Note that we will use different representations throughout the
chapter, as they are more or less suited to different situations.

While the pure Content/Context approach (that is, without the third set Known) is
simple and intuitive, it has problems. In order for an element to send a message to
another, far-away, element, it has to know the topology of the element space in order
to avoid broadcasting messages to the whole system. Thus, each element also keeps
a list of known elements, with which it can communicate directly. When an element
encounters a previously unknown element, it adds it to the Known set. This allows
efficient communication with elements outside the current hierarchy/structure. It should
be stressed at this point that we include the Known set for convenience and efficiency,
rather than pressing theoretical matters. We chose to implement a third set of direct
connections as we aim to build a practical tool, and wish to reduce the broadcasting of
messages to the entire system when elements have to communicate with other, far-away,
elements. Further, it may be difficult to see how such a Known set may be established
in the first place. With regard to this there are two points to note:

1. since the group structures are dynamic, elements which reside in a common Con-
tent/Context hierarchy at one point may not be so at a later moment in time — thus,
retaining references to relevant elements may be useful;
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2. even if two elements are in the same Content/Context hierarchy, it may be more
efficient for one to store a direct reference to to the other than for general commu-
nication to be used.

Since the topology of the element space is dynamic, it can adapt to accommodate new
structures to solve problems. This is typically achieved by two general methods. First,
an element can move through the element space and join a group that can help it solve
its problem (or alternatively it can invite other elements to join its content). Note that
“movement’” does not necessarily mean that elements leave one group to join the other
— they can join many groups and have many elements in their content. Also, movement
refers to virtual, rather than physical, movement. Due to the ability to send messages
to sub-groups, elements can restrict the amount of superfluous messages further. Alter-
natively, elements can create “dedicated” group elements that serve as containers for
elements that share some property (typically, a common ability).

Whether elements are invited to Content, Context, or to dedicated groups, the dura-
tion of their stay can be either transient (that is, they do what they are asked and then
leave), or (semi) permanent (that is, elements stay in the group even after they have
completed their task). Duration of stay depends on both the element and its context.

3.2 Implementing Communication

As described above, elements are implemented using threads. Attached to each element
is a message buffer, effectively providing the inbox for that element. Thus, messages,
which are instances of a specific Message class, are added to an element’s message
buffer in order to implement communication. Typically, elements read all messages
received in a given cycle and act upon them. Naturally, they can also send messages
and/or carry out computations during a cycle.

CN: CONTENT
CX: CONTEXT

Fig. 2. Implementation of communication

Fig. 2 illustrates how we implement communication by providing a particular exam-
ple. Each element has an inbox to which others can link, either through their Content, or
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Context (or Known, which we do not show in the picture). Generally if an element con-
nects to another one through it’s Content, there will be a reciprocal connection through
the latter’s Context, and vice-versa, in order to comply with the grouping theory.

While the basic requirement for communication is to be able to send messages to
elements in the Context, Content, or Known sets, we often require more sophisticated
message-passing behaviour. Thus, instead of sending messages just to Content, Context,
or Known, an element can specify messages to be sent to an arbitrary subset of elements
from these sets. This is achieved by the statement

send( Tar get, MsQ)

where Tar get is a target set and Msg is the instance of Message being sent. Tar-
get sets can be specified using the set operations union (S; uni on S»), intersection
(Syintersections,),and exclusion (S Wi t hout S5), where Sy and S can them-
selves be single elements, sets of elements, or set expressionsz. Thus,

send(Content w thout i, nessage)

sends message to all members of the element’s Content set except element i .

Additionally, messages can be nested. Thus, if an element receives a send mes-
sage, it will interpret the t ar get relative to its own Content/Context/Known sets. For
example, element i can send the following message

send(Cont ext, send(Content wi thout i, nessage)) (1)
Then, all elements in i ’s Context receive the message
send(Content wi thout i, nessage)

and re-send nessage to all their Content, except for element i (which originally sent
the message). So, using (1), i can send messages to elements that are “on the same
level” as itself, i.e., that share at least one of the same Context elements.

Since nesting of message sends is so common, we also have a special send command
sendAl | , which is interpreted by elements to recursively re-send the message to the
same set (relative to the receiving element). For example,

sendAl | (Content, m

will ensure that message m will be recursively sent to all members of Content sets
‘below’ the sending element. Also,

sendAl | (Content union Context, m

will ensure that mis propagated to the whole element space. The implementation of
sendAl | is based on the equivalence (when expanded within element i )
sendAl | ;( Set, Msg) =send( Set, MsQ)
A send( Set, sendAl | (Set\i, MsQ)) 2)
2 Note that we sometimes use the mathematical notations U, N, and \ for the set operations

uni on, intersection,andw t hout respectively. We also drop subscripts whenever
possible to enhance readability.
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For example, element i , upon receiving sendAl | (Cont ent uni on Cont ext,
m , will execute two sends:

send( Cont ent uni onCont ext, m , and

send( Cont ent uni on Cont ext,
sendAl | ((Content uni onContext)\i, m).

By removing itself from the list of elements that are to receive the message, the element
avoids messages being sent over and over again through the element space.

3.3 Primitive Actions

Before listing some of the primitive actions available to an element, we note that the
exact implementation of these actions effectively specifies the level of autonomy the
agents have. For example, if the elements have a high level of autonomy, then messages
sent to them involving movement are just ‘suggestions’ — the element still decides itself
whether to move. However, if we require little autonomy (e.g. typical within object-
based systems), these primitives might be implemented to succeed automatically. And
there can be a range of different levels between these two extremes. Thus, in describing
the primitive and composite actions in this, and the next, section, we must bear in mind
the effect that the level of autonomy required may have.

We begin with simple primitives.

send( Set, Message) and r ecei ve are arguably the most important primitive ac-
tions. As stated above, messages are sent to a subset of the union of Content, Context,
and Known sets. send understands not only basic, but also composite sets, such as
those described in Section 3.2. r ecei ve reads all messages that are in the element’s
message buffer and processes them.

sendAl | (Set, Message) works in a similar way, with the difference that the mes-
sage is sent twice, once as normal message, and once wrapped into another sendAl |
message. This message is then interpreted by the receiving elements in order to re-send
the original message to their respective sets. Each element adds itself to the exclusion
list (as in (2) above) so as to avoid receiving the same sendAl | message again. This
method, while very intuitive, does not completely avoid messages being sent more than
once to an element, as the message may be able to reach it through several different
routes.

addToCont ent (El ement) and addToCont ext ( El ement ) are the primitives
that allow elements to move within the element space. The element receiving such a
message adds the argument to the appropriate set and replies directly back to the ar-
gument element with an addedToCont ent or addedToCont ext message. Upon
receiving confirmation, the initiating element moves the message buffer of El enent
from Known to the appropriate set. This method reduces messages sent though the ele-
ment space.

di sconnect is sent if elements want to remove an element from Content, Context, or
Known. If received, the element replies with di sconnect ed and removes the relevant
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connection. While elements can’t refuse to be disconnected, we adopt the request/ac-
knowledge technique in order to give the element that is to be disconnected a chance to
send final messages before severing the connection.

cr eat e allows an element to create a new element. This is mainly intended for creating
groups in order to collect elements together.

3.4 Composite Actions

With the above actions we can now define several higher level behaviours. Again, they
primarily concern the movement within the element space.

noveUp( Set ) /goUp( Set) allows an element to move up within the hierarchical
structure (into the group(s) of its context elements). While noveUp is initiated by the
element that moves, goUp would be sent to an element by one of the elements in its
Context. Fig. 3 illustrates the difference between the two composite actions. The figures
on the top represent the group structure before the composite actions are executed, while
the bottom part represents the new group structures after the execution of the composite
actions.

\Gclmo

moveUp/goUp movel nt o/gol nt o

Fig. 3. The composite actions noveUp/goUp and novel nt o/gol nt o

novel nt o( Set) /gol nt o( Set ) is the reverse of the up-movement, as can be seen
in Fig. 3. An element moves into one (or more) of its Content elements. Again,
novel nt o is initiated by the moving element, while gol nt o is initiated by the one
that will receive the moving element.

The di e predicate does what it says — it makes an element stop its computation
gracefully. After receiving such a message, the element sends addToCont ent or
addToCont ext messages for each element in the respective sets to Confent respec-
tively Context. Elements in Context can add the content elements to their content and

3 At present, only hard-coded elements can be created, but there is infrastructure in place to
allow elements to determine what messages the created element should understand, and how
to react to them.
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vice versa. It then sends disconnect messages to all elements, and stops the thread*.
Note that in order to just remove an element, one can simply send a disconnect message
to Content and Context, and stop the thread.

nmer ge( El ement ) allows elements to inherit their Content and Context, such that all
Context elements of the one being assimilated will be in the Context of the assimilating
elements, and ditto with Content. (Note that there are a number of issues concerning this
operation that we will not consider here, for example how to combine the behaviours of
elements as well as the contents.)

cl one makes a copy of an element. As an element is not only defined by its internal
programming but, to a substantial part, by its connections with other elements, a “real”
clone needs to negotiate connections with those. (Note that we cannot guarantee a clone
operation will succeed, as elements might refuse to allow cloned connections.) While
the clone operation does attempt to re-connect, we must recognise that this might not
always be possible.

die ner ge cl one

Fig. 4. The composite actions di e, mer ge, and cl one

Fig. 4 gives a graphical representation of the effect of the composite actions di e,
nmer ge, and ¢l one on the structure of the system. The composite actions are initi-
ated by the element(s) represented as an empty circle.

3.5 Messages

In our framework, messages are instances of class Message. Each message contains
a message name (predicate name) and an arbitrary number of arguments. For ease of
use, we refer to arguments using strings, rather than their position (as is common).

4 The reasoning behind connecting the Content and Context elements is to avoid disconnected
(sets of) elements. While it is possible to re-connect using the underlying requestChannel
method, it would require elements to know at least one element by name. At this stage, we
assume that all elements are connected in one graph.
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/'l createP2P takes the nane of the group to be
/] created, as well as the elenent we wish to tal k to,
/1 as argunments, and returns the new group el enent

El enent createP2P(String el enent Nane, El enent e)

{
El enent p2p = new G oupEl enent (el ement Nane) ;
p2p. addToCont ent (t hi s);
p2p. addToCont ent (e) ;
new Thread(p2p).start();
return p2p;

}

/1l ... create the group:
El enent G = createP2P("G', E2);
/1 ... have sonething to say:

Message m = new Message(this, "send");
m addAr g( " nessage", nessage) ;

/1 ... have sonme set to say it to:
m addAr g("set", new Set Expressi on("content"));

/1 ... and say it!
send(new Set Expression("el enent", "G'),m;

Fig. 5. Code fragment defining group supporting point-to-point communication

Arguments can be either part of the actual message content, or meta-data such as sender,
messagelD, timestamp, etc.

3.6 Codefor Simple Examples

This section attempts to provide the reader with a flavour of what the actual code for
programming elements looks like. We show how to implement the examples outlined
in Section 2.4. While these might be very simple examples, they provide an indication
of the ease with which we can cater for different requirements. For readability we omit
details such as exception handling, as it adds neither to readability nor understanding of
the code.

Example 4 (Point-to-Point Communication) In Fig. 5, a simple mechanism for
point-to-point communication is implemented. The method cr eat eP2P(Stri ng,

El enent) creates a new group element (based on the class G oUpEl enment which
basically just forwards messages) containing itself and the element it wishes to commu-
nicate with.
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Example5 (Filtering) This example, given in Fig. 6, shows the method par se-

Message( Message), a method which is called for each message that is read at one
cycle. The super class provides standard behaviour for the above mentioned basic and
composite actions. Generally, at least a subset of those will be adapted by elements. The
code fragment shows how elements can act as intermediaries between different groups
(elements). Here, the actual decision on whether or not to forward a message is carried
out by the method i sVal i d( Message) . If the message should be forwarded, the el-
ement creates a new message send( Cont ent , Message) , which is sent to group G.

voi d parseMessage( Message m
{
/'l check whether mis to be forwarded
if (isvalid(m)
{
/'l yes, so send mto content of receiving group
Message new_nmessage = new Message(this, "send");
new_nessage. addArg("set",
new Set Expression("content"));
new_nessage. addAr g(" nessage", m;
send(new Set Expression("el ement”,"G'), new_nessage) ;
}
else // if not, we do whatever we should be doing
super . par seMessage(m ;
}

Fig. 6. Code fragment defining message filtering behaviour

Example 6 (Interest Groups) In this example, presented in Fig. 7, we show how an
element creates an interest group (in this case it looks for other elements that are able
to add two numbers), and broadcasts an invitation to the element space.

4 Applications

While we considered detailed implementation of grouping structures in the last section,
we here take a broader view of the form of groups we are developing. In particular, we
consider, at a high-level, how such grouping might be used in objects, agents, features
and services.

4.1 Objects: Sharing Using Classes and I nheritance

As an exercise, we can use the group structuring mechanism to simulate an object-
oriented class hierarchy. Generally, object oriented programming languages offer at
least some of the following features [3]: encapsulation; inheritance; polymorphism; ab-
straction.



Organising Computation through Dynamic Grouping 131

/1 Create the group el enent

El enent group = new G oupEl ement (" group");

System out. println(this+" Created group" group);
new Thread(group).start();
Systemout.println(this+" Started group elenent");

/1 Add new group to creating elenent’s context
addToCont ext (group) ;

/1 Create nessage representing ability required
Message needed = new Message();
needed. set Cont ent (" do");
needed. addArg("ability", "sunt);
needed. addArg("argl", new I nteger(2));
needed. addAr g("arg2", new I nteger(3));
Message a = new Message(this,
"neededAbi lity",
new NanedLi st (" needed", needed));

/1 Send nessage to initialise group el enent
send( new Set Expressi on("el enent", group), a);

/1 Create nmessage to find element able to
/1 undertake the requested ability
Message question = new Message("i sAble");
question. addArg("ability", "sunl);
question. addArg("argl", new I nteger(2));
question. addArg("arg2", new I nteger (3));
question. addArg("goTo", group);

/1 Send ‘finding’ nessage to all other elenents

sendAl | (new Set Expressi on("wi thout",
new Set Expressi on("union","content”, "context"),
new Set Expression("el ement”, group)), question);

Fig. 7. Code fragment creating an interest group

Encapsulation we get for free, as elements by their very nature encapsulate both
data and behaviour.

Inheritance can be simulated in a straightforward manner. Context and Content con-
tains a link to the “super-element” and children respectively. Now, whenever an element
encounters a method it does not implement, it sends a request to its Context, which in
turn either sends back the computed value, or again forwards the query to its super-
element. Note also that we natively can support multiple inheritance, if desired, by
allowing more than one element to be in the Context.

Polymorphism entails that objects can override methods they would otherwise in-
herit from their super-class. This again is straightforward in our system, as we only need
to provide the element with the relevant methods.
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Abstraction, i.e. abstract methods, as well as classes, can also easily be integrated.
Recall that joining groups works by sending a request to the group element, which then
can decide whether or not to allow the asking element to join. Groups can simply only
allow elements into their Content that adhere to certain rules — in this case they would
need to provide a certain method, or a set of methods.

4.2 Objects: Sharing through Groups

In the majority of object-based systems, object behaviour is shared by using inheri-
tance. However, the utility of inheritance relies on the assumption that the inherited
behaviour is ‘good’, and is delivered reliably. We believe the first constraint can be seen
as violating the basic principle of objects, i.e., that they control their own behaviour”,
while the second does not sit well in either a distributed or concurrent environments
where faults may occur.

We can provide an alternative mechanism: if an object can not deal with a message
on its own, it broadcasts a request to its Context asking how to do something, e.g.,
implement a particular method. The object collects the replies and decides for itself
which one to use. The decision/resolution process within the object might be simple,
e.g., choose the first reply, or choose the reply sent by the ‘most preferred’ object, or
could be much more complex, e.g. based upon the ‘goodness’ of the proposed solution!
The important fact there is that the object can decide what to do according to the rules
that describe their behaviour.

This approach can be seen as a hybrid between objects and agents, with the elements
concerned being allowed a small degree of autonomy in choosing the ‘best’ solution.

4.3 Agents. Cooperation and Competition

By using groups and broadcast message-passing, we are able to represent typical com-
plex interactions among agents, namely cooperation and competition.

Imagine a scenario where agents are competing, for example by bidding for re-
sources. In this case, cooperative activity within groups of agents can be organised so
that the group as a whole puts together a bid. If successful, the group must (collectively)
decide who to distribute the resource to. Thus, a number of groups might be cooperating
internally to generate bids, but competing (with other groups) to have their bid accepted.

Within a given group, various subgroups can be formed. For example, if several
members of a group are ‘unhappy’ with another member’s behaviour, they might be able
to create a new subgroup within the old grouping which excludes the unwanted agent.
Note that members of the subgroup can still receive the outer group’s communications,
while members of the outer one cannot receive the inner group’s communications by
default (that is unless an explicit message is sent to them by the inner group). Although
we have described this as a retributive act, such dynamic restructuring is natural as
groups increase in size.

3 Often in implementations of inheritance, behaviour (typically method bodies) is copied di-
rectly into the object from where it is inherited.



Organising Computation through Dynamic Grouping 133

Although these examples have been based upon agents competing and cooperating
in order to secure a certain resource, many other types of system can be represented.
In particular, in defining the appropriate behaviour for the entities in the system we can
represent agent societies, where elements seen as individuals cooperate with their fellow
group members, but where the groups themselves compete for some global resource.

4.4 Featurelnteraction

A complex system can be described as some set of basic behaviours that can be extended
with extra features. A prominent example is a phone system where features such as “ring
back when free” are added. We may use our system to model this as follows. The main
group sends all events that can happen (such as placing a call) to its Content. In this
content, we have elements (intuitively corresponding to individual features) containing
rules that describe the actions that need to take place given an event. The basic system
just has the base element as Content member. We can, however, add feature elements to
the Content. They also receive the events, and can act accordingly.

While this is straightforward, it does not solve the problems of feature interaction.
We can, in principle, utilise techniques that have been (and are being) produced in the
field of feature interaction detection and resolution [4]. In particular we may think of
applying different approaches to on-line techniques depending on whether the control
of the event is located at the group level (thus using the group as a feature manager), or
at the individual feature level (thus allowing features to engage in negotiation processes
to find an acceptable solution). Finally, an interesting aspect of this view is how, in some
cases, the interaction of features (e.g. complementary or conflicting) can be seen as a
variety of interaction between agents (e.g. cooperative or competitive).

45 Agents: Varietiesof Organisation

In the discussion up to now we “told” elements whether or how to create and manipulate
groups. As we increase the autonomy of elements and start talking about agents, we
can leave the decision about the method of collaboration to the agents themselves. In
the following we identify four different prototypical methods that agents could deploy
in order to organise themselves.

Using no groups is the base case. Agents are structured in a pre-defined graph,
and do not employ groups at all — if they need to collaborate / communicate with other
agents, they do so solely by sending messages though the space (either by broadcasting,
or using knowledge of the pre-configured space and routing messages to other agents).
This case is not very interesting for our approach.

Going a step further, agents can invite into their Content others with which they want
to communicate. This way, communication can be kept to a minimum while enabling
agents to harness the power of the concept of identifying agents and groups. The inviting
agent has control over which agents can join, as well as what messages to forward
between agents in its Content. While it might be advantageous to have this tight control,
it also means that agents have to have precisely written control structures — it is not
possible to define agent wide policies (e.g. concerning which agents are allowed into
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Content, or which messages to keep private and which to broadcast), as agents can
easily have different tasks with different requirements.

Therefore, agents can create external groups, that is, an agent looking for others to
help it achieve some goal can create a group, join it, and invite other agents that might
be able to assist it to that group, rather its own content. That way, the inviting agent can
have groups with different policies, a straightforward way to restrict messages to only
reach relevant agents (namely agents within a certain group), yet it still is “in the loop”,
as it receives all messages that are sent between agents.

Last but not least, agents can create internal groups, that is, it can create a group
agent within its Content, and invite agents to join that group®. The main difference be-
tween external and internal groups is that, in the latter case, the inviting agent effectively
transfers control over the invited agents to the group — it does not receive communica-
tion occurring between group members, nor does it even know which agents joined the
group. The inviting agent tells the group agent to solve a problem, and will be notified
by the group once the problem is solved.

It should be noted here that the methods listed above present some issues that have
to be solved. Firstly, whenever an agent invites others to join itself or a group, it does
not know how many agents will actually react, or how long it takes the agents to join.
Furthermore, agents might charge for their services, or provide solutions of different
quality. While the above methods are still valid and have their respective advantages,
agents will need some additional rules do decide when, and how, to choose between
joining agents/services, be it through first-come-first-serve, auctions, negotiations, or
other rules. Another matter that deserves close attention is group policies. In [8], several
group policies specific to agents were introduced, ranging from groups where all agents
can join and have no obligations to groups where only agents are allowed to join that
agree to immediately honour requests from the group agent. Note that this, while similar
to using different collection techniques, aims at a more fine grained level of control of
the (group) agents.

4.6 Web Services

The idea behind web services is to have a collection of software services accessible
via standardised protocols, whose functionality can be automatically discovered and
collected together in order to provide an application working in a distributed way over
the WWW. The difference between this approach and that of many (but not all) of the
others above is that the services are meant to be found and grouped automatically. This
search for appropriate services is supported by the idea of publishing a service’s proper-
ties, for instance in XML, and then letting other agents/applets browse these published
specifications in order to choose the most appropriate service [ 14]. Focusing on organi-
sational matters, we can represent the initial user request as a transient group, that has to
automatically find and integrate’ a set of services to fulfil its initial goal. Once the goal
is satisfied the group dies freeing all the Content services that it contains. Finally, in a

6 Note that this is effectively implemented by interest groups (see Section 2.4).
7 We disregard here all the challenges arising from a meaningful composition of services that
are relevant to the Semantic Web and Ontology research communities.
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number of cases, organisation of web services can be seen as corresponding to the or-
ganisation of agents, and so many of the suggestions provided for multi-agent systems
above also apply to web services.

4.7 Exploiting the Group Structure

By now we have mentioned several distinct applications of the group approach, ranging
from simulating object oriented behaviour over multi agent systems to feature inter-
action and web services. What makes our system so versatile is its ability to encode
different types of meta information in the group structure. We can for example use the
element structure to facilitate the communication between service robots and inhabi-
tants of a building, by assigning a group element to each room, and grouping them in
floors. Each robot joins the group of the room it is in at the moment. Furthermore, we
assign agents to robots and to personal digital assistants (PDA) of the people working
there. If some PDA requests coffee, the request will automatically be forwarded to the
nearest robot. Also, if one robot needs help for opening the door, it will always address
its nearest peer.

Other properties that can be represented in the structure are abilities of elements.
The interest groups mentioned in Section 2.4, for example, create groups of elements
that share the same interest / have the same abilities. We can again collect interest groups
to allow agents to create hierarchical “yellow pages” that evolve within the system.
Groups can also collect elements based on their ownership or affiliation.

Most obvious is the representation of tasks/subtasks through the structure. An of-
ten used example in agent technology is that of a travel agent that collects agents that
deal with hotels, flights, and other aspects of a holiday. Those agents can, in turn, again
make use of other, more specialised agents. Within a system where many of those travel
agents are, the structure will represent the tasks that are required from them. Further-
more, defined hierarchical structures, such as in organisations and also in object oriented
programming, can easily be represented.

One should note that above examples are by no means exclusive — as elements
can be part of more groups, we can have several of above mentioned structures super-
imposed on one system. As the aims and goals of each structure may be quite disjoint
from the others, it should be straightforward for elements to distinguish internally be-
tween the different types, and make full use of them.

5 Summary

In this chapter, we have provided a novel model for organising computation using group
structures. These structures are both flexible and powerful. Further, since the basic
framework is implemented in Java, then the computational elements can take a wide
variety of forms. For example, if we consider basic Java, the elements are simply ob-
jects and so the grouping structures can provide object-oriented structures, component
architectures, etc. If the elements concerned are agents, then grouping provides mecha-
nisms for organising multi-agent systems, for example teams. And so on. By examining
such instances of the model, we hope to convey the generality and flexibility of the ap-
proach. By identifying elements and groups as essentially the same entities, the model
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becomes particularly simple (with correspondingly simple semantics, described else-
where [5]). Consequently, this lightweight layer can be added to many types of system
in order to provide powerful organisational capabilities.
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Abstract. Features and components are two different structuring mechanisms
for software systems. Both are very useful, but lead to different structures for
the same system. Usually, features are spread over more than one component. In
this paper, we aim at reconciling the two structuring mechanisms. We show how
component orientation can support adding new features to a base system. We
present a method for adding features in a systematic way to component-based
systems that have been specified according to the method proposed by Cheesman
and Daniels [5].

1 Introduction

In recent years, software engineering has seen quite a number of new concepts and
techniques that promise substantial contributions to a further maturing of the field. In
particular, object orientation must be named here. Although object orientation did not
result in as major an increase of software re-use as was expected in the beginning, it
is now widely used, and it forms the basis of other very promising new approaches in
software technology:

Design patterns [8] allow one to represent and re-use previously acquired problem
solving knowledge. At this time, the pattern approach is widely accepted, and patterns
— that need not be object oriented any more — for almost every phase of the software
development process have been developed. Examples are problem frames [14], archi-
tectural styles [20], and idioms [3].

Aspect-oriented programming [16] introduces a new programming paradigm on top
of object-oriented programming. The idea is to write different programs for different
aspects of a software system and then use special compilers to combine the different
programs into one. Aspect-oriented programming allows for better mastering the com-
plexity of software systems.

Finally, component-based software construction [23, 10] has emerged from object-
oriented software development. Its goal is to develop software systems not from scratch
but by assembling pre-fabricated parts, as is done in other engineering disciplines.
These pre-fabricated parts are called components'. They are independently deployable

! The term “component” is used differently in different contexts. Before component orientation
came up, an arbitrary piece of software could be called a component. For example, in the
context of software architecture, components are those units of software that perform compu-
tations (in contrast to connectors that connect components).

M.D. Ryan et al. (Eds.): Objects, Agents, and Features, LNCS 2975, pp. 137-153, 2004.
(© Springer-Verlag Berlin Heidelberg 2004
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pieces of software. The most important characteristics of software components are the
following:

— All services a component provides and all services it requires are accessible only
through well-defined interfaces.

— Components adhere to component models. A component model is designed to allow
components to interoperate that are implemented according to the standards set
by the model. Building a system from components means selecting components
that adhere to a particular component model and composing them in a way that is
suitable to achieve the desired system behavior. Examples of component models
are JavaBeans [21], Enterprise Java Beans [22], Microsoft COM™ [18], and the
CORBA Component Model [19].

— Components are deployed in binary form. Access to the source code of the compo-
nent may not always be possible. Hence, interface descriptions play an important
role in component-based development [11].

Common aspects of components and object orientation are the encapsulation of data
and functionality in one unit, the role of interfaces, and the concept of instantiation.
However, component models have no counterpart in object-oriented software develop-
ment, which also takes it for granted that the source code of all classes is available. This
is, for example, important for inheritance, which is not present among components.

In our opinion, component technology may lead to a substantial progress in our
ability to develop highly complex software in high quality and in a cost-effective way.

As we have argued, it is promising to assemble software from well-specified and
well-engineered components. However, this is not the only appropriate structuring
mechanism for large software systems. For users of such systems, it may be more useful
to structure the system according to its functionality. This structuring need not coincide
with the component structure. Instead, one may look at the system as offering some
basic functionality that can be augmented by features. According to Turner et al. [24], a
feature is “a coherent and identifiable bundle of system functionality that helps charac-
terize the system from the user perspective.” Features can be identified in almost every
software system, and there are even proposals to base the whole software engineering
process on features [24, 6]. Moreover, language constructs for describing features have
been developed [9] that support the feature engineering process.

The concepts of features and objects or components, respectively, have been devel-
oped independently of each other, and it has turned out that, usually, features are not
local to one class or component of a system. Instead, the realization of features involves
several classes or components. However, both features and components are adequate
and powerful structuring mechanisms of software systems. Hence, it is worthwhile to
try and reconcile the two approaches. Related to this goal is Zave’s architectural ap-
proach to feature engineering [26,27], called Distributed Feature Composition (DFC).
DFC proposes a pipe-and-filter architecture for feature-oriented systems, where features
are treated as independent components.

In this article, we demonstrate how the component structure of a system can be
exploited to integrate new features into the system in a systematic way. This compo-
nent structure may be arbritary and need not be an instance of some architectural style
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such as pipe-and-filter. Our method relies on the work of Cheesman and Daniels [5],
who use different UML notations [2] in a process that starts out from a requirements
description and then identifies the necessary components and interfaces, together with
their dependencies. The interface operations are specified in terms of invariants and pre-
and postconditions. In performing the process, which is described in Section 2, several
intermediate documents are constructed, that can be used to find out where the system
has to be changed in order to integrate a new feature.

Our method to add new features to component-based systems is then presented in
Section 3 and illustrated in Section 4. In Section 5, we point out what conditions must
be met in order to reconcile feature orientation and component orientation.

Note that we do not consider the problem of feature interaction in this article. Fea-
ture interaction occurs when the integration of a new feature into a system leads to con-
tradictions or unwanted or unexpected system behavior. There are numerous approaches
to detect feature interactions (see [12,4] and the literature cited there), and our feature
integration method as described in Section 3 should only be applied in connection with
a thorough interaction analysis?.

2 A Method for Specifying Component-Based Systems

Cheesman and Daniels [5] propose a process to specify component-based software.
This process starts from an informal requirements description and produces an archi-
tecture showing the components to be developed or re-used, their interfaces, and their
dependencies. For each interface operation, a specification is developed, consisting of
a precondition, a postcondition, and possibly an invariant. This approach follows the
principle of design by contract [17]. Cheesman and Daniels’ method ends with compo-
nent specifications and neither considers the mapping of the developed specifications to
a concrete component model nor the implementation of the specified components and
interfaces.

During the application of Cheesman and Daniels’ method, a number of intermedi-
ate documents (expressed in different UML notations) are generated. We will use these
intermediate documents to trace the new requirements associated with a new feature
in the component architecture of the system. In this respect, our feature integration
method (to be described in Section 3) relies on Cheesman and Daniels’ component
identification and specification method. It only works when the necessary documents
are present. Then, we are able to point out in which interface operations of which com-
ponents changes will be necessary in order to integrate a new feature.

In the following, we summarize Cheesman and Daniels’ method. In particular, we
point out what documents are developed and how they depend on each other, thus al-
lowing us to navigate among them. In Figures 1-6, we also present parts of the running
example used in the book [5], namely a hotel room reservation system?. This example

2 Even though the detection and elimination of feature interactions are important topics, they are
not the subject of this paper. The most recent results in this area can be found in the proceedings
of the Feature Interaction Workshop, which is held every two years.

3 Details of this example can be found at http:www.umlcomponents.com
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will be taken up again in Section 4, where we will add new features to the hotel room
reservation system.

The method consists of two phases, namely requirements definition and specifica-
tion.

2.1 Requirements Definition

In the requirements definition phase, a business concept model is set up that clarifies the
notions of the application domain. It is expressed as a UML class diagram. The business
concept model for the hotel reservation system is shown in Figure 1.

[ HotelChain |1 1." [Hotel |1 1. [clerk
[ 1 [ 1 [ 1
\ | \ | \ |
contactedHotel ‘ 1 ‘ 1
— N
[ Customer | * [Resewation ‘4‘ Room |
} | I {  allocation ]
1 1
0..1 | contactAddress !
‘ Adress ‘ —1t RoomType ‘
\ | \ |
\ \ \ \
0..1

Payment O 1 1 B|II
[ 1 1
t | |

Fig. 1. Business concept model for the reservation system

Then, business processes relevant for the system to be constructed are expressed as
activity diagrams. “Swim lanes” are used to express the responsibilities for the different
steps of the processes. For each step, either an actor or the system to be constructed is
responsible. On the basis of the business processes, use cases are identified and docu-
mented in a use case diagram.

For the hotel reservation system, we have use cases “Make a reservation”, “Update
a reservation”, “Take up a reservation”, etc., and actors “ReservationMaker”, “Guest”,
“BillingSystem”, etc. Note that the actor “BillingSystem” is not a person but an existing
component that will be used by the hotel reservation system.

Each of the use cases is then described using scenarios, as shown in Figure 2. First,
the main success scenario is given, which shows the case where everything works as
expected. Then extensions are specified which describe alternatives or additions to the
main success scenario. For example, if no room of the required type is available for the
specified dates, then Step 3 of the main success scenario of Figure 2 is replaced by Step
3 of the Extensions section. Hence, this step is an alternative of the step given in the
main success scenario. Step 3b), on the other hand, is an addition that is performed in
the case that the alternative Step 3 cannot be performed successfully.

The description of the use cases concludes the requirements definition phase.
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Name |Make a reservation
Initiator|Reservation Maker
Goal |Reserve room(s) at a hotel

Main success scenario
Reservation Maker asks to make a reservation
Reservation Maker selects in any order hotel, dates and room type
System provides price to Reservation Maker
Reservation Maker asks for reservation
Reservation Maker provides name and postcode
Reservation Maker provides contact email address
System makes reservation and allocates tag to reservation
System reveals tag to Reservation Maker
System creates and sends confirmation by email

0 XN kW=

Extensions
3. Room not available
a) System offers alternative dates and room types
b) Reservation Maker selects from alternatives
3b) Reservation Maker rejects alternatives
a) Fail
4. Reservation Maker declines offer
a) Fail
6. Customer already on file (based on name and postcode)
a) Resume 7

Fig. 2. Scenario of the use case “Make a reservation”.

2.2 Specification

This phase comprises the tasks of component identification, component interaction and
component specification.

Component Identification. For component identification, a business type model is
developed from the business concept model by adding further detail to the involved
classes. For example, the class Reservation (see Figure 1) gets the attributes resRe f :
String and dates : DateRange.

In the business type model, core types are identified. These are the “essential” types
of the application domain. They are the types that can in principle exist without associ-
ation to other types. For example, a hotel can exist without a reservation, but not vice
versa. For the hotel room reservation system, the core types are Hotel and Customer.

With this information, the components to be developed can be identified. We must
develop one component for the main system and one for each core type. The main
system will have one interface for each use case identified in the requirements definition
phase. Moreover, we must take into account those actors that are not persons but other
systems. In the case of the hotel reservation system, this is the billing system. Figure 3
shows the component architecture of the hotel reservation system.

Next, the operations of each interface must be set up. These operations must al-
low the system to perform all the steps of the associated use case. For the interface
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IMakeReservation

<<comp spec>> —— )

Reservation—
System 4@

<<comp spec>> P
BillingSystem —O
IBilling
<<comp spec>> )V <<Ccomp spec>> X
CustomerMgr HotelMgr b
IcustomerMgt IHotelMgt

Fig. 3. Component architecture of the hotel reservation system

IMakeReservation, the operations are derived as follows (see Section 5.2.1 of [5]):
the system must allow the person making the reservation to get details of different ho-
tels (Step 2 of the scenario of Figure 2). Moreover, pricing and availability information
must be provided for a given room type and a given date range. Finally, it must be pos-
sible to actually create a reservation (Step 7). This leads to the following operations for
the interface I M akeReservation:

getHotelDetails(in match : String) : HotelDetails| |

getRoomlInfo(in res : ReservationDetails, out availability : Boolean,
out price : currency)

makeReservation(in res : ReservationDetails, in cus : CustomerDetails,
out resRef : String) : Integer

Component Interaction. In this phase, collaboration diagrams are developed that
show how each operation of an interface of the system to be developed must interact
with the other components of the component architecture in order to fulfill its purpose.
These collaboration diagrams then yield the necessary interface operations of the other
components (those corresponding to the core types).

Figures 4 and 5 show the collaboration diagrams for all three operations of the
IMakeReservation interface.

1: getHotelDetail 1: getRoominfo(r,a, R R
%’» /IMakeReservation: ReservationSystem ¥ /IMakeReservation: ReservationSystem

l 1.1: getHotelDetails(s) i 1.1: getRoomlnfo(r,a,p)

/HotelMgt /IHotelMgt

Fig. 4. Collaboration diagrams for the operations get Hotel Details and get Room Details

From these collaboration diagrams, we can conclude that the interface I Hotel M gt
must offer the operations getHotel Details (with different parameters than the op-
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/ICustomerMgt /ICustomerMgt
1.1: getCustomerMatching(c,id) 1.1: getCustomerMatching(c,id)
{result=0} {result=1}
1: makeReservation(r,c,r) 1: makeReservation(r,c,rr) 1.2: createCustomer(c,id)

1.8: notifyCustomer(id,s)

{where s includes rr, etc}

1.4: notifyCustomer(id,s)
{where s includes rr, etc}

‘ /IMakeReservation: ReservationSystem

l 1.2: makeReservation(r,id,rr) l 1.3: makeReservation(r,id,rr)

‘ /IMakeReservation: ReservationSystem

‘ /IHotelMgt ‘ ‘ /IHotelMgt ‘

Fig. 5. Collaboration diagrams for the operation make Reservation

eration with the same name of the interface IMakeReservation), getRoomIn fo
and makeReser- vation. The interface ICustomerM gt must offer the operations
getCustomer M atching, noti fyCustomer, and createCustomer.

Component Specification. At this stage, all necessary interface operations have been
identified, together with their parameters and results. In the last stage of the specification
phase, the semantics of these operations is specified in terms of pre- and postconditions.
The precondition expresses conditions that must be met for the operation to be success-
fully applied. The postcondition of an operation expresses the effect of the operation
under the condition that the precondition holds. Moreover, general business rules may
be expressed as invariants.

The specifications are expressed in the object constraint language OCL of UML
[25]. As an example, we give the specification of the operation M ake Reservation of
the Interface I M akeReservation in Figure 6. This operation will be changed by our
feature integration method in Section 4.

3 A Method to Integrate New Features
into Component-Based Systems

Our method for feature integration assumes that all the documents described in the
previous section are available, in particular:

— acomplete class diagram

— ause case model of the main system

— scenarios describing the various use cases

— collaboration diagrams describing the interaction of the main system with other
components

— specifications of all interface operations, for the main system as well as for the used
components
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makeReservation(in res: ReservationDetails
in cus: CustonerDetails, out resRef: String): Integer
pre:
-- the hotel and roomtype specified are valid
hotel.id -> includes(res. hotel) and
hot el . room r oonType. nane -> i ncl udes(res.roonflype)
post :
result=0 inplies
-- a reservation was created
-- note invariant on room Type governi ng nmax no
of reservations
let h = hotel -> select(x | x.id=res.hotel)
-> asSequence -> first in
(h.reservation - h.reservati on@re) -> size=1 and
let r = (h.reservation - h.reservati on@re)
-> asSequence -> first in
r.resRef = resRef and
r.dates = res. dat eRange and
r.roomlype. nane = res.roonType and
not r.clained and
r.custoner.nane = cus. name and
cus. post Code -> not Enpty inplies
cus. post Code = r.custoner. post Code and

cus.email -> notEnpty inplies
cus.enmni|l = r.customner. enail
-- result=1 inplies custoner not found and unabl e
to create

-- result=2 inplies nore than one matchi ng customer

Fig. 6. Specification of the operation M ake Reservation of the Interface I M akeReservation

Based on these documents, we can add a new feature to the main system in a system-
atic way. As already mentioned in the introduction, we assume that a feature interaction
analysis has been performed, and that the requirements that express the properties of
the new feature have been adjusted to take into account the result of the interaction
analysis.

The goal of our feature integration method is to find out in which places the existing
system must be modified in order to accommodate a new feature, and to give guidance
how to change the documents listed above. The method starts by considering the more
general documents, and then gradually proceeds to take into account the more detailed
documents, such as the interface operation specifications. Figure 7 gives an overview
of the method and the documents involved.

Note that our method ends with a changed set of specification documents. The fea-
ture is integrated into the existing component-based system by adjusting the imple-
mentation of the components to the changed specifications. As Cheesman and Daniels
[5], we neither consider how these specifications are mapped to a concrete component
model, nor how the changes in the implementation are actually performed, because
these activities are context-dependent to a large extent. To adjust the implementation
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interface operations: specifications and
use case models specifications and collaboration diagrams
scenarios scenarios collaboration diagrams class diagram
Use case level
use cases )
Scenario level
to be changed
changed Interface
scenarios operation level

Level of
specifications and
used components

interface

operations
to be changed

propagation
of changes

new use cases new scenarios new interface new interface operation specifications
operations new collaboration diagrams
new class diagrams

Fig.7. Overview of the feature integration method.

to the new specification, the source code must be accessible. Hence, our method can
be applied when component producer and component consumer belong to the same
organization (as can be assumed to be the case for many feature-based systems, for ex-
ample in telecommunications), or when the component consumer may ask the compo-
nent producer to perform the required changes. In a situation where someone purchases
mass-produced COTS* components on the market, our method is not likely to be appli-
cable, because neither the required development documents nor the source code will be
available.

Moreover, our method is not primarily intended to be used in an incremental devel-
opment process such as extreme programming (XP) [1] or feature-driven development
(FDD)> ([6], Chapter 6). We envisage more the situation where an existing system is
enhanced by new features after it has been in operation for some time.

* Commercal off the shelf.

3 FDD is an incremental development process, much like XP. Instead of user stories, feature sets
are used to structure the iterations of the developement process. In FDD, features are defined
to be “small "useful in the eyes of the client’ results” and required to be implementable in two
weeks, much like user stories in XP. In telecommunications, however, features may be larger
entities of functionality. Moreover, the components mentioned by Coad et al. are not compo-
nents in the sense of component-based development, see the footnote in the introduction.
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In the following, we describe the different steps of the method. For each step, we
state which documents are needed and which documents are produced when performing
the step, and we give a description of what has to be done. In Section 4, the method is
applied to the hotel room reservation system introduced in Section 2.

Note that not always all output items are necessarily generated. When we say for
example that the output of one step is a list of something, this list may be empty.

1. Use case level

input: use case model,
scenarios

output: list of use cases to be changed,
list of new use cases

(a) First, we must decide which of the existing use cases are affected by intro-
ducing the new feature. A use case is affected if its scenarios may proceed
differently than before. The use case diagram serves as a basis for this deci-
sion. If the decision cannot be made on the basis of the use case model alone,
one can also have a look at the scenarios.

(b) Second, we must decide if the introduction of the new feature leads to new use
cases. This decision is based on the same documents as Step la. If new use
cases must be introduced, then the method described in Section 2 should be
applied, starting from the new use cases. Here, our method does not introduce
anything new, so we will not further discuss this case in the following.

The following steps have to be performed for each use case that must be changed.

2. Scenario level

input: scenarios describing the use case to be changed
output: new scenarios, describing the modified behavior resulting from the new
feature

In this step, we set up new scenarios by modification of the old ones. The new sce-
narios describe the system behavior after integration of the new feature. Modifying
the scenarios may mean:

— changing the order of actions
changing parameters of actions
introducing new actions
deleting actions

For the resulting scenarios, the following steps have to be performed.

3. Interface operation level

input: old scenarios,
new scenarios as developed in Step 2,
specifications and collaboration diagrams for the existing interface
operations
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output: list of interface operations to be changed,

list of new interface operations,

notes indicating how to change the global control structure
of the interface implementation,

list of interface operations to delete

We must now investigate the effect of the changed scenarios on the interface op-
erations of the use case under consideration. Four cases must be distinguished,
depending on how the scenarios have been changed.

(a)

(b)

(c)

(d)

If the order of actions has been changed, we must take a note that later the
program that implements the global control structure of the interface must
be changed accordingly. As Cheesman and Daniels’ method does not require
to explicitely record the order in which the different interface operations are
invoked, there is no specification document which we could change to take
into account the changed order of actions other than in the new scenarios. It
would be suitable to introduce one more specification document that specifies
in which order the different interface operations may be invoked, as is done in
the Fusion method [7], for example.

If parameters of actions have been changed in Step 2, then this will result in
changing existing interface operations. Those interface operations that were
introduced in order to take into account the scenario action in question must be
changed.

If new actions have been introduced into the scenarios, we must check if these
can be realized using the existing interface operations (or modifications
thereof), or if new interface operations must be introduced. Any new interface
operation must be recorded.

If actions are deleted from the scenarios, it must be checked if the correspond-
ing interface operations are still necessary. However, operations can only be
deleted if the new feature replaces the old functionality instead of supplement-
ng it.

The next step of our method concerns those interface operations that must be
changed. For the new interface operations, we proceed as described in Section 2.
Again, we will not consider the new interface operations any more in the following.

. Level of specifications and used components

input: list of interface operations to be changed,

together with their specifications and collaboration diagrams,
class diagram

output: new class diagram,

new collaboration diagrams and specifications of the interface operations
to be changed,

list of interface operations of used components that must be changed,

list of new interface operations of used components,

list of interface operations of used components to be deleted
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— For each interface operation that must be changed, we must first decide on its
new parameters. To take into account parameter changes, we need the class
diagram which gives information on the classes used as parameters or results
of the interface operations. All changes that concern classes or attributes of
classes must be recorded in the class diagram.

— Next, we consider the collaboration diagrams. If parameters of the operation
have been changed, then this must be recorded in the collaboration diagram.
Moreover, it must be decided if the component interactions as described by
the collaboration diagram must be changed. The possible changes correspond
to the changes as described in Step 2, and the collaboration diagram must be
adjusted accordingly. Updating the collaboration diagrams results in lists of
interface operations of used components to be changed, newly introduced, or
deleted.

— Finally, the specification of each operation must be updated to take into account
its new behavior.

Propagation of changes

input: list of interface operations of used components that must be changed,
together with their specifications and collaboration diagrams,
list of new interface operations of used components
output: new collaboration diagrams and specifications for the operations given as
input

Step 4 resulted in a list of new interface operations of used components and a list
of interface operations of used components to be changed. The newly introduced
operations are specified according to the method of Section 2, and the operations to
be changed are treated as described in Step 4. This procedure is repeated until no
more changes are necessary or we have reached basic components that do not use
other components.

Note that after one feature has been integrated, we end up with the same — but

updated — set of documents as we started out. Carrying out our method amounts to
maintaining the development documents of the system. Hence, several features can be
integrated successively in the same way.

4

Adding Features to a Hotel Reservation System

In Section 2, we have introduced a basic hotel room reservation system that allows its
users to make reservations of hotel rooms for a given time frame. One could imagine,
however, that the functionality of that system could be enhanced in several ways. These
enhancements can be expressed as features.

In this section, we add the following new features to the base system.

Subscription. A customer can make several reservations at the same time, and for

regular time intervals. For example, it is possible to reserve a room for two days
every Monday during the next two months.
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AddditionalServices. The hotel may offer additional services to be booked together
with a room, for example wellness facilities.

For these features, we will carry out our feature integration method described in
the previous section. We demonstrate that using our method large parts of the feature
integration process can be carried out in a routine way.

4.1 Adding the Subscription Feature

We describe the steps to be carried out one by one and point out which documents are
used and produced.

Step 1: Use Case Level. The starting point of our method is the use case model of the
system (which we did not show in Section 2) and the scenarios describing the use cases.
We have to decide which of the use cases are affected by the new feature. The use case
“Make a reservation” must be changed. In the following, we will only consider that use
case, although the use case “Update a reservation”, for example, would also be affected.
The procedure is the same for all affected use cases, however. No new use cases need
to be introduced to accommodate the feature.

Step 2: Scenario Level. We now consider the scenario description given in Figure 2
and determine how it must be changed to allow for subscription reservations.

Here, a general decision must be taken. Of course, even in the presence of the sub-
scription feature, it must still be possible to make “simple” reservations. This can be
achieved in two ways: either, we define one more alternative main success scenario
that describes subscription reservations. This is possible, because one use case can have
more than one associated success scenario. Or, we define the modified behavior as ex-
tensions of the main success scenario of Figure 2. For the purposes of this paper, we
decide to take the second option.

Hence, the following modified or new actions are introduced in the Extensions-
section of the scenario description. Steps 1 and 3 are modified, and a new Step 2a is
added:

1. Reservation Maker asks to make a subscription reservation
2a. Reservation Maker provides subscription details

The text of Step 3 remains the same, but we must make a note that the procedure to
calculate the price of the reservation must probably be modified.

Step 3: Interface Operation Level. Based on the modified scenario constructed in the
previous step, we must decide how the introduced changes affect the operations of the
interface I M ake Reservation. We cannot delete any operation, but we need a new one
called enterSubscriptionDetails. This function, which we must specify according
to the method of Section 2°, will yield an object containing all details necessary for a
subscription reservation.

% As the specification of interface operations is not part of our method, we will not present
specifications of newly introduced operations in this paper. We only demonstrate how changes
are made in a systematic fashion.
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Of the existing operations, we decide that get Hotel Details and get RoomInfo
may remain unchanged, whereas makeReservation must be changed.

Step 4: Level of Specifications and Used Components. We must now update the doc-
uments describing the operation make Reservation, which has the following profile:

makeReservation(in res : ReservationDetails, in cus : CustomerDetails,
out resRef : String) : Integer

We see that the change manifests itself in the parameter type ReservationDetazils,
which must be changed. In the class diagram (see Figure 1), the class Reservation
must be adjusted. This class had got an attribute dates : DateRange. This attribute
must now contain a nonempty collection of date ranges instead of one date range. We
change the attribute declaration accordingly: dates[1..x] : DateRange.

Next, the collaboration diagrams of the operation make Reservation (see Figure 5)
must be considered. The collaboration diagram itself need not be changed. However, the
parameter r of type ReservationDetails is passed on to the operation make Reser-
vation of the interface I Hotel M gt. Hence, this operation must be checked for neces-
sary changes, too.

Finally, we must update the specification of makeReservation given in Figure 6.
An inspection shows that all the changes are hidden in the res of type Reservation
Details. This concerns the line r. dat es = res. dat eRange of the specification.
Hence, the text of the specification remains the same.

Step 5: Propagation of Changes. The changes performed in the previous steps must
be propagated in the documents concerning the operation makeReservation of the
interface I Hotel M gt, as was found out in Step 4. We do not present this propagation
in the present paper.

This concludes the integration of the subscription feature into the hotel room reser-
vation system. We did not introduce any new use cases, but we introduced new actions
in the scenario of an affected use case, which resulted in a new interface operation. An-
other interface operation was changed, but the change concerned only one of the types
involved in the operation.

4.2 Adding the AdditionalService feature

We now integrate this second feature, starting from the same set of documents as in the
Section 4.1. Note that for reasons of simplicity, we add the feature to the base system
and not to the system that results in having added the subscription feature.

Step 1: Use Case Level. As in Section 4.1, we judge that no new use cases are neces-
sary, and that the use case “Make a reservation” is affected by the billing feature.

Step 2: Scenario Level. We change the scenario of Figure 2 by introducing a new step
in the Extension section:
2a. Reservation Maker selects additional services

As in Section 4.1, the text of Step 3 remains the same, but we must make a note that
the procedure to calculate the price of the reservation must probably be modified.
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Step 3: Interface Operation Level. As far as the operations of the interface I M ake-
Reservation are concerned, we can certainly not delete any of them. We decide that in-
formation on the additional services provided belongs to the contacted hotel. Hence, we
need no new interface operation, but we must change the operations get H otel Details
and makeReservation. The operation get RoomIn fo remains unchanged.

Step 4: Level of Specifications and Used Components. To take into account that ad-
ditional services are associated with a hotel and can possibly be associated with a reser-
vation, we must update the class diagram by introducing a class AdditionalServices
with associations to the classes Hotel and Reservation, as shown in Figure 8.

Hotel

AdditionalService
[

‘ Reservation ‘
[
L

Fig. 8. Part of new class diagram for the hotel reservation system

We now consider the updates necessary for the operation get Hotel Details. The
parameter of get Hotel Details does not change, and also the collaboration diagram re-
mains the same as the one shown in Figure 4. However, we must note that the operation
getHotel Details of the interface I Hotel M gt must be changed. This operation must
now also make available information about the additional services provided by the ho-
tel. Since we have not presented the specification for get Hotel Details in Section 2,
we do not discuss the changes of the specification here.

The changes that are necessary for the operation makeReservation resemble the
ones described in Section 4.1. The reservation details must be changed to take into
account a possible reservation of additional services.

Step 5: Propagation of Changes. The changes performed in the previous steps must be
propagated in the documents concerning the operations get H otel Details and make-
Reservation of the interface I Hotel M gt, as was found out in 4. We do not present
this propagation in the present paper.

When integrating the additional services feature, we neither introduced new use
cases nor new interface operations. However, we changed the class diagram substan-
tially, and consequently had to change two of the three existing interface operations.
The most substantial changes, however, are the ones to be performed in the Hotel M gr
component.

This shows that it can hardly be avoided that several components are affected by
introducing a new feature. However, by tracing the development documents as we have
demonstrated in this section, we do not get lost in the component structure, but are
guided to the components that must be changed.
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5 Conclusions

As discussed in Section 1, both features and components are powerful and adequate
structuring mechanisms for software systems. However, they lead to different system
structures. This is due to the fact that components structure the system from a devel-
oper’s point of view, whereas features structure the system from a user’s point of view.
Of course, both of these views are important and should be used when describing soft-
ware systems.

This dichotomy leads us to the question how both structuring mechanisms can be
used in parallel without incoherences. The present paper proposes an approach how
to reconcile the two structuring mechanisms of features and components. On the one
hand, the systems we consider are structured according to a component architecture.
This structure reflects the implementation units of the system. On the other hand, we
consider our systems to consist of a base system to which features can be added. This
second structure, however, is not directly reflected in the implementation of the software
system.

To bridge the gap between the two system structures, we need to map the feature
structure onto the component structure. In particular, this means that we must trace each
feature in the component structure. This approach is similar to requirements tracing as
performed in requirements engineering [15]. To allow for the tracing, a number of in-
termediate documents are necessary, together with the dependencies between them (see
also [13]). For example, scenarios are derived from use cases, interface operations are
derived from scenarios, and collaboration diagrams are derived from interface opera-
tions. Thus, following the dependency links between the different documents allows us
to determine how the realization of a feature is distributed in the component architec-
ture. Integrating a feature is then performed by following those paths in the dependency
structure where changes occur. As we have shown in Sections 3 and 4, this traversal of
the dependency structure is possible in a systematic way.

Hence, our method does not change the fact that features are distributed over several
classes or components, but it helps to deal with this fact in a satisfactory way.
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Abstract. In this paper, we show how the concepts of objects, com-
ponents, features and agents are used today in the Application Building
Center (ABC) environment in order to marry the modelling of function-
ally complex communication systems at the application level with an
object-oriented, component based implementation. Characteristic of the
ABC is the coarse-grained approach to modelling and design, which guar-
antees the scalability to capture large complex systems. The interplay
of the different features and components is realized via a coordination-
based approach, which is an easily understandable modelling paradigm
of system-wide business processes, and thus adequate for the needs of
industrial application developers.

1 Motivation

In a scenario of increasingly complex, distributed, and interdependent service
provision, moving large portions of the needed application programming load
from programming experts to application experts (or even to end-users) be-
comes a major challenge. For application experts, this requires freeing applica-
tion design and largely also development activities from their current need of
programming expertise. These observations were the starting point for our de-
velopment of METAFrame Technologies’ Application Building Center ABC [21],
a tool for graphical, library-based application development. As explained in [13],
the choice of modelling applications at coarse granularity in combination with
a ‘simple’ component and coordination model, which support easy component
reuse, were central for the success of the approach, measured in terms of a seam-
less integration of our technology into the customers’ processes. This success was
particularly due to the choice of managing the inter-component or inter-tool flow
of control in a programming-free way.

The concrete application scenario considered in this paper, the development
of complex collaborative internet services, combines heterogeneous architectures
with black/grey-box implementation, one of the typical difficulties of legacy sys-
tems, in particular under continuous redesign and modification during the life-
time of the systems [25]. The ABC is used there for the definition and enforce-
ment of complex behaviors (features) which are superposed on and coordinated
within the system under development. The challenge is precisely how to handle

M.D. Ryan et al. (Eds.): Objects, Agents, and Features, LNCS 2975, pp. 154-174, 2004.
(© Springer-Verlag Berlin Heidelberg 2004
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this superposition and coordination in an understandable, well partitioned, and
manageable way:

— it should be expressive enough to capture coordination tasks like steering
external components and test tools, reacting to events, measuring responses,
and taking decisions that direct the control flow within a distributed system,

— it should be non-intrusive, i.e. we cannot afford having to modify the code
of subsystems, and this both for economical reasons and lack of feasibility:
most components and external applications are in fact black boxes,

— it should be intuitive and controllable without requiring programming skills.
This implies that we need a lightweight, possibly graphical approach to the
design of the coordination of activities (be they services, features, or single
functionalities) and that easy and timely validation of coordination models
should be available.

In the ABC, we use coordination graphs [13] (explained in Sect. 2) as a basis for
the definition of agents that make services (expressed as interoperating collec-
tions of features) available at runtime to the single users. Coordination graphs
provide an adequate abstraction mechanism to be used in conceptual modelling
because they direct developers to the identification and promotion of user-level
interactions as first-class entities of application development, a pre-condition for
taming the complexity of system construction and evolution. In our solution,
we have adopted a coarse-grained approach to modelling system behavior, that
accounts for the required simplicity and allows direct animation of the models
as well as validation (via model checking) directly at the application level.

Our Application Profile

Our approach addresses scenarios where the user-level flow of control is of cen-
tral importance and it is realized via coordination graphs. They establish a
specific modelling level which allows one to directly model these control aspects
on their own, without being overwhelmed by implementation aspects like, e.g.,
data structures, architectures, deadlocks, and load balancing. These aspects are
hidden to the application designer and taken care of at a different level, during
the object-oriented, component-based development of the single functionalities
(which may well have a global impact on the system), capturing user-level re-
quirements. Particularly well-suited for our approach are therefore applications
where the flow of control frequently needs adaptation or updating, as it is the
case when addressing user-specific workflows or situation-specific processes. Be-
sides the test of CTT applications presented in [5], we also successfully addressed
the design and test of advanced, role-based, client-server applications like the
Online Conference Service [11,12] that we are using as a running illustrative
example in this paper.

Applications with a very stable or trivial user level flow of control do not
profit from our coordination-based approach. In particular, this concerns highly
algorithmic applications with intensive internal computation. Such applications
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may well constitute individual building blocks in our setting, but they are inad-
equate for a coordination graph-based development.

In this paper, we first precise our understanding of features (in Sect. 2, then we
introduce in Sect. 3 our concrete example: the Online Conference Service (OCS),
and in Sect. 4 we present the organization of ABC applications and their relation
to the concepts of components, objects, feature and agents. Subsequently, we
describe in detail the adopted component model and its use (Sect. 5), sketch the
resulting coordination-driven execution in Sect. 5.4), and illustrate the interplay
of the described concepts in Sect. 6 on a specific portion of the OCS. Finally
Sect. 7 contains our conclusions.

2  Owur Understanding of Features

There are many definitions of features, depending heavily on their context and
their use. Our understanding of the feature concept can be well explained along
the similarities and differences wrt. the definitions of feature and of feature-
oriented description given earlier in this volume in [3]. Although we too learned
to know and appreciate the concept and the use of features in the context of
Intelligent Networks [7, 8, 23], our notion of features is more general in order to
also capture a more general class of services like online, financial, monitoring,
reporting, and intelligence services:

Definition 1 (Feature).

1. A feature is a piece of (optional) functionality built on top of a base system.

2. It is monotonic, in the sense that each feature extends the base system by an
increment of functionality.

8. The description of each feature may consider or require other features, ad-
ditionally to the base system.

4. It is defined from an external point of view, i.e., by the viewpoint of users
and/or providers of services.

5. Its granularity is determined by marketing or provisioning purposes.

Differently from the IN setting, where the base system was the switch, offering
POTS functionality, and the features were comparatively small extensions of that
behaviour, we have (e.g. in CSCW-oriented internet services like the OCS) a lean
basis service, that deals with session, user, and role-rights management, and a
rich collection of features.

Other than in [3], where features are understood as modifiers of the basic
service, in order to account for complex evolutions of services, we allow a multi-
level organization of features, whereby more specialistic features build upon the
availability of other, more basic, functionalities.

In order to keep this structure manageable and the behaviours easily under-
standable, we restrict us to monotonic features, which are guaranteed to add
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behaviour. Restricting behaviour, which is also done via features in other con-
texts (e.g. [6]), is done in an orthogonal way in our setting, via constraints at
the requirements level.

Additionally, we distinguish between features as implementations and prop-
erties of feature behaviours. Both together give the feature-oriented description
of services enforced in the ABC.

Definition 2 (Feature-Oriented Description).

1. A feature-oriented service description of a complex service specifies the be-
haviours of a base system and a set of optional features.

2. The behaviour of each feature and of the basic system are given by means of
Service Logic Graphs (SLGs) [8].

3. The realization of each SLG bases on a library of reusable components called
Service Independent Building-Blocks (SIBs).

4. The feature-oriented service description includes also a set of abstract re-
quirements that ensure that the intended purposes are met.

5. Interactions between features are regulated explicitely and are usually ex-
pressed via constraints.

6. Any feature composition is allowed that does not violate any constraint.

In contrast to the proposal by [3], we distinguish the description of the fea-
ture’s behaviour from that of the legal use of a feature. Restrictions to behaviours
are in fact expressed at a different level, i.e. at the requirements level, and they
are part of an aspect-oriented description of properties that we want to be able
to check automatically, using formal verification methods.

3 Application: The Online Conference Service (OCS)

The OCS (Online Conference Service) (see [11] for a description of the service
and of its method of development) proactively helps authors, Program Commit-
tee chairs, Program Committee members, and reviewers to cooperate efficiently
during their collaborative handling of the composition of a conference program.
It is customizable and flexibly reconfigurable online at any time for each role, for
each conference, and for each user. The OCS has been successfully used for over
25 computer science conferences, and many of the ETAPS Conferences. This
year it served them all, with 6 instances of the service running in parallel.

The service’s capabilities are grouped in features, which are assigned to spe-
cific roles. In the OCS, a single user may cover many roles (e.g., PC Members
may submit papers and thus be simultaneously Authors), and can switch be-
tween them at any time during a working session. A fine granular roles and rights
management system takes care of the adequate administration of the context,
role and user-specific permissions and restrictions. The different roles cooperate
during the lifetime of a PC’s operations and use the OCS capabilities, which
are provisioned at the feature level. Through the cooperation of its features, the
OCS provides a timely, transparent, and secure handling of the papers and of
the related submission, review, report and decision management tasks.
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Fig. 1. Role-based Feature Management in the OCS

3.1 Feature Description

Features are assigned to the roles, and can be fine-granularly tuned for conference-
specific policies. E.g., some conferences practice blind reviewing, meaning that
certain fields of the article submission form are not published to the review-
ers and secret between Author and PC Chair. In this paper we focus on the
principal features and on the discussion of their implications in the ABC-based
service development. The following three features are illustrative of the size and
granularity adopted in the OCS, while the full collection is shown in Fig. 5.

1. Article Management: Over 30% of the service activity consistently con-
cerns this feature. The central page corresponding to this feature is the Article
overview (Fig. 1(bottom)), which also contains links to activities like report
submission or paper delegation that go beyond just providing access to the
article and article managements’ pages.

2. Delegation Management: this feature allows the PC Chair to delegate
papers to appropriate PC Members and supports PC members in their
dialogue with their subreviewers. It manages the PC Member’s and Re-
viewer’s tasklists. The supported delegation process is iterative as PC mem-
bers/subreviewers might refuse a task, e.g., due to conflicts of interest and /or
lack of expertise.
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3. Setup Management: this feature enables the responsible administrator
and/or the PC Chair to configure the service before it goes public. It also
allows online reconfigurations (e.g. setting global deadlines, assigning further
responsibilities, establishing newsgroups) while the service is running.

As shown in Fig. 1, the features interact: by configuring differently the role
PC Member (Feature Role Management, Fig. 1(top)) a PC Chair can at any
moment grant and revoke coarse and fine granular access rights to the whole
Article Management feature or to portions of it to single users or to user groups.
We address the challenge to guarantee that these dynamically defined possible
service behaviours obeye all our requirements.

3.2 Property Description

Several security and confidentiality precautions have been taken, to ensure proper
handling of privacy and intellectual property sensitive information. In particular,

— the service can be accessed only by registered users,

— users can freely register only for the role Author,

— the roles Reviewer, PC Member, PC Chair are sensitive, and conferred to
users by the administrator only,

— users in sensitive roles are granted well-defined access rights to paper infor-
mation,

— users in sensitive roles agree to treat all data they access within the service
as confidential.

We need to be able to check these service-wide properties in a service ar-
chitecture organized in a hierarchical feature structure. The following sections
explain how the ABC has been designed and organized along these needs of the
development of services like the OCS.

4 The Structure of the ABC Coordination Framework

As shown in Fig. 2, we have refined the typical modern layered application
architectures: in order to support division of labour and to better integrate
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application experts, customers, and even end user in the development process,
we added three layers bridging the gap between the persistency and business
objects layers on the one side and the presentation layer on the other side. Besides
opening part of the application development to people without programming
expertise, this refined architecture may also clarify terminology. Let us traverse
the layered architecture of ABC applications bottom up, starting with the

Business Objects Layer:
This layer establishes and defines the “things” that are dealt with in the ap-
plication, like article, user, delegation, report in the OCS application. Since we
develop internet-based applications within an object-oriented paradigm, at this
layer we define the classes and the objects that live and act in the application.
Business objects are an application-specific matter. They can be exchanged,
reused and extended within a homogeneous class of applications. E.g., the OJS,
the companion service of the OCS for the management of the refereeing process
for journals, shares most of the OCS business objects “as they are”, with some
specialization only needed for selected things that take different or new respon-
sibilities. However, other, more technical business objects, like Role Manager or
Security Handler can well be used far beyond the scope of a given application.

Splitting the ‘classical’ Application layer on top of the Business Objects layer,
leads to the following three (sub-)layers, which are characteristic for the ABC:
the system-centric Components Layer and the user-centric Services Layer and
Applications Layer. These are the layers we address in the reminder of the paper.

Components Layer:

In the ABC, components capsulate functionality, realized by means of the busi-
ness objects, in a way that allows a coordination centric development as described
in in Sect. 5.4. Following [2], this approach to development helps developing com-
plex (information) systems in a structured way, with two main properties that
are also valid of the ABC:

— externalization of the business rules, i.e., of the interoperation with and
dependencies of the business processes from the underlying computations
(which are capsulated in reusable components)

— encapsulation of parts of the user-oriented behaviour into first class entities
of the application design, which exist and evolve independently of the un-
derlying computations, and follow the evolution of the business context they
implement rather than the technical development of the software system.

Components in the ABC are called SIBs (Service Independent Building Blocks).
They may be hierarchically structured using a macro facility. Macros allow de-
velopers to group subservices into higher-order components that can be consis-
tently reused as if they were (basic) SIBs (Sect. 5). In fact, the simple interfacing
structure makes them easily reusable even beyond a specific application domain.

Whereas the development of basic SIBs is a programming activity, developing
macros is already a coordination activity, technically supported in the ABC by
the Service Logic Graph editor, as shown in Figs. 3 to 6.
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Services Layer:

The Services layer defines the palette of coarse-grained services offered to the
users, and implements them in terms of the available components. In the ABC
at the service level we explicitly speak of Features, like the Setup, Delegation,
Articles management features accessible in the OCS to (some of the) end-users.
Features are explicitly made available to the outside over the GUI, as we can see
in the navigation bar on the left side of the screen shots of Fig. 1.

Like SIBs, also Features can be hierarchically structured in terms of Service
Logic Graphs: in contrast to SIBs, however, where the hierarchical structuring
is simply a bottom-up developement support, the substructuring of Features is
a central means for organising the complex and multidimensional, personalized
role-right-context management.

Again, like SIBs, features are also shareable and reusable across applications
and, in principle, although it makes more seldom sense, even across application
domains (Sect. 6).

Applications Layer:

The Application layer defines the coarse structure of the workflows of the various
potential users in their specific roles in terms of a global SLG coordinating the
involved features. In particular, it defines user/situation-specific Agents via

— workflows that are enabled only at certain times (e.g. the submission of
reports makes sense only between certain deadlines),

— or for certain roles (e.g. the configuration of the whole OCS service for a
conference, which is in the hands of the PC Chairs),

— or under certain circumstances (e.g. the update of a tasklist for a PC Member
follows a delegation act of a paper to this member, the discussion in an online
forum is enabled only during the discussion phase, only if the PC Chair has
opened this forum, and only if the PC Member is not banned via conflicts
from accessing this particular forum).

In fact, at runtime, a personal Agent is associated to each user and for each
session: the agent is in charge of navigating the Application level service Logic
Graph for this user in the current context, i.e., taking appropriate care of the
current user profile, and the time- and configuration-variable limitations due to
roles, deadlines, conflicts, enabled or disabled features, history etc...

We consider the Services and Applications Layers both as User-centric, since
the responsibility for their shaping, development, and maintenance is not of a
software-technological kind, but rather of a domain-specific, application driven
character, and therefore they should be in the hands of application experts, cus-
tomers and even end users, who are responsible for defining the requirements to
the application and also provide feedback at this level during its entire lifecycle.
As explained later in the following sections, all the user-centric portion of ap-
plication development is based on a business-process oriented point of view and
formalized in a way similar to flow-graphs. Great care has been taken to ensure
that in the ABC no knowledge of programming, in particular no knowledge of
object-orientation is necessary at these higher levels.
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Software engineers and/or programmers should be familiar with these layers,
and be involved here mainly from the point of view of the consistency and struc-
turing between the service-level view of the system and the lower, system-centric
view. In fact, since features are themselves given via a collection of collaborat-
ing components that are implemented within an object oriented paradigm, the
consistency between the two views is a central requirement for the whole design.

5 Coordination-Oriented Component-Based Development

The coordination-oriented approach to component-based application develop-
ment adopted in the ABC has been described in technical detail in [13] and we
re-examine it here from the point of view of its usefulness for the feature-based
development of services and applications.

As already introduced, elementary components in the ABC are called SIBs
(Service Independent Building blocks), and complex behaviours are defined in
terms of so called Service Logic Graphs (SLGs). The choice of these names is
an intentional analogy to the terminology of the Intelligent Network Services
application domain [7], and stems from our previous experience in building a
service definition environment for IN services [23]. Particularly successful was
there the definition of a global functional plane for IN services, which defined
the business logic of distributed services in terms of a collection of standardized,
reusable building blocks (the SIBs) and a collection of superordinate features.

In the ABC we capsule in components well-defined pieces of functionality that

— are exchangeable within the service,

— can be reused for other services of the same sort (i.e., internet applications,
computer-telephony applications) or across the sorts (e.g. CVSCreateConnec-
tion, or check_pwd, which are general purpose components),

— and can be deployed independently within the environment they are in-
tended for (e.g. Apache or Tomcat, Java Beans Environment, or proprietary
telephony switch environments).

In other words, as advocated in a component based development and consistent
with the adopted coordination-oriented application development, they have a
controlled autonomous life within the target environment. Additionally, like IN
SIBs, they provide “meaningful” functionalities in the application domain. The
identification and management of components is thus one of the central concerns
in the ABC development process, and it is a joint concern of the programmers
and application experts.
Concretely, the ABC supports at the component level

— a basic granularity of components in term of SIBs which offer atomic func-
tionalities and are organized in application-specific collections. These build-
ing blocks are identified on a functional basis, understandable to application
experts, and usually encompass a number of ‘classical’ programming units
(be they procedures, classes, modules, or functions).
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— and a structuring mechanism via macros, which allow developers to build

higher-order components that can be consistently reused as if they were basic
components. Consistency is in fact a central concern in terms of analyzability
and diagnosis via model checking - as explained briefly in Sect. 5.5.

Application development consists then of the behaviour-oriented combination

of SIBs and macros on a coarse-granular level.

5.1 The SIB Component Model

The ABC has a very simple component model: as shown in Fig. 3 for the
CVSCreateConnection SIB, which implements the functionality of connecting to
a CVS repository!, it has

1.
2.

a name, here CVSCreateConnection, characterizing the SIB,

a category characterizing the tool, in this case the CVS versioning system,
subsystem, or — for test case-specific blocks — the specific management pur-
pose (e.g. report generation) it relates to,

a set of formal parameters that enable a more general usage of the block.
Here the parameters are the hostname, port, rootdir, username and password
needed to establish a connection to CVS,

a set of branches which steer the execution depending on the results of the
execution of this SIB. Here, a connection attempt can either terminate suc-
cessfully and take the OK branch or fail and take the error branch, and
execution code written in the coordination language, typically to wrap the
actual code that realizes the functionality.

1 CVS is a well established concurrent versioning system [4].
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The name, category, formal parameters, and branches of this component model
provide a very abstract characterization of the components. This will be used
later to check the consistency of coordination graphs. The computational portion
is encapsulated in the execution code, which is independent of the coordination
level, thus it is written (or, as in this application, generated) once and then
reused across the different scenarios.

5.2 Coordination Models

In contrast to other component-based approaches, e.g., for object-oriented pro-
gram development, the ABC focusses on the dynamic behavior: (complex) func-
tionalities are graphically stuck together to yield flow graph-like structures (the
SLGs) embodying the application behavior in terms of control, as shown in Fig. 4
for a portion of the OCS. These SLGs constitute therefore directly our coordi-
nation models, and they are at the same time coarse-grained formal models of
the business logic of the applications. As explained in [13], they are internally
modelled as labelled Kripke Transition Systems [16] whose nodes represent (el-
ementary) SIBs and whose edges represent branching conditions.

Through this non-standard abstraction in our model we obtain a separa-
tion of concerns between the control-oriented coordination layer, where the
application designer is not troubled with implementation details while designing
or evaluating the applications, and the underlying data-oriented communication
mechanisms enforced between the participating subsystems, which are hidden
in the SIB implementation. Our tools support the automatic generation of SIBs
according to several communication mechanisms (CORBA [17], RMI [24], SOAP
[19], and other more application-specific ones), as described e.g. in relation to
the ETT (Electronic Tool Integration) platform application [22, 14].

5.3 Hierarchy and Macros

The ABC supports a truly hierarchical design at the coordination level. Within
an abstraction step, a (part of a) coordination model (an SLG) can be stored
as a macro, which this way directly becomes available as a new generic SIB of a
particular category macro. Beside the identifier and the name of the macro, the
formal parameters and the outgoing branches have to be specified. The param-
eters of the macro can be mapped to (selected) parameters of the underlying
SIBs. Similarly, the set of (un-set) outgoing branches of the underlying SIBs
defines the outgoing branches of the macro (see [23] for a detailed discussion).
Fig. 4 shows how this works in practice: the SLG here reported is itself reusable
macro, and in fact they appear as such in the SLG of Fig.6.

As usual, the resulting hierarchy is a design and management aid without any
influence on the execution time: during the execution, macros are automatically
unfolded (concretized) and the underlying graph structure is executed — this also
explains the choice of the term macro for our hierarchy mechanism.
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5.4 Coordination-Driven Execution

From the execution point of view, the actually executed coordination sequence
is a path in the SLG and it is determined at runtime by the outcomes of the
execution of the actual SIBs.

In the concrete case of the Submit Article macro of Fig. 4, several SIBs cor-
respond to check-points that steer the further execution flow according to some
decisions: for example, SIBs like CVSCheckin or CheckSubmArticleForm check
the correctness of central elements or parameters in an execution. They answer
questions like “is the File upload in the versioning system correctly executed”
or “given a submitted article form, are its required fields correctly filled”?

The possible answers are coarsely grouped in terms of outgoing branches of
the respective SIBs. As an example, the SIB CheckSubmArticleForm can respond
that the required data for a submission are OK (branch check_successful) or not
(branch check_failed). Thus the branching lifts the results of relevant (parameter)
checks, and only them, to the coordination level, makes them visible to the
designer, and makes them also accessible to the model checker as explained in
the next Section. Depending on the outcome of the checks, one of the SIB’s
outgoing branches is taken at runtime, successively determining and building up
a coordination sequence.

Coordination sequences are executed by means of a sequence interpreter
(tracer tool): for each SIB, it delegates the execution to the corresponding exe-
cution code, reflecting our policy of separation between coordination and com-
putation: this organization embodies the superposition of the coordination on
the components’ code and it enables a uniform view on the tool functionali-
ties, abstracting from any specific technical details like concrete data formats or
invocation modalities.

Inter-component communication is realized via parameter passing and tool
functionality invocation: function calls pass as arguments abstract data to the
adapters that encapsulate the underlying functionalities The functionalities can
be accessed via direct call, Corba or Java RMI [24] mechanism.

5.5 Model Checking-Based High-Level Validation

Correctness and consistency of the application design is fully automatically en-
forced in the ABC: throughout the behavior-oriented development process, the
ABC offers access to mechanisms for the verification of libraries of constraints
by means of model checking. The model checker individually checks hundreds of
typically very small and application- and purpose-specific constraints over the
flow graph structure. This allows concise and comprehensible diagnostic infor-
mation in case of a constraint violation since the feedback is provided on the
SLG, i.e. at the application level rather than on the code.

The ABC contains an iterative model checker based on the techniques of [20]:
it is optimized for dealing with the large numbers of constraints which are charac-
teristic for our approach, in order to allow verification in real time. Concretely,
the algorithm verifies whether a given model (a flattened SLG, where the hi-
erarchy information in form of macros has been expended) satisfies properties
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expressed in a user friendly, natural language-like macro language [13]. Inter-
nally, the logic is mapped to the modal mu-calculus with parameterized atomic
propositions and modalities.

— the properties express correctness or consistency constraints the target ap-
plication, e.g., a CTI service, or an internet service, are required to respect.

— the models are directly the flattened SLGs, i.e., where macros have been
fully expanded, and whereby building block names correspond to atomic
propositions, and branching conditions correspond to action names.

Classes of constraints are formed according to the application domain, to the
subsystems, and to the purposes they serve. This way it depends on the global
goals of an application, which constraints are bound to its model.

Formally, the SLGs are internally interpreted as Kripke Transition Systems
[16] whose nodes represent elementary SIBs and whose edges represent branching
conditions (see Fig. 4):

Definition 3.
A SLG model is defined as a triple (S, Act, Trans) where

— S represents the occurrences of SIBs
— Act is the set of possible branching condition
— Trans = {(s,a,s')} is a set of transitions where s,s' € S and a € Act.

Global constraints are expressed internally in the modal mu-calculus [10]. In-
ternally, we use the following negation-free syntax (positive normal form), which
according to De Morgan’s law only requires that the set of atomic propositions
is closed under negation and that fixpoint variables X in uX. or vX. , appear
positively in @, i.e. in the range of an even number of negations. Whereas the
first assumption is merely technical, the second is standard in order to ensure
(the vital) monotonicity of the individual logical operators.

= A X|PANDP|DPV P|[a]P| (a)P| vX.D|uX.P

In the above, a € Act, and X € Var, where A is given by the SIB taxonomy, Act
by the library of branching conditions, and Varis a set of variables. The fixpoint
operators vX and pX bind the occurrences of X in the formula behind the dot
in the usual sense. Properties are specified by closed formulas, that is formulas
that do not contain any free variable.

Formulas are interpreted with respect to a fixed labeled transition system
(S, Act,—), and an environment e : Var — 25. Formally, the semantics of the
mu-calculus is given by:

[X]e = e(X)
[[451 vV @2]]6 = [[@1]]6 U [[@2]]6
[[dsl AN @2]]6 = [[@1]]6 n [[@2]]6
[[a]@le = {s|Vs'. s % s =5 €[P]e}
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[(a)Ple ={s|3s'.5s % s' As' € [P]e}
[vX.Ble = J{S' €S| S C [Ple[X 5]}
[uX Ble = [{S' C S| S 2 [Ple[X — 5]}

Intuitively, the semantic function maps a formula to the set of states for which the
formula is “true”. Accordingly, a state s satisfies A € A if s is in the valuation
of A, while s satisfies X if s is an element of the set bound to X in e. The
propositional constructs are interpreted in the usual fashion: s satisfies @1 V @5
if it satisfies one of the @; and &, A D, if it satisfies both of them. The constructs
(a) and [a] are modal operators; s satisfies (a)® if it has an a-derivative satisfying
&, while s satisfies [a]® if each of its a-derivatives satisfies @. Note that the
semantics of vX. ¢ (and dually of 4 X.P ) is based on Tarski’s fixpoint theorem:
its meaning is defined as the greatest (dually, least) fixpoint of a continuous
function over the powerset of the set of states.

For the industrial projects it is important to provide a natural language-
like feeling for the temporal operators. As indicated by the examples below, the
standard logical connectors turned out to be unproblematic. We omit the formal
definition of next, generally, eventually, and until here and only give the
definition of unless here, which is used in our example. Please note that in
this application scenario, we only use variants of the temporal operators, which
universally quantify over the set of all possible paths.

Aunless B=4 vX. B V(AAnextX)

Example: The general OCS policies already mentioned in Sect. 6 and other
conference-specific policies inherently define a loose specification of the service
at the service logic level, which can be directly formulated as properties of the
OCS in our model checking logic. For example, the access control policy is a
primary source of constraints like “A wuser can modify the defined roles only
after having successfully registered as Administrator”, which can be expressed as

—(modify-roles) unless user-login [Role=Admin]

as a global constraint on the SLG of the whole application. This example illus-
trates the slightly indirect way of expressing the intended constraint. It says,“A
user cannot modify the defined roles unless (s)he has successfully registered as
Administrator”. Additionally the example shows a parameterized atomic propo-
sition: user-login [Role=Admin] is parameterized in the possible roles a user might
have, and [Role=Admin] does not only require a user-login to appear, but also
that the role matches, in this case administrator.

All the properties mentioned earlier in Sect. 3 are requirements expressible
in this logic, and they are instances of the classes of safety and consistency
requirements identified in [1] to be characteristic of Computer Supported Col-
laborative Work platforms. They are specific instantiations of Role-Based Access
Control (RBAC) models [18]. Being able to automatically verify such properties
via model checking is a clear advantage of the ABC, and it is essential in order
to guarantee the safety of the kind of applications we build.



Components, Features, and Agents in the ABC 169

— SLG of the Application

Hegist%;on j !TLQ in

Skeleton
Service

Features

Ewvaluatian

Mavbar

Tasklist

Article j{
Delegatian j

Repart

A
Canfli

Bidding

Fig. 5. The Application SLG of the OCS: Skeleton Service and Features

6 The OCS as an Agent and Feature Based System

The user-centered service and application layers in the ABC are structured by
means of a hierarchical use of features, which are realized in terms of (possibly
nested) macros, each with its own SLG.

Looking at the OCS, a complex application whose SLG has currently ap-
proximately 2200 nodes and 3200 edges, we see the typical organization of the
different layers in the ABC.

As shown in Fig. 5, the global, application-level SLG is quite simple:

— it contains at the top level the logic of the backbone service, which is basically
a skeleton service providing generic internet login and session management
services, and

— it coordinates the calls to and the interferences between the single features.

As we have seen in the feature description, features influence each other, thus
one of the aims of service validation, via model checking and testing, is exactly
the discovery and control of the so called feature interactions.
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Fig. 6. SLG of the Article Management Feature: Hierarchical Feature Structure

6.1 Features in the ABC

As shown in Fig. 5, each feature is implemented as a macro, thus it has an
own Service Logic Graph that defines all the services and the behaviours possi-
ble under that feature. Fig. 6 shows, e.g. the SLG that implements the Article
Management top-level feature. Top-level features typically provide a number of
services to the users. In the case of the OCS, in the depicted version it offers
in addition to the Article, Delegation, and Setup Management features already
briefly introduced in Sect. 3 also services for the management of Roles, Users,
and Staff, as well as e.g. a feature for performing the PC Members’ Bidding for
papers. This structure becomes immediately evident through the SLG, and it
is also explicitly made publicly available over the GUI, as we can see in the
navigation bar on the left side of the screen shots of Fig. 1.

New releases of the OCS usually involve the addition or major redesign of
top-level features.

6.2 Hierarchy of Features

According to the needs of the application, features can be themselves structured
in finer-granular (sub-)features, which are themselves also implemented by means
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of SLGs. Similar to the structure at the application level, the SLG of the Article
Management feature, shown in Fig. 6,

— contains itself a workflow, here very simple since it provides only navigation
capabilities, and

— it coordinates the calls to and the interferences among a number of finer
granular features, which can be themselves substructured according to the
same mechanisms.

In our example, the Article Management feature deals both with the manage-
ment of articles, as evident from subfeatures like SubmitArticle, ModifyArticle,
SubmitFinalArticleVersion, but also with article-related tasks that reside in other
features, like Reportlist or DelegateArticle, which are part of the features Role and
Delegation respectively.

To illustrate a complete top-down, SLG-based refinement structure, we con-
sider more closely the SubmitArticle subfeature, whose SLG is reported in Fig. 4
and which is technically again implemented as a macro. We reach in this SLG
the refinement level where the actual business logic is described, embedded in
the context of several checks and of error-handling logic,

1. the ShowSubmitArticle SIB prepares and displays the webpage for the sub-
mission action,

2. ShowConfirmArticle allows the user to confirm the submission after checking
the correctness of the metadata (like title, article, authors, abstract),

3. then the actual upload in the database and in the CVS versioning system is
performed, and finally

4. the ShowSubmitArticleAcknowledgement SIB notifies the submitter of the suc-
cessful execution.

The SLG also makes use of three macros, CVS_Checkin, mail_notification, and
CreateNewsgroup (see Fig. 3, whose SLGs were already used to explain the SIB
model and the use of macros. These macros embed reusable pieces of business
logic which are relevant to the application designers, but not to the users. Ac-
cordingly, these macros do not deserve the status of a feature.

In the ABC, features are enabled and published to the end-users on their
finer granularity, according to a complex, personalized role-right-context man-
agement. As an example, only users with a PC Chair role are able to submit
articles in the name of another user. The design of the sub-structure of features
is driven exactly by the needs of distinguishing behaviours according to different
contexts. Sub-features in fact usually arise by refinement of features as a con-
sequence of the refinement of the configuration features and of the role-rights
management system. This way we enable a very precise fine-tuning of the access
to sensitive information and to protected actions.

6.3 Agents in the ABC

Once an internet service is online, it is continuously navigated in parallel by a
cohort of agents that execute its global service logic within the limits imposed
to the user they are associated with.
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Accordingly, in the ABC we do not directly program the agents or their
knowledge base. Rather, the SLG of an application defines the space of poten-
tial behaviours that agents can assume, and each agent’s behaviour is defined
implicitly as the currently valid projection onto this potential, filtered via

1. the roles-and-rights management system, which defines dynamic, reconfig-
urable projections on the behaviours defined in the SLG, and

2. the current global status of the application, including the data space, the
configuration, and certain event- and time-dependent permissions.

Technically, the agents developed within the ABC can be classified as

— residential agents, in the sense that the service logic resides on a single
machine (more precisely on a load-balanced cluster, which is however trans-
parent to the SLG and therefore to the agent), which are

— proactive, in the sense that the agent knows autonomously which features
are enabled at this moment for his user, which contents are available for
him, and which consequences has a user action wrt. the further navigation
potential within this session, and

— online adaptive, in the sense that they react instantly to changes in the
context (user preferences, configurations of role and rights, other actions by
other agents). E.g., a report checked in by the last reviewer may automati-
cally open a discussion forum for this paper available for the whole PC.

7 Conclusions

In this paper, we have shown how the concepts of objects, components, features,
and agents are used today in the Application Building Center (ABC) environ-
ment in order to marry the modelling of functionally complex communication
systems at the application level with an object-oriented, component based im-
plementation. We are not aware of any approach which is similar in its intent,
which is in particular characterized by simplicity of the modelling level. The
closest approaches we know of typically require far more knowledge at the ap-
plication level (at least programming expertise) and/or lack systematic support
by means of formal methods, and therefore are inadequate for the scenarios and
users we address.

The impact of this approach on the efficiency of the design and documenta-
tion has been proven dramatic in industrial application scenarios: our industrial
partners reported a performance gain in time-to-market of the applications of a
factor between 3 and 5. The reason for the reported gain was mainly the early er-
ror detection, due to the tightened involvement of the application expert into the
development cycle. More generally, we see the current approach as an instance
of Model Driven Application Development, where heterogeneous models allow
the individual, but interdependent modelling of complementary aspects. And
indeed, objects, components, features, and agents constitute specific categories
of such aspects, adequate for the structuring of complex applications according
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to complementary views. Even though it is only a very first step, we consider the
ABC a kind of proof of concept motivating the design of more advanced model-
based techniques, in particular concerning elegant and powerful approaches to
modelling and proving compatibility.
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Abstract. In this paper we present the AgentComponent (AC) ap-
proach under formal aspects. A multi agent system (MAS) is composed
of AC instances, where each AC instance consists of a knowledge base,
storing the beliefs, of slots, storing the communication partners, of a
set of ontologies, and of so-called ProcessComponents (PC) representing
the behaviours of an AC instance. An AC is a generic component that
can be reused (instantiated ACs) and parametrized by customizing the
communication partners (slots), the ontologies, the knowledge and the
behaviours of an AC instance. The focus of this paper is to introduce
the basic AC approach and to define a formal specification using the
Object Constraint Language (OCL) for this approach. In the first part
we present an informal description of the AC approach and show how to
construct a component-based MAS by a simple example. The second part
of this paper presents a metamodel for the AC approach and provides a
formal specification for the services of the generic AC.

1 Introduction

Software agents and software components are two emerging fields in software
development [8]. Each concept describes different ways for building software but
both concepts claim to improve the way large scaled software is built. While
components focus more on reusability aspects of software, agents (MAS) focus
on processing complex tasks collaboratively.

Combining Agents and Components. Our idea is based on combining both
concepts to integrate the advantages of component technology into agent tech-
nology. For this purpose many similarities can be found between agent and
component technology [6]. But we are more interested in the complementary
concepts of these technologies, because these are the key concepts that make
the profit of combining agents and components. We see the main purpose of
agents in the communication ability, which gives one the possibility to process
complex tasks by assigning single tasks to different agents. Instead components
focus more on reusability and parametrisation/customization aspects for the
deployment of a component in different contexts [8,7]. In our opinion there ex-
ist two different ways of combining agent and component technology. The first
one, we call it “agentifying”, sees component technology as starting point and
tries to include agent properties into existing components. The second one, we

M.D. Ryan et al. (Eds.): Objects, Agents, and Features, LNCS 2975, pp. 175-188, 2004.
(© Springer-Verlag Berlin Heidelberg 2004
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Fig. 1. Combination Profit

call it “componentifying”, considers agent technology as starting point and tries
to add component features to existing agent technology. Our approach which is
based upon the “componentifying concept” combines the main features of agents
and components in the so-called AgentComponent (AC). In this way we achieve
both: An AC that has communication abilities (the agent as starting point)
and can be reused and parametrized for different contexts (see Fig. 1). With
this approach we try to disburden agent software development and we found
component technology as a suitable instrument for this task by making certain
agent concepts customizable and reusable. Here “reusable” means to have an
AC that can be instantiated for every agent we need and “customizable” means
to connect AC instances, add/remove certain ontologies and add/remove be-
haviours (graphically). Moreover we consider these customization services of the
AC under formal aspects. We use signatures, UML class diagrams and the Ob-
ject Constraint Language (OCL) [9] to specify the subcomponents and services
of the generic AC.

In section 2 we describe the basic concepts of the AC approach, where we
give a simple example to illustrate these concepts. Section 3 and 4 present the
metamodel for the AC approach and give a formal specification of the services of
the AC. Finally, section 5 describes some related work and section 6 concludes
the paper.

2 AgentComponent

In general, an AC instance has all agent properties like autonomy, reactivity,
proactivity and interaction and integrates component features like reusability
and customizability (according to the “componentifying concept”). An AC is a
generic component that describes general services that every agent must provide
in any context. So an AC can be instantiated /reused for every agent one wants
to build [10,11]. A user can easily customize an AC instance for his purpose and
for his context in the following ways:

(1) Customizing the ACs’ communication partners. We introduce so-called slots
that hold information about communication partners of AC instances. Commu-
nication partners can be added to or removed from the slots of AC instances
(customization of slots).

(2) Customizing the ACs’ ontologies. Ontologies can be registered or deregistered
from AC instances.
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(3) Customizing the ACs’ processes. We introduce so-called ProcessComponents
(PCs) that implement and describe simple or complex behaviours that can be
added to or removed from any AC instance.

With these three facilities the appearance and the behaviour of AC instances can
be customized. Therefore every AgentComponent includes the following entities
for which it has to provide the following services: A knowledge base, slots for
communication partners (holding communication partners), a slot for ontologies
and a slot for ProcessComponents:

Knowledge Base. The knowledge base is a basic element of every AC instance.
An AC provides services to add, remove and get resources from the knowledge
base. The following services are provided by an AC for the knowledge base
concept:

(1) retrieve (getting knowledge from the knowledge base).
(2) assert (adding knowledge to the knowledge base).
(3) retract (removing knowledge from the knowledge base).

Ontologies. Ontologies are basic agent concepts that agents use to understand
the content of the messages that are being sent or received. So for certain contexts
ontologies are provided that can be registered with AC instances. Instances of
these ontologies can then be used as common language between AC instances
and can also be asserted to, retracted or retrieved from the knowledge base. The
following services are provided by the AC for the ontologies concept:

(1) addOnto (register an ontology with an AC instance).
(2) removeOnto (deregister an ontology with an AC instance).

Communication Slots. Communication slots are entities of AC instances that
hold information about communication partners (other agents). Communication
pathways between AC instances can be created w.r.t. customized by connecting
and changing slots, in this way filling the slots with the required destinations
(other AC instances) for communication. Using these slots messages can be sent
and received via the created pathways. The following services are provided by
the AC for the slot concept:

(1) addSlot (adds a slot for communication partners to AC instances).

(2) removeSiot (removes a slot from AC instances).

(3) connectSlot (fills a slot with destinations).

(4) disconnectSlot (removes a destination from a slot).

ProcessComponents. A ProcessComponent represents a certain behaviour
that can be added and removed to an AC instance.

(1) addPC (adds a PC to an AC instance).

(2) removePC (removes a PC from an AC instance).

When a PC has been added to an AC instance the PC has full access to
all services that the AC provides (see Fig. 2). Le. the PC is able to assert,
retract, retrieve resources, to send and receive messages and moreover to use
all the services listed in the Structurallnterface (see Fig. 2). So every PC imple-
ments an activity graph that consists of assert-, retract-, retrieve-, send-, receive-,
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Structurallnterface- or custom activities. In this way a PC defines which input
it requires (retrieve, receive) and the output it delivers (assert, retract, send,
Structurallnterface services). By adding or removing PCs from an AC instance
a system developer or user can determine the appearance (the structure of an
AC instance, see Structurallnterface in Fig. 2) and the behaviour of an AC.
Most important a PC determines the behaviour of an AC instance, because a
PC implements a certain workflow, represented by an activity graph. So the PCs
fill each AC instances with life by defining and implementing certain tasks for
agents. But a PC has also the ability to determine the appearance of an AC
instance. We have mentioned above that a PC can use all the services that are
included in the Structurallnterface. All these services define the appearance of
an AC instance and are ment to customize the structure of an AC instance.
On the one hand we want the user or system developer to do this structural
customization (graphically) and on the other hand the PCs can implement be-
haviours (emergent bevahiours) that customize and determine the structure of
an AC instance. Therefore customization can be done in both ways, by the user
(graphically) and by PCs.

Intra-agent and Inter-agent Workflow. Up to know we have not talked
about how AC instances or better their PCs can work together and define a
workflow. This is important to explain, because we do not provide a workflow
control within an AC (as e.g. [5] does) and leave the workflow and its control to
the PC implementor. The PCs themselves are supposed to work autonomously,
i.e. PCs describe only their own workflow by defining what they require (re-
ceive, retrieve) and what they deliver (send, assert, retract, Structurallnterface
services) not caring about the overall workflow. The way a workflow between
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two or more PCs is handled must be divided into two concepts, the inter-agent
and the intra-agent workflow. Obviously the inter-agent workflow between AC
instances is handled by sending and receiving messages using the pathways be-
tween AC instances. These pathways are stored in the slots and can be changed
using the “connectSlot” or “disonnectSlot” service. Whereas the assert, retract
and retrieve services handle the intra-agent workflow (workflow within an AC),
by changing the knowledge base and therefore making resources available for
other PCs (of the same AC instance) that wait for these resources. In this way
we use the knowledge base as a “shared memory” for input and output variables,
that can be used by all PCs added to an AC instance. The following services
must be provided by an AC for the inter-agent workflow concept:

(1) send (sending messages to other AC instances).
(2) receive (receiving messages from other AC instances).

Putting all the mentioned concepts together the PC implementor has
to provide:

(1) The implementation of the PC, where all services of the AC can be used to
send, receive messages, to retrieve, assert and retract resources from the knowl-
edge base and to customize the structure.

(2) The PC description, where one must provide: (2.1) The description of all
ontologies, that are required by the PC,

(2.2) the information about required slots for the inter-agent communication and
(2.3) the description of the workflow of the PC (mainly the description of the
usage of the services), so that new PC providers understand the activities w.r.t.
the behaviour of the PC.

Projects and AgentGroups. Agents are loosely coupled entities by nature,
that communicate using messages and protocols and that are not directly aware
of other agents around them (only indirectly via the AMS or the DF). We intro-
duce the term Project as a special case of a PC. A Project normally describes an
unspecified task, e.g. an AC instance does not know which other ACs are able to
assist in collaboratively executing a task. So this AC has to look for one or more
ACs that can handle this task. After this search they will join for this special
task at runtime and split up after finishing the Project. Projects are normally
described by 1:n protocols and have a highly dynamic character. What misses in
this highly dynamic environment is the fact that software systems only in some
cases need such dynamic character. So, beside the Projects, we see the necessity
to be able to connect the ACs directly using the before introduced slots. So we
are able to build up an acquaintance net (AgentGroup) with an organization
structure according to the pathways described in the slots. System developers
or users will be able to create AgentGroups (graphically) using a tool, whereas
Projects normally construct their organization structure and information path-
ways during runtime. The following services must be additionally provided by
an AC for the AgentGroup concept:

(1) addAC (adds an AC to the AgentGroup of an existing AC instance).
(2) removeAC (removes an AC instance from an AgentGroup).
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Example. To illustrate these basic concepts of the AC approach we describe a
very small example. In this example (see Fig. 3) we describe the construction of
a simple system, assuming that there exists a tool that supports the construc-
tion graphically. Furtheron, we assume that three PCs and their information
description about ontologies, slots and behaviours are available. So we can use
the three PCs called P1 to P3. P1 asserts an ontology object named XY to the
knowledge base. P2 retrieves an XY ontology object and sends it to any AC
instance available (we do not know to which AC instance we want to send so far,
depends on the entries in the used slot). P3 receives a message containing an XY
ontology object and asserts it to the ACs’ knowledge base. P2 and P3 provide a
description for the ontologies and for the slots they need during their workflow.
First of all we create two idle AC instances named Richard and Philipp. Before
we add any PC to Richard or Philipp we need to customize the structure of the
both AC instances to make the intra-agent and inter-agent workflow of the PCs
working. I.e. as we want to add P1 and P2 to Richard and P3 to Philipp, Richard
and Philipp need the slots and the ontologies according to the PC descriptions.
After creating a slot it can be filled with any destinations available, in our case
we connect it with Philipp, and hereby Philipp is stored as a destination in a
slot of Richard. By adding all this structural information and adding the PCs as
mentioned before we define on the one hand an intra-agent workflow where P2
requires the output (retrieve(XY)) of P1 (assert(XY)). And on the other hand
we define an inter-agent workflow between P2 (send(XY)) added to Richard and
P3 (receive(XY)) added to Philipp. After adding the PCs their behaviours start
immediately and the workflow is executed (see Fig. 3).

Summary. We have shown an AC that provides three interfaces (InterAgent-
WorkflowInterface, IntraAgentWorkflowInterface and Structurallnterface)
including common services every agent requires. System developers do not have
to implement the AC, they just need to instantiate the AC as often as they
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require it. To fill the ACs with life PCs must be provided by the developers
which then can be added to the AC instances. This results in an ACS (Agent
Component System - assembled of ACs) which uses customized inter-agent com-
munication (achieved by the concept of slots and ontologies) and uses customized
intra-agent communication (achieved by the concept of PCs using the knowledge
base).

3 Metamodel for the AgentComponent Approach

Putting together all the informally described AC concepts in the former sections,
we present now a metamodel for the AC approach. Fig. 4 shows the whole meta-
model in a UML class diagram. According to this class diagram an AgentCom-
ponent is composed of a set of ProcessComponents, a set of Ontologies, a Knowl-
edgeBase and a set of CommunicationSlots. Moreover every AgentComponent
holds a queue of received messages. An Ontology is defined by OntologyElements
which define the concepts for certain contexts, and these OntologyFElements can
be stored in the KnowledgeBase. CommunicationSlots store no direct references
to the AgentComponents, instead they hold Agentldentifiers that represent the
correspondent AgentComponents. Therefore each AgentComponent is identified
by an unique Agentldentifier and is a member of an AgentGroup. Moreover the
Agentldentifier invariant defines, that for every Agentldentifier a corresponding
AgentComponent must exist. In this way we assure that an AgentIdentifier that
can be stored in a CommunicationSlot must have a corresponding AgentCom-
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ponent. If an Agentldentifier would exist without a correspondent AgentCom-
ponent, Messages sent to this Agentldentifier could not be received because the
correspondent AgentComponent for this Agentldentifier does not exist. For cus-
tomization of these building blocks an AgentComponent implements the services
shown in the three interfaces (introduced before). In this way users and Process-
Components have access to the building blocks of an AgentComponent using
these services (as shown in Fig. 2). In the next section we present the formal
specification of all the services an AgentComponent provides.

4 Formal Specification of the AgentComponent Services

The specification of the generic AC is processed in two steps. First, we give
a signature for the AC where we define the parameters and return values for
the services of the AC. Second, we specify the servies of the AC using OCL [9]
and define pre- and post-conditions for every service. OCL as a part of UML
is normally used to specify object-oriented systems. OCL constrains a object
system in two ways: Using invariants for class diagrams all possible systems
states are restricted to the ones we want to allow. In this way invariants can be
used to constrain the static aspects of object systems. The dynamic aspects of
an object system are restricted by pre- and post-conditions for methods. Using
these pre- and post- conditions we can restrict the system state transitions to
the ones we want to allow. We will use this notion to specify the dynamic aspects
of our generic AgentComponent. So we will specify pre- and post-conditions for
all AC services described in the above chapters.

4.1 Signature for the AgentComponent Services

First of all we define a signature for the AgentComponent based on the meta-
model of Fig. 4. We define a signature for a class diagram as follows.

Definition 1. A signature X o = (S, OP) for a class diagram A consists of

— a set S of sorts, also called types (names for data domains)
— a set OP of operations (services of the AC) of the form
Op:81 X ...X 8y, — s with $1,...,8,,8€ S (n>0)

According to this definition we define the signature X'o for the metamodel
class diagram as follows. The services of the AC are shown with their parameters
and return values.

S = {AgentComponent, AgentGroup, Agentldentifier,
ProcessComponent, Ontology, Knowledge Base, Message,
CommunicationSlot, OntologyElement, Collection(ProcessComponent),
Collection(Ontology), Collection(Message),
Collection( CommunicationSlot), Collection( OntologyElement)}
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OP = {assert : AgentComponent x OntologyElement — Void,
retract : AgentComponent x OntologyElement — Void,
retrieve : AgentComponent x OntologyElement —

Collection( OntologyElement),

send : AgentComponent X Message X String — Void,
receive : AgentComponent x Ontology — Collection(Message),
addAC : AgentComponent x AgentComponent — Void,
removeAC : AgentComponent x AgentComponent — Void,
addSlot : AgentComponent x String — Void,
removeSlot : AgentComponent x String — Void,
connectSlot : AgentComponent x String x Agentldentifier — Void,
disconnectSlot : AgentComponent x String x Agentldentifier — Void,
addOnto : AgentComponent x Ontology — Void,
removeOnto : AgentComponent x Ontology — Void,
addPC : AgentComponent x ProcessComponent — Void,
removePC : AgentComponent x ProcessComponent — Void}

4.2 Specification of the Services of the AgentComponent

Based on the signature definition and the class diagram in Fig. 4 we give now a
formal specification of the AC services (OP in the signature definition) using the
Object Constraint Language (OCL) [9]. We assume that the following methods
are given, so they can be used in the pre- and post-conditions without further
specification.

— getCommunicationSlot : AgentComponent x String — CommunicationSlot:
This method searches through the set of Communication slots (ksl) by a
given String and returns the found CommunicationSlot.

— getType : OclAny — OclType: This method returns the type (class) of an
object.

— getOnto : Message — Ontology: This method returns the ontology of an mes-
sage.

The IntraAgentWFInterface Services

context AgentComponent::assert(oe: OntologyElement): Void
pre : oe <> null
post: kb.oel = kb.oel@pre -> including(oe)

context AgentComponent::retract(oe: OntologyElement): Void
pre: oe <> null
post: if kb.oel@pre -> includes(oe) then
kb.oel = kb.oel@pre -> excluding(oe)
else
kb.oel = kb.oel@pre
endif
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context AgentComponent::retrieve(oe: OntologyElement): Collection
pre: oe <> null
post: result = kb.oel -> select(o |
0.0clIsKindOf (oe.getType()))

Each of the services test in their pre-condition whether the given parameter does
not equal null. The post-condition of the assert service assures that the given
OntologyElement is now in the KnowledgeBase. The post-condition of retract
assures that if the OntologyElement has been stored in the KnowledgeBase be-
fore, that it is now removed from the KnowledgeBase. Finally the retrieve service
looks for all OntologyElements stored in the Knowledgebase that are equal to
the type of the given OntologyElement parameter and returns the results in a
collection.

The InterAgentWFInterface Services

context AgentComponent::send(msg: Message,csName : String): Void
pre : csName <> null
post: if getCommunicationSlot(csName) <> null then
getCommunicationSlot (csName) .dest ->
forAll(ai | ai.ac.mesq = ai.ac.mesq@pre ->
including(msg))
endif

context AgentComponent::receive(onto: Ontology): Collection

pre: ontos -> includes(onto)
post: result = mesq@pre -> select(m | m.getOnto() = onto)
post: mesq = mesq@pre -> reject(m | m.getOnto() = onto)

The send service takes a message and the name (csName) of the slot where the
message should be sent to. The post-condition of this service assures that the
sent message is stored in all message queues of the AC instances that are stored
in the slot “csName” and therefore received the message. The receive service
takes an Ontology as parameter, searches for Messages in the message queue
which contain OntologyElements of the given Ontology (onto) and returns the
results in a collection.

The Structurallnterface Services

context AgentComponent::addAC(ac: AgentComponent): Void
pre : ac <> null
post: ag.acs = ag.acs@pre -> including(ac)

context AgentComponent::removeAC(ac: AgentComponent): Void
pre: ag.acs -> includes(ac)
post: ag.acs = ag.acs@pre -> excluding(ac)
post: AgentComponent.allInstances() -> forAll(a | a.ksl ->
forAll(cs | cs.dest -> forAll(ai |
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if ac.aid = ai
then cs.dest = cs.dest@pre -> excluding(ai) endif )))

The post-condition of the addAC service simply assures whether the given Agent-
Component instance (ac) is included in the AgentGroup. The removeAC service
first has to test if the given AgentComponent instance (ac) is included in the
AgentGroup. The post-condition of this service assures that the AgentCompo-
nent instance is removed from the AgentGroup and that the Agentldentifier of
the removed AC is removed from all existing slots of the other AC instances.

context AgentComponent::addSlot(csName: String): Void
pre: csName <> null
post: if getCommunicationSlot(csName) = null then
ksl = ksl@pre -> including(getCommunicationSlot(csName))
else
ksl = ksl@pre
endif

context AgentComponent::removeSlot(csName: String): Void
pre: csName <> null
post: if getCommunicationSlot(csName) <> null then
ksl = ksl@pre -> excluding(getCommunicationSlot(csName))
endif

context AgentComponent::connectSlot(csName: String,
ai: AgentIdentifier): Void
pre: csName <> null and
getCommunicationSlot (csName) <> null
post: getCommunicationSlot(csName).dest =
getCommunicationSlot (csName) .dest@pre -> including(ai)

context AgentComponent::disconnectSlot(csName: String,
ai: AgentIdentifier): Void
pre: csName <> null and
getCommunicationSlot (csName) <> null and
getCommunicationSlot (csName) .dest -> includes(ai)
post: getCommunicationSlot(csName).dest =
getCommunicationSlot (csName) .dest@pre -> excluding(ai)

The addSlot w.r.t the removeSlot assure that an CommunicationSlot with the
given name (csName) is added w.r.t removed from the set of slots. The connect-
Slot and disconnectSlot services take as an additional parameter an Agentlden-
tifier (ai) and assure that the given slot is added to or removed from the given
slot(csName).

context AgentComponent::addOnto(onto: Ontology): Void
pre: onto <> null
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post: if ontos -> excludes(onto) then
ontos = ontos@pre -> including(onto)
else
ontos = ontos@pre
endif

context AgentComponent::removeOnto(onto: Ontology): Void
pre: onto <> null
post: if ontos -> includes(onto) then
ontos = ontos@pre -> excluding(onto)
else
ontos = ontos@pre
endif

The addOnto and removeOnto services take an Ontology as parameter and as-
sure that this Ontology (onto) is added to w.r.t. removed from the collection of
Ontologies (ontos).

context AgentComponent::addPC(pc: ProcessComponent): Void
pre: pc <> null
post: pcl = pcl@re -> including(pc)

context AgentComponent: :removePC(pc: ProcessComponent): Void
pre: pc <> null
post: pcl = pcl@pre -> excluding(pc)

The addPC and removePC services take a ProcessComponent as parameter and
assure that it is added w.r.t. removed from the ProcessComponent collection

(pel)

5 Related Work

There exist some work on component-based agent technology [4,5,12,1,2]. All
these approaches define different (sub)components an agent is composed of. But
taking a closer look to these approaches their component definition does not
match with the commonly used component definitions as proposed by [3] or by
the Object Management Group (OMG). According to this definition the com-
ponents’ interal structure is considered as a “blackbox”, that is encapsulated by
the components’ interfaces. The crucial point here is to define the services of
a component that it provides w.r.t. requires. With this specification the func-
tionality of an component is defined and the component can be accessed from
outside. We missed exactly this specification of the functionality (interfaces) in
the other approaches. Moreover we proposed a generic AC that can be reused as
a whole by simply instantiating the generic AC and customizing it for different
contextes using the specified services [10, 11].

DESIRE [5] describes a component-based design method for agents, where
the agent is split up in process components and knowledge components. [5]
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also provides component templates for different agent types like weak agents,
strong agents or BDI-agents. In contrast to DESIRE we have no compositional
processes and knowledge, instead we propose autonomously working processes
(PCs). Moreover our approach provides workflow services but no workflow con-
trol for the processes as proposed by [5]. This gives us more flexibility in ex-
changing the behaviours of an agent.

FIPA-OS [4] is a component-oriented multi-agent-framework for constructing
FIPA compliant Agents using mandatory components (i.e. components required
by ALL FIPA-OS Agents to execute) and optional components (i.e. components
that a FIPA-OS Agent can optionally use). The mandatory parts of an FIPA-
OS-Agent are the Agent class which can be extended, the TaskManager that
represents the functionality of an agent, the Conversation Manager for protocol-
like conversation between agents and the Message Transport Service for sending
and receiving messages. ZEUS, agentTool and AGIL [12,1,2] are visual agent
toolkits for building MAS. Each agent can be visually constructed from different
components (e.g. ZEUS uses Ontologies, Tasks, organization structures to rep-
resent an agent; AGIL builds their agents from workflow activities). For these
visually designed components the correspondent agent code is generated (mostly
Java code) and the whole MAS is deployed on a platform. The main difference
between these tools and the AgentComponent tool [10,11] is that the AC Tool
is not a code generator for agent systems. It is build for visually constructing
agent systems and customizing these systems during runtime according to the
AgentComponent concepts proposed in this paper. So an AgentComponent sys-
tem never needs to be shut down to change agent organisation, agent behaviour
or agent knowledge.

6 Concluding Remarks

The AgentComponent approach integrates component aspects into agent tech-
nology in order to benefit from the advantages of each of the both technologies.
According to the “Componentifying” concept we have included the main compo-
nent concepts into agent technology by making certain agent concepts customiz-
able (see Sect. 2) and reusable (AgentComponent). For this purpose we have
defined the AC as a component that provides certain services (the interfaces of
the AC) for every agent. We have shown the metamodel (signature) for the AC
approach and, based on this model, we have specified the interface services of
the AC.

In this way we can instantiate and reuse the AC for every agent we want to
build and instantiated ACs can be customized in the following ways:

1. customizing the structural elements of the AC instance (achieved by the
services of the Structurallnterface),

2. customizing the inter-agent communication (achieved by the concept of slots)
and

3. customizing the intra-agent communication (achieved by the concept of PCs
using the knowledge base).
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Abstract. Features provide extensions to a basic service, but in new sys-
tems users require much greater flexibility oriented towards their needs.
Traditional features do not easily allow for this. We propose policies
as the features of the future. Policies can be defined by the end-user,
and allow for the use of rich context information when controlling calls.
This paper discusses an architecture to allow for policy definition and
call control by policies and describes the operation of a system based
on this architecture. One aspect is policy definition, the APPEL policy
description language that serves this purpose. An important aspect of
the architecture is integral feature interaction handling. It is in this last
aspect that we foresee a role for agents, and hope that this paper will
stimulate some collaboration between the two mostly distinct research
areas of feature interaction and agent technologies.

1 Motivation

Telecommunication has gained a central role in our daily life, be it private or
within the enterprise. We have come a long way from just connecting two users
and allowing them to have a verbal conversation. Over recent years we encoun-
tered a trend towards merging different communication technologies such as
video conferencing, email, Voice over IP as well as new technologies like home
automation and device control. This is combined with a move to greater mobil-
ity, e.g. wireless communications, mobile telephony, ad hoc networking, as well
as traditional landlines. Features such as conference calling and voice mail have
been added to help users deal with situations beyond simple telephony.

Currently such features only support communication, that is they allow the
user to simplify and more closely integrate telecommunication in their activities.
In the future, features will make use of the merged technologies on any device.
We believe that features then will enable communications by allowing the user
to achieve particular goals.

From this we conclude that the end-user must have a central place in com-
munication systems. An obvious extension to this is that any feature must be
highly customizable by end-users, as it is only the individual who is aware of

* The material published in this paper has been developed in the ACCENT project

during the authors previous employment at the University of Stirling.
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his requirements. It might even be desirable to allow the end-user to define his
own features. However, end-users are usually not computer experts, so any cus-
tomization or feature development must be simple and intuitive.

Policies have been used successfully in system administration and access
control as a way for users to express detailed preferences. We believe that poli-
cies written by — and thus under the control of — individual users provide the
functionality required.

We discuss the advantages of policies over features, and define an architec-
ture in which policies can be used to control calls. We will find that policies do
not remove the feature interaction problem, and hence conflict detection and
resolution mechanisms will form an essential part of the proposed system. Res-
olution of conflicts at runtime requires flexible mechanisms, such as those that
agent technologies can provide. The system is user-oriented and addresses the
fact that future call control needs to enable individuals to achieve their goals.

We provide the background to this work in section 2, in particular introducing
the key concepts: features, policies, feature interaction and policy conflict. In
section 3 we propose an architecture and discuss its components. Sections 4 and
5 are used to define the operation of a system built on the architecture. We then
return to discuss the link between policies and agents in section 6. Finally we
summarise the approach and indicate further work in section 7.

2 Background

2.1 Policies and Features

Policies are defined as information which can be used to modify the behaviour of
a system [16]. We interpret modify in this definition, to include specification of
default behaviour, restriction of the system and enhancements of the functional-
ity. Considerable interest in policies has developed in the context of multimedia
and distributed systems. Policies have also been applied to express the enter-
prise viewpoint [22] of ODP (Open Distributed Processing) and in agent-based
systems [4].

In telecommunication systems, customized functionality for the user is tra-
ditionally achieved by providing features, i.e. capabilities that have been offered
on top of a basic service. Features are imperative by nature, in contrast to poli-
cies which are descriptive. Features are supplied by the network provider and
thus do not offer completely customized functionality. Consider a call forwarding
feature: the user choices are whether the feature is available or not, and which
telephone number the call gets forwarded to!. There is no possibility for the
user to forward only some calls or to treat certain calls differently, e.g. forward
private calls to the mobile and others to a voicemail facility.

However, recent technological advances mean that users are connected nearly
anywhere and nearly all the time. In this context, users should have much more

! Note, however, that large organisations can have “call plans” that allow for routing
based on time and location.
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control over their communications. Users should be able to define their availabil-
ity, that is when they are available to receive communications and which ones.
However, a usable mechanism for this must go much further than static rules;
it must take the current context of the user into account. After all, the goal of
new features should be to provide communications that are least intrusive to the
user, but at the same time trying to satisfy all parties involved.

It is exactly the flexibility, adaptability and end-user definition of policies
that makes them an ideal candidate technology for features of the future.

2.2 Policies and Feature Interaction

One might hope that policies would remove the feature interaction problem,
simply by being higher-level. However, this would be far too optimistic, and in
fact interaction problems are a harsh reality even at the more abstract level.
The policy community has recognised that there are issues, which they refer
to as policy conflict, but has not considered any practical solutions (the best
effort to classify the problem being [16]). Most people in the policy community
appear to think that this is a minor problem and will simply vanish, an opinion
shared by many others outside the feature interaction community. We will use
the terms policy conflict and feature interaction interchangeably, as essentially
the two refer to the same problem but in two different domains.

The difference between policy conflict and feature interaction is twofold. The
future will see many more policies than we have seen features. This is due to
policies being defined by end-users. In addition to the increase in the number of
policies, users are not aware of the feature interaction problem, or at least are
generally not expert enough to anticipate problems. It should be obvious that
this only increases the size of the feature interaction problem. It requires more
workable, automatic solutions to detecting and resolving interactions. On the
other hand, policies can contain preferences and the context can also provide
priorities which can be used to resolve conflicts. The new communication archi-
tectures provide richer underlying network technologies that more readily allow
information exchange between parties. Thus one could argue that the feature
interaction problem is actually easier to deal with in new systems.

2.3 Feature Interaction and Agents

One of the strong aspects of agents is their ability to cope collaboratively with
unexpected events in the environment due to some of their basic criteria: au-
tonomy, pro-activeness, reactivity, collaboration and negotiation. To achieve this
agents use standard Al techniques derived from knowledge engineering and ma-
chine learning, but add distributed coordination and negotiation facilities. An
introduction to intelligent agents is provided in [27]. The occurrence of feature
interaction is an unexpected event in a distributed environment, so agent tech-
nology might provide solutions here.

There is some work in the feature interaction community discussing the role
of agents. Features and resources are represented by agents able to communicate
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with each other to negotiate their goals; successful negotiation means that an
interaction has been resolved. The a priori information required is hidden in the
concept of successful negotiation — it must be known when goals interfere.

In an early paper [25], Velthuijsen evaluated a number of distributed artificial
intelligence techniques (DAI) to help solve the feature interaction problem. Sev-
eral approaches have since been developed using the techniques. For example,
Griffeth and Velthuijsen use negotiating agents to detect and resolve interac-
tions in [12]. A resolution is a goal acceptable by all parties, and is achieved
by exchanging proposals and counter-proposals amongst the agents. Different
methods for negotiation have been envisioned: direct (agents negotiate directly
without a negotiator), indirect (a dedicated negotiator controls the negotiation
and can propose solutions based on past experience) and arbitrated (an arbitra-
tor takes the scripts of the agents and has sole responsibility to find a solution).
Griffeth and Velthujsen concentrate on indirect negotiation. The approach has
been implemented in the experimental platform “Touring Machine” [3], although
no conclusive report about the success is provided.

Rather than using direct negotiation, Buhr et al. [6] make use of a blackboard.
Features are represented by agents which exchange information by writing to
a public data space. Other agents can change the information written to the
blackboard and a common goal can be negotiated. Amer et al. [1] also use the
blackboard technique, but extend their agents to make use of fuzzy policies.
Agents set truth-values (0 to 100) to express the desirability of certain goals.
These values are then adapted as the call progresses, depending on the values of
other agents. In the case of a conflict, an event with the highest truth-value is
executed.

The suggested approaches are promising. But the existing telecommunication
network architectures do not provide feature-to-feature communication. The ap-
proaches require a significantly different network architecture. We will discuss
such an architecture in the policy context and consider the link between agents
and policies later in section 6.

3 The Policy Architecture

In [21] we proposed a three layer architecture consisting of (1) the communica-
tions layer, (2) the policy layer and (3) the user interface layer. We will discuss
the relevant details of the architecture again in this paper. A three-tier archi-
tecture is used in completely different ways for other applications. However, a
three-tier policy architecture emerges naturally.

This architecture provides a number of key aspects, the details of which we
discuss throughout the paper. With reference to Fig. 1:

— The Policy Servers can communicate with each other to negotiate goals or
solutions to detected problems. This is not possible in existing communica-
tion architectures. It is this element that makes the use of agent technologies
possible.
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Fig. 1. Overview of the Proposed Architecture

— The User Interface Layer provides end-users with a mechanism to define
functionality using a policy definition language. Such a mechanism does not
exist in traditional telecommunication architectures, but recent architectures
such as SIP (the Session Initiation Protocol) allow for caller preferences. A
similar layer could be used in agent architectures to define the agent’s goals.

— The User Interface Layer and the Policy Servers make use of context in-
formation (e.g. the user is in the office) to provide new capabilities. To our
knowledge this has not been done before in the communications domain, but
is somewhat natural to agent technologies where the environment influences
the behaviour.

— The Policy Server layer is independent of the underlying call architecture.
That means that we can work across several communication architectures if
required. Advances at the communications layer will not adversely impact
on the higher layers.

— All intra-layer signalling can be achieved by methods based on protocols
such as SOAP (Simple Object Access Protocol).

The architecture makes the underlying communication network transparent
to the higher layers. It enables end-user configurability and provides communi-
cation between policy servers which can be used for interaction handling. We
will briefly discuss next the details of each layer.

3.1 The Communications Layer

The communications layer represents the call architecture. Details are not rele-
vant for this paper. However, we impose two crucial requirements on the com-
munications layer. (1) The policy servers must be provided with any message
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that arrives at a switching point; routing is suspended until the policy server has
dealt with the message. (2) A mapping of low-level messages from the commu-
nications layer into more abstract policy terminology must be defined (usually
developed by a domain expert, and in its simplest form is a dictionary).

In this paper we assume that both requirements are fulfilled. Our investiga-
tions have shown that this is a realistic assumption.

3.2 The Policy Server Layer

The policy server contains a number of policy servers that interact with the
underlying call architecture. It also contains a number of policy stores, that is
database or tuple space servers where policies can be stored and retrieved by the
policy servers as required. We assume that several policy servers might share a
policy store, and also that each policy server might control more than one switch-
ing point or apply to more than one end device in the communications layer.
One user’s policies are stored in a single policy store. For reliability replication
could be considered (however this is outside the scope of the current work).

The policy servers interact with the user interfaces in the policy creation pro-
cess as will be discussed in section 4. They also interact with the communications
layer where policies are enforced; this will be discussed in detail in section 5.

A further role of the policy server is to detect and resolve (or suggest res-
olutions of) conflict among policies. To enable richer resolution mechanisms,
communication between policy servers for information exchange is permitted.
Further, the policy servers have access to up-to-date information about the user’s
context details which are used to influence call functionality.

3.3 The User Interface Layer

The user interface layer allows users to create new policies and deploy these in
the network. A number of interfaces can be expected here: graphical or text-
based interfaces, voice-controlled mechanisms, or administrative interfaces, each
providing functionality targeted at certain types of users and devices.

The normal user will use a text-based interface for most functions. However
mobile users might not have the capability to use such technology, so voice-
controlled interfaces are more appropriate. These also suit users that simply
want to activate or deactivate policies. A voice interface is essential for disabled
or partially sighted users. Both text and voice interfaces should guide the user
in an intuitive way, preferably in natural language or in a graphical fashion.
We discuss a text-based interface in more detail in section 4. We also envision
libraries of policy elements that users can simply adapt to their requirements and
combine to obtain the functionality required, in a similar way that for example
clip-art libraries are common today.

The administrative interfaces are system-oriented and exist mainly for system
administrators to manage more complex functionality.

The policy definition environment provides access to contextual variables
which are instantiated at runtime by the policy servers with actual context
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information. For example, “secretary” in a forwarding policy could be filled in
from a company organisation chart in conjunction with holiday and absence
information. Also, the location of a user could be determined from an active
badge system.

4 Defining Policies

Policies should provide the end-user with capabilities to get the most out of their
communication systems. End-users usually use their communication devices in a
social or commercial context that imposes further policies. For example an em-
ployee is often subject to company policies. Hence policies will be defined at dif-
ferent domain levels (users, groups, companies, social clubs, customer premises,
etc.) by differently skilled users. Any policy definition process needs to take this
into account.

4.1 A Policy Description Language

In previous work [20] we have introduced initial ideas for a policy description
language (PDL) that allows us to express call control policies. Here we present
more details on APPEL (the Accent Project Policy Environment/Language)?.
We have analysed a set of more than 100 policies before defining a language that
is able to express these. Further, any traditional feature can also be expressed.

The syntax of APPEL is defined by an XML grammar which we present
using a graphical notation. We will only provide an informal insight into the
semantics where appropriate.

A policy document (policydoc, see Fig. 2) forms the highest level in which
one or more policies are encapsulated.

|, alwaysnever_modality |

policydoc | [ wu /  policy ST | |, preference_opi_modality |

.
- |, policyrules [~

Fig. 2. The Policy Document Element and its immediate Children

A policy is the object of highest interest in the policy description language.
A policy has a number of attributes, whereby owner highlights the person that
the policy belongs to and appliesTo highlights the person/group that the policy
applies to. Here one could argue that the two are mostly the same. However, in
an enterprise context this might not be so: a policy might have been created
(and be owned by) a system administrator but applies to one or more people in

2 appel — from French: a call
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the enterprise. Further each policy can be enabled or not, determining whether
the system should apply the policy.

A policy contains a policyrules element and might contain two kinds of
modalities. Note that the user interface will typically also provide for temporal
modalities — however these are encoded as conditions. A policy might specify
an always/never modality. If always is specified it is assumed that the policy
actions should be applied. If never is specified the user intends that the actions
do not occur. Policies might also have a preference or obligation modality. These
modalities will be used when policy conflict is detected and must be resolved.
We have currently not specified a weight for the preference modalities.

A policy contains one or more policy rules (policyrules), where the policy
rules are concatenated using one of four operators: guarded choice, unguarded
choice, parallel application or sequence. All these operators are binary; larger
chains can be achieved by appropriate nesting of policy rules.

When evaluating policies, it is relevant to be able to determine if a policy
applies and if so, what actions should be taken. This depends fundamentally on
the meaning of the combination operators. We discuss this next:

Guarded choice. When two policy rules are joined by the guarded choice opera-
tor, the execution engine will first evaluate the guard. If the guard evaluates
to “true”, the first of the two rules will be applied, otherwise the second.
Clearly once the guard has been evaluated it is necessary to decide whether
the individual rule is applicable and whether there is no conflict that pro-
hibits the enforcement. The guard could be emulated by suitable conditions
on the level of a policyrule, however there are uses for having guards at the
higher level.

Unguarded choice. Unguarded choice provides more flexibility, as both parts will
be tested for applicability. If only one of the two policy rules is applicable,
this will be chosen. If both are applicable, the system can choose one at
random (the current implementation will select the first).

Sequential composition. With sequentially composed policy rules, the rules are
enforced in the specified order. That is we traverse the structure, determining
whether the first rule is applicable. If so, we apply the first rule, and then
move on to check the second rule. Note that the second rule will only be
checked if the first rule is applicable.

Parallel composition. Parallel composition of two rules allows for a user to
express an indifference w.r.t. the order of two rules. Both rules are enforced,
but the order in which this is done is not important. An example would be a
rule that leads to the attempt to add a video channel and the logging of the
fact that this is attempted: we would allow the system to resolve the order
of the two actions.

A policy rule (see Fig. 3) defines the triggers and conditions that need to
hold for the action to be applied. We allow for policy rules that do not have
trigger events (so-called goals) and also for rules that do not specify conditions.
However, an action always needs to be specified.
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Fig. 3. The PolicyRule Element and its immediate Children

A policy might be activated by one or more triggers. The semantics here
is that if any of the stated triggers occurs during enforcement, the policy is
considered to have been triggered — whether the action should then be applied
depends on the conditions provided. Goals are always considered to be triggered.

The enforcement of a policy usually means that the actions stated within the
policy are applied to the underlying system. A user can specify a single action
or a number of actions. If a number of actions is specified it is important to
determine their application order. Four operators are provided for this purpose;
we discuss their respective meaning next.

And specifies that the policy should lead to the execution of both actions. How-
ever, the order is not specified. This means that in general we will execute
actionl and action2 in any order. The current implementation will execute
the first action first, but this is only a design decision and one could execute
the actions in parallel.

Or specifies that either one of the actions should be taken. The current imple-
mentation will assume that actionl will be taken. Note that “or” is impor-
tant when a conflict is detected: it provides the system with an alternative
action to be taken which might not be conflicting.

Andthen is a stronger version of “and”, as here the order is prescribed in that
actionl must precede action2 in any execution.

Orelse is the “or” operator with a prescribed order. This specifies that a user
requires actionl to be tried first.

We have discussed the actions and triggers elements of a policy rule; now we
consider conditions. A condition might be a simple condition or a more complex
combination of conditions (see also Fig. 4). In the latter case, conditions can
be combined with the usual boolean “and”, “or” and “not” operators. These
operators have their usual meaning.

A condition is a simple test where a parameter is compared to a value using
a number of operators. The operators are predefined in the grammar, but might
have subtly different meaning depending on the arguments they are applied to.
For example in applied to time might mean that the actual time falls within
an interval, but in applied to a domain object might mean that the entity is
in the domain. Conditions in policies refer to concepts from the context of the
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Fig. 4. The Conditions Element and its immediate Children

user/call. These concepts are encapsulated in parameters. It is possible to add
further parameters.

Note that while the language has been developed in the context of call control
systems it is thought to be more generally applicable. The only aspects of the
language that are domain-specific are the available parameters, triggers and
actions. However, these are clearly separated and thus can be readily adapted
to other domains.

4.2 TUser Interfaces

The presented language is quite expressive. However, we do not expect the end
user to define policies directly in the policy description language (i.e. raw XML.
This would be unrealistic, as we expect the user to be less knowledgable and
certainly not to be a computer expert. In order to make the policy language
usable, we have developed a simple wizard that aids the user in creating and
handling policies (currently a prototype). Also, this wizard is specific to policies
in the call control context, but can be adapted to other domains. The interface
is web-based, so users can access it from anywhere. The users are authenticated,
and depending on their credentials will be allowed more or less possibilities in the
interface. In general the interface provides functionality to create new policies,
edit or delete existing ones as well as enabling and disabling policies that are
currently deployed.

Once the user submits a change request the system gathers the relevant
information. For creation and editing of policies, the XML representation of the
policy is generated. The policy identifier, and if required the XML version, are
submitted to the policy server. We consider the details in section 4.3.
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It is intended that further interfaces will be added. In particular we will in-
vestigate VoiceXML based interfaces to allow users to handle policies on devices
such as mobile phones where speech is the most appropriate input medium. At
the lowest level, administrators might encode policies directly in XML using
off-the-shelf tools.

4.3 Upload of Policies

A policy server provides an interface to receive changes to policies (with appro-
priate authorisation). The current implementation receives simple text messages
on this interface, although we consider using SOAP [26] for future enhancements.
The user interface layer uses this interface to submit the gathered information
and to receive any feedback on success or failure of the operation.

In the absence of the feature interaction problem, all that would be required
now is to insert the new policy into the policy store or to update the existing
policy. This is exactly what happens if no conflict is detected. However as we
have indicated, conflicts are rather likely. Hence, before inserting policies into
the store a consistency check is performed on the set of policies applicable to the
user. If a conflict is detected the change is not committed to the policy store,
but rather an informative response is sent to the user. Such a message will state
that there was a problem and suggest possible solutions, if they are available.

4.4 Interactions

It would be desirable if the policy architecture would not give rise to conflicts.
However, this holy grail has not been achieved in many years of feature in-
teraction research. It appears to be possible only at the cost of reducing the
expressiveness of the policy language to trivial levels. We have taken a more re-
alistic stance by introducing a guided design process that automatically checks
policies for the presence of conflict and presents any detected problems to the
user, together with suggested resolutions.

When the user has attempted to upload a new policy this is checked against
other policies from the same user, but also against policies that the user might be
subject to (e.g. due to her role in the enterprise). We can however only check for
static interactions, i.e. those that are inherent to the policies independent of the
contextual data. This suggests the use of offline detection methods and filtering
techniques, which have been developed by the feature interaction community.

Any inconsistencies detected need to be reported to the user. The resolution
mechanism is typical of offline methods — a redesign of the policy base. We
consider the following methods most appropriate for the policy context, although
an implementation is required to determine which is most suitable.

Anise [24] applies pre-defined or user-defined operators to build progressively
more complex features. This neatly maps onto the philosophy of the policy def-
inition language. The composition mechanism is able to detect certain forms of
interaction arising from overlapping triggers. Zave and Jackson’s [28] Pipe and



200 Stephan Reiff-Marganiec

Filter approach detects conflict of features that occur in specific, pre-defined or-
der. An interesting approach is presented by Dahl and Najm [9] which allows for
ready identification of interactions as occurrence of common gates in two pro-
cesses. Thomas [23] follows the more common approach of guarded choices. The
occurrence of non-determinism highlights the potential for interactions. Avail-
able tools allow the automatic detection of non-determinism, and these tools can
be incorporated into the policy server. Many of the off-line techniques require
analysis. This is done by either checking the models against specified proper-
ties (e.g. feature and system axioms) or by finding general properties such as
deadlock, livelock or non-determinism (or a combination of the three). Again
automatic tools for detecting these problems can be incorporated as part of the
policy server. Note that these methods are applied at policy definition time, so
execution times are less of an issue (as long as they stay within reason).

In fact we are not restricted to static interactions: we can also detect the
potential for conflict. That is, we can filter cases where an interaction might
occur, depending on the particular instantiation of contextual data. A suitable
approach might be derived from the work of Kolberg et al. [14] Here the user
has a choice of redesigning the policy or simply to accept that conflict might
occur and let the enforcement process handle it when it occurs. In the latter
case some additional information might be included in the policies to indicate
the potential conflicts to guide any online resolution technique. The question, as
to what information is required remains unanswered in our work so far.

One might suggest that the consistency check be performed at the user’s
device rather than at the policy server — a valid point which has been consid-
ered. Performing the check in the policy server has the major advantage that all
details of the user’s policies, as well as those from the same domain, are accessi-
ble and can be considered without transferring all policies to the user’s device.
Furthermore the user side of the implementation is kept light-weight, which is
important for less powerful end-devices such as mobile phones or PDAs.

4.5 A Worked Example

To illustrate what we said in this section, consider the following example with a
typical user, say Alice.

Alice already has a policy that asks to “forward calls to my voicemail in
evenings”. However, she is expecting an important call and sets up a new policy
that specifies “forward calls to my mobile after 16:00”.

To set up the policy, she will chose an appropriate policy type forward calls to
target, which will allow her to set target to “mobile”, simply by selecting values
from lists. She then can add an extra condition, again by choosing a prototype
when it is later than time and refining time to “16:00”.

On receiving an upload command, the policy server checks the policies for
consistency. Under the intended semantics, Alice’s new policy conflicts with her
existing policy: ‘in the evening’ both apply and they specify different forward
targets. A possible solution that might be suggested is that Alice disables her
usual evening policy temporarily to allow for the exceptional circumstances.
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Fig. 5. Policy Enforcement Process

5 The Call Process

In the previous section we have discussed how users can define their policies
and upload them to the policy server. In this section we discuss how policies are
enforced to achieve the goals they describe.

5.1 Applying Policies to a Call

Let us consider a typical call setup. When attempting to set up a call from A
to B, A’s end device will generate a message that is sent to A’s switching point
(or proxy). From there the message gets forwarded through a number of further
switching points until it reaches B’s end device.

If we assume that policy servers are associated with switching points, then
at every switching point that the message reaches it is sent to a policy server.
Routing is suspended until the policy server allows continuation, and only then
is continued with respect to the response from the policy server. In SIP, we can
intercept, modify, fork and block messages by using SIP CGI [15]. It is easy to
extract the complete message and pass it to the policy server for processing.

Once the policy server has obtained a message it needs to process it. The
general process is to retrieve all applicable policies and to change the message
as required. If there are no applicable policies, the message is simply returned
to the proxy unchanged for onward routing. More interestingly, if one or more
policies apply the required changes can be made to the original message. Alter-
natively new or additional messages can be created. The example in Fig. 5 shows
“progress info” messages that are generated by the policy server. Also, if a policy
requires forking of a call (e.g. “always include my boss in calls to lawyers”) the
respective messages to set-up the extra call leg need to be created.
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Any messages returned to the proxy server are then routed onwards to the
next proxy server, where the same process of forwarding the message to a policy
server and application of policies is performed. Figure 5 shows an example of
this process for a call between two parties where policies are enforced in one
direction. We can also have scenarios where the policy at the remote end affects
the originating end. Note that the figure shows two message exchanges between
the policy servers, labelled pre- and post-negotiation. These allow for resolution
of conflicts; we return to them later in section 5.3.

The process of applying a policy is somewhat complex. It requires the received
message to be analysed, then the retrieval of any applicable policies as well as
the retrieval of any required context information. Conflicts of policies must be
determined, and new messages must be generated and sent.

It is impractical to require the user to always provide the relevant informa-
tion when establishing a call, but this is not necessary. Most of the required
information can be inferred from the context. For example, roles may be de-
fined in a company organisation chart, the location can be established from the
user’s diary or mobile home location register. Or better, “mobile devices have the
promise to provide context-sensing capabilities. They will know their location
— often a critical indicator to the user’s tasks.” [11]. From the location, further
facts can be derived, depending on the quality of the location information, GPS
does not allow fine grained positioning, but smart badges could precisely locate
users inside buildings. Hence, from you being in your boss’s office, it can be
derived that you are probably in an important meeting and do not wish to be
disturbed. When having lunch with friends or colleagues, a lecturer might not
wish to be disturbed by students. Note that we are not concerned with privacy
issues at this moment.

The analysis of the messages must extract the relevant information, such
as sender and recipient, as well as any other information that might occur in
policies. Here it is important to point out that this involves a translation of
communications layer messages into policy events. Clearly, the amount of call
status information that can be used is dependent on what the underlying com-
munications layer supports. For example, in the IN the topic of a call is usually
not identifiable and hence cannot be used. Messages that are issued from the
policy server to the communications layer require a reverse translation, that is
policy events need to be converted into communications layer messages.

A number of policies can be applicable in any scenario. All goals and those
policies relating to the trigger event can be activated by the call, provided that
the sender or target of the message applies to the user of the policy.

In a next step further conditions must be evaluated. Usually this requires
the context variables in the conditions to be instantiated with current values
extracted from context information. Those where the conditions are not satisfied
can be discarded from the set of applicable policies.

The remaining set of policies needs to be analysed for conflicts, and these
must be resolved before the response messages can be generated. We consider
an example before reconsidering interactions.
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5.2 A Worked Example

We return to Alice for a further example. We now also have a company compe-
tition.com with three employees Paul, John and Janine.

Alice regularly speaks to Paul but also knows John. She prefers to speak to
people she knows, so she has a policy that states “I prefer to speak to John if
Paul is busy”. But Paul also has a policy to handle redirection when he is busy:
“T expect my calls to be redirected to Janine when I am busy”.

Alice rings Paul while Paul is busy, this causes a conflict as Alice prefers to
be forwarded to John rather than Janine. This conflict is somewhat new with
respect to feature interactions, it is caused by a caller preference. This was not
possible with traditional features.

For a resolution we can see several options here. One could always give prece-
dence to caller expectations (after all, they are usually the paying party) — in
which case Alice gets her wish. We also have preferences in the policies, and
here Alice has expressed “prefer”, whereas Paul has expressed a rather stronger
concept of “expect” — thus, Paul will be granted his goal.

Another option is to start a negotiation process. Details of how to do this are
not clear at this point. It is here that we hope for agent technologies to provide
solutions; we return to this when discussing interactions in the next section.

5.3 More Interactions

In the example we have seen an interaction that only occurred while a call was
actually taking place. Any detection mechanism incorporated in the enforcement
part of the policy server needs to be able to detect and resolve such conflicts.
The introduction of policy support must also not create unreasonable delays
in call setups. However, if users are aware that complex steps are needed to
resolve sophisticated policies, they should learn to live with the delays — and
probably are happy to do so when the outcome is productive for them (hence
the intermediate information messages are produced by the policy application
process).

On-line and hybrid feature interaction approaches could provide possible so-
lutions. A special category of on-line techniques, so called hybrid techniques,
provides information gathered by an off-line phase to improve the on-line tech-
nique. This is of particular relevance when the available information at run-time
is too limited to resolve detected interactions. However, we believe that in a pol-
icy context the available information is sufficient to resolve conflicts. The under-
lying architecture provides protocols that are rich enough to facilitate exchange
of a wide range of information. There are essentially two classes of run-time ap-
proaches. One is based around the idea of negotiating agents, the other around
a feature manager. Examples of the former are presented by Velthuijsen [25] and
Buhr et al. [6]. Examples of the latter are presented by Cain [7], Marples and
Magill [17], and Reiff-Marganiec [19].

In the feature manager approach a new entity is included in the call path, a so-
called feature manager that can intercept events occurring in the system (such as
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messages sent, access to resources, etc.). Based on this information, the detection
and resolution of conflict is possible. In [7], the feature manager knows specific
undesired behaviour patterns and potential resolutions. The feature manager in
[17] detects interactions by recognising that different features are activated and
wish to control the call. The resolution mechanism for this approach [19] is based
on general rules describing desired and undesired behaviour.

Feature manager approaches lend themselves to the policy architecture, as
their main requirement is that the feature manager is located in the call path.
This is naturally the case with policy servers. However, feature manager ap-
proaches so far have suffered from a lack of information to resolve interactions
(though some progress has been reported in [19]).

Negotiation approaches have been considered in section 2. Their handicap
in current architectures is the sophisticated exchange of information required
which is not supported. However, our architecture provides for this by allowing
communication channels between policy servers.

Two forms of negotiation are practical in the policy architecture: pre- and
post-negotiation. In the former case, the policy server contacts the policy server
at the remote end and negotiates call setup details to explore a mutually accept-
able call setup. The communications layer is then instructed to set up the call
accordingly. In post-negotiation, the policies are applied while the call is being
set up, thus potentially leading to unrecoverable problems.

We hope that the agent community can provide solutions for negotiation in
this context — or help with their development. Clearly, negotiation requires the
exchange of information. It is here that we have a number of immediate points:
it must be researched what information needs to be exchanged for negotiations
to be successful. Also, as we are dealing with personal policies it might be unde-
sirable to make information available to the other party. Clearly issues of privacy
(which could be seen as “appropriate sharing” rather than hiding of information)
need to be considered in any solution. Also, any approach developed will need
to be part of the production system and hence must be efficient and scalable.

6 Policies and Agents

This short section simply serves the purpose of bringing the discussion from the
background full circle. We have earlier described how policies and features are
related, as we discussed the relation between feature interaction and agents and
have also (throughout the paper) highlighted the similarities between feature
interaction and policy conflict. Here we will summarise the relation between
policies and agents.

We can consider the relation between policies and agents in two ways: how
can agents help with policy conflict? and can policies be useful for agents? We
will not attempt to provide definite answers to either question, but rather give
our general view — in this sense the following is rather speculative.

In section 5.3 we have discussed the role that we foresee for agents in the
policy architecture. Our hope is that agents will provide the solution to the
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negotiation required at runtime when a policy conflict is detected, we called this
post-negotiation. We have also indicated that agents might attempt to prevent
conflict, by determining outcomes before the actual actions are committed. We
referred to this as pre-negotiation.

In the former case it is required of the agents to exchange the relevant de-
tails to come to a solution. However, note that we are not dealing with just
two agents: there might be many more with each representing an entity that is
interested in the call. In particular there are the end-users, but there might also
be companies that impose rules and network providers that have to ensure that
the communication network remains stable. One could envision decentralised
negotiation or, if this is more suitable, centralised negotiation via some trusted
“black board” or other entity. However, we can see that negotiation is relatively
independent from the underlying call architecture as all that must be known
about the network is the entities that have an interest in the negotiation.

The latter case does make matters somewhat more complex: a closer integra-
tion between the call architecture and the agents is required. In addition to what
was said above the entities that have an interest in the communication must be
found. While a remote end of the call (usually) knows the route the call took to
reach it, the originating end cannot know the route. This is largely because the
obvious route might not be appropriate in the context of policies that change
the route (for example a forwarding policy).

However, we can also see that a policy framework and language (like APPEL)
might be useful for users to describe their goals for agents. In general agents are
acting on behalf of a user to achieve goals that the user wishes to achieve.
However, as far as the author understands, these goals are often encoded in the
agent in a way that is similar to what features provide for telecommunications.
For example, a search-bot has the goal of finding information regarding a certain
query, and it is the query that can be specialised by the user. We think that
user defined policies could provide a means of making agents more generic and
dynamically reconfigurable. In particular they could be controlled by high-level
goals set by the user. These goals will then automatically provide a framework for
negotiation, as all policies together specify what is and what is not acceptable
for the user. This requires for the policy language to be connected to agent
ontologies in a generic way.

We believe that both aspects require some further investigation, which might
best be conducted by teams composed of members of both the agents and the
feature interaction communities.

7 Conclusion and Further Work

7.1 Evaluation

We have considered how policies can be used in the context of call control,
especially how they can be seen as the next generation of features. The policy
architecture allows calls to be controlled by policies. Each policy might make use
of the context of a user. This allows context-oriented call routing, but goes far
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beyond routing by allowing for availability and presence of users to be expressed.
In this way we can achieve truly non-intrusive communications that enable users
to achieve their goals.

Policies can be easily defined and changed. We have introduced the APPEL
policy description language. More importantly, changes and definition of new
policies can be performed by the end-user via a number of interfaces. Web and
voice interfaces have been discussed.

We have suggested some off-line techniques from feature interaction for poli-
cies to be checked for consistency when they are designed. They can be applied
to new policies as well as to existing ones where detailed information is available
(e.g. within the same domain). However, calls will eventually cross domains and
then it is not possible to determine the policies that might conflict due to the
sheer number of policies and users; the actual connections between users cannot
be predicted. This requires that we make use of on-line techniques to resolve any
such issues. To detect conflicts automatically, both off-line and on-line methods
require an understanding of the conditions and actions to determine when poli-
cies are invoked simultaneously and when their actions lead to inconsistencies.

7.2 Future Work

A prototype environment to create and enforce policies has been developed on
top of a SIP architecture. Thus the proposed architecture has been implemented.

The methods for detecting and resolving policy conflict identified in this
paper need to be implemented in the prototype such that empirical data on
their suitability can be gathered. That is, policy servers need to be equipped with
mechanisms that can perform static consistency checking of uploaded policies.
They also require mechanisms to detect and resolve conflicts at run-time. It is
here that we envision the use of agent technologies. We have discussed some of
the requirements and open questions in section 5.3.

In the future we would like to test the top layers on top of other systems.
For example, in the telecommunication domain we are considering H.323, but
we would also like to move the concept outside the telecommunication domain
and have planned an investigation in the context of web services. Further devel-
opment of additional user interfaces should strengthen the prototype. Another
research area is the automatic gathering of context details, which is interesting
in itself but beyond the scope of our work.

Other ideas for further work, include the linking of agent ontologies to the
policy language in a generic way (as suggested in section 6). Also, the issue of
privacy has not been addressed in this paper. For the acceptance of the sys-
tem, secure storage and controlled access to user policies and profiles is highly
important. Also, legal reasons prescribe for any system containing such private
information to have a clear privacy “policy”.
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Abstract. Agents and Multi-Agent Systems (MAS) are considered a
suitable paradigm for engineering complex systems. Interaction is a pri-
mary source of this complexity and coordination plays a key role for its
management, providing the means for modelling and shaping the agent
interaction space so as to engineer the global behaviour of the system
as a whole. Feature-based systems are certainly complex systems: they
are generally composed by several interrelated parts which work together
to provide global functionalities. The set of functionalities is not fixed,
but typically evolves with the (dynamic) integration of new features.
In this paper we investigate the possibility of using agents and coor-
dination abstractions for the engineering of feature-based systems; in
particular, typical feature issues — such as feature plug-and-play and the
feature-interaction problem — are framed in the agent-based engineering
context.

The content of the paper is articulated as follows: First, we provide an
overview of agent-oriented software engineering, in particular of the rea-
son why agent paradigm is suitable for complex systems. Here, the impor-
tance of the coordination dimension is reminded, in particular the adop-
tion of suitable coordination artifacts to engineer collective behaviour of
MAS is discussed. Then, features and feature-based systems are briefly
considered, sketching some of the main characteristics which make them
complex systems. After that, a perspective for engineering feature-based
systems on top of agents and coordination artifacts is provided; the main
points of the discussion are exemplified using the TuCSoN MAS coordi-
nation model & infrastructure applied to a simple case study typically
found in the feature literature, an email service engineering.

1 Agents and Coordination
for Complex System Engineering

Agent and Multi-Agent System (MAS) paradigms are considered the right level
of abstraction for modelling and engineering complex systems, characterised by
organisation structures and coordination processes that are more and more ar-
ticulated and dynamic [27, 29]. Agent-based control systems, inter-organisational
workflow management systems, agent-based Computer Supported Cooperative

M.D. Ryan et al. (Eds.): Objects, Agents, and Features, LNCS 2975, pp. 209-226, 2004.
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Work (CSCW) and team-based cooperative military contexts are prominent ex-
amples.

By complex systems we mean here systems composed by a quite large number
of independent and interacting parts, typically immersed and distributed into an
unpredictable/open environment (physical or non physical, such as the Internet).
The openness of systems typically implies that both the set of the components
of the systems, and their relationships/interaction can change dynamically, dur-
ing the lifetime of the systems themselves. Distribution and concurrency are
characteristics that can be found in almost any complex system.

The agent and multiagent paradigms are considered suitable since they pro-
vide abstractions (and methodologies, technologies) which naturally account for
these issues. Various definitions have been given for the agent concept. An agent
can be defined as an encapsulated computer system that is situated in some envi-
ronment and can act flexibly and autonomously in that environment to meet its
design objectives [29]. Among the main agent characteristics largely described in
literature here we mention [10]:

— autonomy — agents have control over both their internal state and their own
behaviour. This implies that an agent embeds necessarily its own control
flows;

— situatedness — agents are immersed in a particular environment, over which
they have a partial control and observability: they can receive inputs related
to the state of their environment through sensors and they can act on the
environment through effectors;

— goal orientation — agents are designed to fulfill tasks related to some specific
role, in order to achieve some specific objective.

Other important characteristics are pro-activeness, that is the ability to oppor-
tunistically adopt goals and take the initiative, and reactivity, that is the ability
to respond in a timely fashion to changes that occur to their environment.

It is worth remarking here some of the reasons why the agent paradigm
is considered more adequate for engineering complex systems than other main-
stream paradigms, such as the object-oriented and component-oriented ones [11].
Issues such as distribution of control, concurrency, openness of the environment
which characterise complex systems — are directly addressed by the abstractions
provided by the agent paradigm; this is generally not true in the case of object-
oriented and component-oriented models. Of course, the same issues can be faced
also in the context of these paradigms, but typically by adopting nonorthogo-
nal mechanisms which cannot found a suitable specification in the computational
model of the paradigm. Conversely, object-oriented and componentoriented tech-
nologies are typically used to implement agent-based technologies.

Multi-Agent Systems are ensembles of agents, acting and working indepen-
dently from each other, each representing an independent locus of control of the
whole system. Each agent tries to accomplish its own task(s) and, in doing so,
will typically need to interact with other agents and its surrounding environ-
ment, in order to obtain information / services that it does not possess or to
coordinate its activities in order to ensure that its goals can be met. However, a
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multi-agent system, as a whole, is conceived to achieve more complex or wider
goals than the mere sum of its component agents goals: MASs can typically be
understood as societies of agents, where the mutual interactions between agents
and with their environment leads to a useful global behaviour [3]. For this rea-
son, another fundamental characteristic of the agent abstraction is the social
ability, as the capability to be part of an agent society. The two main issues con-
cerning MASs are organisation and coordination, two interrelated dimensions
that are fundamental for designing, building and enacting Multi-Agent systems.
Roughly speaking, organisation accounts for defining MAS structure and rules
concerning this structure, often in terms of roles, and agentrole, inter-role and
role-environment relationships; coordination accounts for defining the social rules
and norms necessary to manage agent interaction and drive the MAS to achieve
its social objectives.

In this context, MAS infrastructures are fundamental to support agent soci-
eties lifecycle, providing basic services to support both intra-agent and intera-
gents issues, such as agent life-cycle management, agent communication and in-
teroperability, and high-level services for MAS organisation and coordination [5].

1.1 Engineering Systems with Agents

So, agent and MAS paradigm provides models, infrastructure and technologies
that can be exploited to cover all the stages of software engineering, from analysis
to deployment and runtime. For the purpose, some agent-oriented methodolo-
gies — in particular for the analysis and design of systems — can be found in
the state of the art: notable examples are GATA [28], DESIRE [1], TROPOS
[21], MAS-CommonKads [9] (see [8,26] for comprehensive surveys). It must be
said, however, that none of them has reached the maturity which characterises,
instead, object-oriented and component-oriented approaches.

Basically, engineering a system in terms of agents involves first identifying
individual and collective/social activities needed to achieve system goals, and
then mapping the activities on agents and agent societies according to some
organisation and coordination approach [13,30]. In particular, individual tasks
are associated with one specific competence in the system, related to the need
to access and effect a specific portion of the environment, and carry out some
specific job. Each agent in the system is assigned to one or more individual tasks,
and the agent assumes full responsibility for carrying out assigned tasks. From
an organisational perspective, this corresponds to assigning each agent a specific
role in the organisation/society. Social tasks represent the global responsibilities
of the agent system, typically requiring several heterogeneous competencies. The
achievement of social tasks leads to the identification of global social laws that
have to be respected and/or enforced by the society of agents, to enable the so-
ciety itself to function properly and according to the global expected behaviour.
From an coordination perspective, this corresponds to choose a coordination
model and use the abstractions it provides to represent and enact the social laws
in terms of coordination laws shaping and ruling the agent interaction space [13].
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1.2 Coordination as Engineering Dimension

Coordination is then a fundamental engineering dimension of MAS. Coordi-
nation approaches can be categorised in subjective and objective [16]: in the
former, all the coordination burden related to the achievement of social tasks
is distributed upon agents (no mediation abstractions are used); in the latter,
the coordination burden is balanced between agents and special purpose coor-
dination artifacts, which are runtime coordination abstractions mediating agent
(inter)action, and specifically designed to help an agent society to achieve its
objectives. The behaviour of a coordination artifact is designed to embed and
enact the social laws as required to achieve a social task.

The notion of coordination artifacts supporting societies in their coordination
activities can be found in different disciplines, also outside computer science. Ac-
cording to Activity Theory, every collaborating activity occurring in any social
context is always mediated by some kind of tool (artifact), in order to manage
the complexity of the involved interaction and automate the coordination [24].
Coordination artifacts are meant to be provided and supported by the MAS
infrastructure, according to the coordination as a service perspective [25]: so the
infrastructure itself must provide agents not only enabling services — enabling
for instance communication and inter-operability —, but also governing ones, to
specify and enact norms and rules governing agent interaction. The infrastruc-
ture then can be provider also of the basic services required to use and manage
coordination artifacts — in terms of creation, inspection and adaptation of their
behaviour.

Summing up, engineering complex systems upon a MAS infrastructure sup-
porting an objective coordination approach basically accounts for assigning and
enacting individual tasks by means of individual agents, and using suitably engi-
neered coordination artifacts to support social tasks and collaborating activities.

1.3 TuCSoN Coordination Infrastructure

TuCSoN (Tuple Centre Spread over the Network) is an example of MAS coor-
dination infrastructure supporting objective coordination [19]. An overview of
the TuCSoN world is depicted in Fig. 1. In TuCSoN coordination artifacts take
the form of tuple centres, design / runtime coordination abstractions provided
to agents by the infrastructure in order to enable and govern their interaction
[15]. More precisely, tuple centres are programmable tuple spaces [15], a sort of
reactive logic based blackboards; agents interact by writing, reading, and con-
suming logic tuples — ordered collections of heterogeneous information chunks —
to/from tuple centres via simple communication operations (out, rd, in) which
access tuples associatively (see Fig. 2). While the behaviour of a tuple space
in response to communication events is fixed and pre-defined by the model, the
behaviour of a tuple centre can be tailored to the application needs by defining a
suitable set of specification tuples, which define how a tuple centre should react
to incoming/outgoing communication events. The specification tuples are ex-
pressed in the ReSpecT language [4]; ReSpecT is logic-based, Turing-equivalent,
and makes it possible to express coordination laws in the form of reactions: it



Agents and Coordination Artifacts for Feature Engineering 213

Coordination space Organisation level
Tuple Centres
Organisation
ACC Negotiation
- »
TuCSoN nodes

Fig. 1. TuCSoN world. (Top) TuCSoN coordination space, with coordination nodes and
tuple centres inside the nodes. (Middle) Negotiation of an Agent Coordination Context
(ACC) by an agent that aims at joining an organisation and using its tuple centres.

(Bottom) Once inside the organisation, the agent uses the ACC as interface to access
tuple centres.
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Fig. 2. Using Coordination Artifacts. In the example, three agents interact through
the Test tuple centre. Four consequent stages are shown: (1) an agent inserts a tuple
pa(1,2); (2) the tuple centre reacts according to the reaction shown in the picture,
removing the tuple token and inserting the tuples p(1) and q(2); (3) and (4) two
agents that were waiting for tuples matching the p(X) and q(Y) templates respectively

retrieve and read the tuples just inserted.
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can be considered an assembly language for managing interaction and doing
coordination. The reactions are triggered by interaction events concerning the
tuple centres (both external, such as the invocation of a coordination primitive
by agents, and internal, such as the insertion or removal of a tuple by means
of a ReSpecT primitive). The semantics of ReSpecT has been formally specified
[14], defining the behaviour of the language primitives and the properties of
the reaction triggering and execution stages (such as non-determinism and the
atomic/transactional behaviour).

So, tuple centres can be seen as general-purpose customisable coordination
artifacts, whose behaviour can be dynamically specified, forged and adapted.

From the topology point of view, tuple centres are collected in TuCSoN nodes,
spread over the network and belong to specific organisations (see Fig. 1, top). In
order to access and use tuple centres of an organisation context, an agent must
negotiate and enter an Agent Coordination Context, which is used to define
its presence / position inside the organisation in terms of allowed actions on the
available artifacts (tuple centres) [18]. Fig. 1 shows these two basic stages: first an
agent negotiates the configuration of the ACC by means of the services provided
by the infrastructure (Fig. 1, middle); then, if the agent request is satisfiable
(according to the organisation rules defined by the specific organisation context),
an ACC with the specific configuration is created and entered logically by the
agent [17] (Fig. 1, bottom).

Summing up, in this section we provided an overview of the agent and coor-
dination artifact abstractions for engineering complex systems. In next section
we will consider feature-based systems as complex systems, and then amenable
to be engineered using the agent oriented approach.

2 Feature-Based Systems as Complex Systems

Features can be defined as optional-bits of self-contained functionalities, and are
used as structuring mechanism for engineering systems. Originally, the concept
has emerged in telecommunication context, in particular in telephone systems
analysis as a way of describing optional services to which telephone users may
subscribe [12].

Engineering a system by means of the feature abstraction involves start-
ing with a basic system core and then completing/extending the systems by
adding new features, as self-contained functionalities. Typically features cannot
be represented directly neither as objects, nor as components, since they concern
functionalities which span on multiple objects/modules/components. We can
recognise in the feature approach also a methodological aim: a feature includes a
description about how to transform a base system, by adding new encapsulated
functionality; the challenge is then the capability to add this functionality which
typically affects many parts of the system without rewriting/changing all the
system parts.

Feature integration and composition are then one of the main issues, and can
be described as the process of adding a feature to a base system. This process is
clearly non-monotonic, since a new feature may override behaviour / properties
present in the base system and in other features.
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From the integration issues, it emerges the main problem challenging research
on feature-based systems, that is the feature interaction problem [2], when sev-
eral features are integrated in the same system, they may interfere with each
other in undesirable ways. Conversely, in the same integration context, features
can work together positively: that is, there is feature inter-working, obtaining
new functionalities beyond the sum of the individual features. So detecting fea-
ture interaction that creates interference and not inter-working is a problem of
primary importance. It is worth noting that in other computer science contexts
(such as Software Engineering, Artificial Intelligence, Programming Languages)
the term interaction is used with a different acceptation, not as interference
but as the (usually desirable) effect of dependencies among components of a
system; in particular, it is used often to indicate communication (even if com-
munication can be considered as a special form of interaction). So, we can devise
two different perspectives on the notion of interaction: from one side, each fea-
ture emerges from the (positive) interactions of the components of a system: in
fact, the functionalities encapsulated by a feature can be often achieved only by
suitably coordinating the communications and more generally the dependencies
among the components. On the other side, the interaction between features is
instead what must be avoided or controlled.

Other interesting issues concerning feature research which are fundamental
for the engineering of systems are:

— feature models and languages — defining models and languages for speci-
fying and describing features. Which computational models are useful for
capturing feature abstraction? Either using purely algorithmic languages or
object-oriented ones seem not to be adequate to capture the real essence of
features, as functionalities involving multiple entities. For this reason As-
pect Oriented paradigm seems to be more effective; however, this approach
seems not to be adequate for handling feature interaction and inter-working
issues; moreover, Aspect Oriented focuses mainly at the compile time and
hardly provides means to support runtime/dynamic integration/evolution
of features. Policy-driven models have been recently considered as another
possible paradigm, mapping features as policies that rule interaction com-
ponents of a system and provide in the overall the functionalities required.
Here we claim that also coordination models and languages [6, 20] can be con-
sidered interesting for modelling and expressing features. These approaches
promote a clear separation between computation from coordination issues,
and provide specific abstraction for specifying and enacting the latter; the
coordination dimension concerns interaction management, and is not related
to a specific component but to the laws that glue components together;

— formal feature — the possibility of defining a formal semantics of feature
models and languages is fundamental for the verification of formal properties,
in particular to face the feature interaction problem with formal tools;

— feature evolution — engineering systems with some degree of flexibility implies
the need of supporting not only the integration of new features, but also
the evolution/change/replacement of existing ones, without breaking system
consistencys;



Agents and Coordination Artifacts for Feature Engineering 217

— feature for concurrent systems — almost all feature-based application scenar-
ios include aspects concerning concurrency and distribution, where features
concern components distributed on different execution contexts, on different
nodes of a network, so with multiple control flows;

— feature infrastructure — modern application scenarios require also more and
more the capability of changing systems behaviour at runtime, dynamically;
this implies the capability of integrating, removing, evolving features at run-
time, toward runtime feature plug-and-play [22,23]. This capability typically
can be faced by means of proper software infrastructures, providing runtime
support (services) for manipulating abstractions (features in this case) as
first class entities also at runtime.

3 Engineering Features with Agents
and Coordination Artifacts Infrastructure

Since agents and coordination abstractions are good for complex systems en-
gineering and feature-based systems provide a high degree of complexity, it is
interesting to investigate the application of the former as engineering tool for the
latter. Accordingly, this section provides a perspective, a possible way to con-
ceive the engineering of feature within a MAS context, in particular discussing
the main points and challenges that concern feature based systems as sketched
in the previous section.

As mentioned in Section 1, agent oriented software engineering accounts for
identifying in the analysis stage individual and social tasks required to reach sys-
tem objectives. Individual tasks are mapped onto individual agents while both
the social tasks with norms and the global properties of the system are mapped
onto agent societies or groups, which adopt some kind of coordination artifacts
in order to achieve the social objectives. A feature encapsulates a functional-
ity concerning multiple components inside a system; then it comes natural to
recognise the feature concept as a social task, which can be achieved by suitably
adapting existing coordination artifacts, and possibly introducing new agents
providing specific competencies that the features require. In other words, a new
feature implicitly or explicitly involves new relationships and rules among a set
of existing components or activities, and possibly the introduction of new spe-
cific activities (individual tasks) related to the relationships: so, first the new
relationships and rules can be expressed by coordination laws extending the
behaviour of the coordination artifact gluing existing individual activities, and
then the new individual tasks are assigned to new agents (roles).

Given this conceptual mapping, feature plug-and-play is obtained by evolv-
ing dynamically the behaviour of the coordination artifacts, and by possibly
introducing new agents, responsible of the execution of some new individual
task related to the new feature. If the system is well-engineered, the integration
of a new feature would not imply changing existing agents, but only the glue
aggregating and coordinating their activities.

So, the feature interaction problem can be faced focusing primarily on the
coordination artifacts behaviour, checking for the presence of coordination laws
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which interfere each other in an undesirable way. In this framework, feature
interaction emerges from dependencies that have been not properly handled in
the coordination medium. The same reasoning applies for the opposite issue, that
is feature inter-working: possible desirable interaction among features can be here
obtained and managed by suitable coordination laws which do not interfere, but
work together fruitfully. For all the other issues:

— feature models and languages — in this case the model and language used to
define and enact features is strictly related to the coordination model (and
language) adopted to support multi-agent system coordination, in particular
to define coordination artifacts and their behaviour. For instance, in the case
of TuCSoN a feature would be mainly described in terms of coordination laws
expressed in the ReSpecT language;

— formal feature — coordination models and languages with formal semantics
can be suitable for investigating the verification of formal properties of co-
ordination. This is the case of tuple centre model and ReSpecT language,
for instance. In this context, this accounts for verifying formal properties of
features, mapped on top of coordination laws enacted by media. This possi-
bility is a key to face the feature-interaction problem from a formal point of
view;

— feature evolution — feature evolution is supported in this case by the capa-
bility of changing dynamically the behaviour of the coordination artifacts
by changing/adapting the coordination laws concerning the feature. In the
case of TuCSoN, for instance, the behaviour of a tuple centre can be in-
spected and changed dynamically by means of suitable tools (for humans)
or by coordination primitives that can be used directly by agents;

— feature infrastructure — any model based on agents and coordination arti-
facts necessarily requires the notion of infrastructure to support at runtime
these abstractions and their interactions, by means of suitable services. Then,
the infrastructure has a key role in supporting issues related to integration
and evolution of features, in particular by providing the services to inspect
and change at runtime the behaviour of the coordination artifacts used for
implementing them.

4 A Simple Case Study: Email System

In this section we exemplify the approach described in previous section using
TuCSoN to engineer a simple case study typically found in feature literature [7,
23], an email service!. The objective of our system is to setup an email service,
which can be used both from human and artificial agents. The functionalities of
the basic system concern receiving, sending and visualising (for humans) emails.

! The source code presented in this section can be tested by using TuCSoN technol-
ogy, available as open source project at http://lia.deis.unibo.it/research/tucson or
http://tucson.sourceforge.net
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out(incoming(mail('Linda Smith’,
‘aricci@deis . unibo.it’,' . )
‘Meeting’,'Let us meet at 5pm'))) lr}(outgmng{Mall))
. A_. ® O__L. ‘ k}
y ) incoming(mail...)) Sender
Receiver
tuple centre g
MailService O—
User agent
/
/ rd(incoming(Mail))
reaction(rd(incoming(Mail) ), (
post, in r{incoming(Mail)), out r(read(Mail))})

Fig. 3. The basic email service engineered with TuCSoN. Three agents are responsible
for individual tasks (sending emails, receiving emails and assisting the human user)
and the MailService tuple centre is used to support their coordination.

The core service will be then extended by integrating new features, the en-
cryption/ decryption capability and the auto-reply functionality. With a simple
analysis, three basic roles can be identified:

— the receiver role, responsible of receiving incoming emails though of the POP
protocol/infrastructure;

— the sender role, responsible of sending outgoing emails using of the SMTP
protocol/infrastructure;

— the user interface role, responsible of assisting users in checking and visual-
ising incoming emails, and composing outgoing emails.

The social laws glue the activities of these roles fruitfully. The roles are assigned
and played by TuCSoN agents, with the capabilities required to fulfill role tasks.
In order to coordinate the individual activities, we use a single tuple centre,
called MailService. An overall picture of the basic system is depicted in Fig. 3.
We use the logic tuple

mail (Sender,Receiver,Subject,Content)

to represent email information, where simple string can be used to describe
all the fields of the mail. An example of mail tuple can be:

mail (’Linda Smith’, ’aricci@deis.unibo.it’, ’Meeting’,
’Let us meet at 5.00 pm. Bye, Linda’)
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Table 1. ReSpecT code defining the basic coordination behaviour of the MailService
tuple centre. Basically, in order to avoid that the same incoming mail could be read
more than once, when an incoming tuple is read by means of the rd operation, the
tuple is removed and a new tuple read with the same mail information is inserted.

reaction(rd(incoming(Mail)), (
post, in_r(incoming(Mail)), out_r(read(Mail)))).

The presence of incoming and outgoing emails are represented respectively by
tuples incoming(Matl) and outgoing(Matl), where Matl follows the format
described above. Receiver agents notify the arrival of a new email to the agent
society by placing a new incoming tuple in the MailService tuple centre (by
means of an out operation). Sender agents collect outgoing tuples by means of
in or inp operation as they appear in the tuple centre, and use the information
to send emails via the SMTP protocol. User agents collect and visualise new
incoming emails for a human user by reading incoming tuples through the rd
operation, and also assist a human user in sending emails by inserting outgoing
tuples with proper data. The synchronisation capabilities provided by the ba-
sic coordination primitives (in, out, etc.) are sufficient for realising the simple
coordination required by the basic service core. In addition, we add a coordina-
tion law to avoid that incoming emails could be read and visualised more than
once, by turning incoming(Mail) tuples in read(Masl) tuples as soon as the
incoming tuples are read the first time. In order to enact this coordination be-
haviour, the tuple centre MailService is programmed with the reaction shown
in Table 1.

4.1 Handling Feature Integration: Encryption and Decryption

Now we aim at extending the basic system core by integrating the encryption/
decryption feature [7]. Abstracting from details, we suppose that format of the
logic tuple deployed for an encrypted email is:

mail (Sender,Receiver,encrypted(Subject) ,encrypted(Content))

In order to add the encryption feature we extend the basic society by adding
an agent (role) able to encrypt information, and the coordination laws glu-
ing the new activity with sender one. Basically, the activity of the encryp-
tion agent is triggered by the presence of tuples representing mails to encrypt
mail_to_encrypt(Mail) and  produces  tuples with mail  encrypted
mail_encrypted(EncryptedMail). In particular, the encryption agent can get
mail_to_encrypt tuples by means of in operations, and provide the mail en-
crypted tuples by means of out operations. In order to provide this new feature,
we extend the behaviour of the tuple centre with the reactions depicted in Ta-
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Table 2. ReSpecT code defining the encrypt (top) and decrypt (bottom) feature.

1 reaction(out (outgoing(Mail)), (
rd_r(encryption(true)), in r(outgoing(Mail)),
out_r(mail _to_encrypt(Mail)))).

2 reaction(out(mail_encrypted(Mail)), (
in_r(mail_encrypted(Mail)), out_r(outgoing(Mail)))).

3 reaction(out (incoming(mail(S,R,encrypted(Subj),encrypted(C)))), (
in_r(incoming(mail(S,R,encrypted(Subj),encrypted(C)))),
out_r(mail_to_decrypt(mail(S,R,encrypted(Subj),encrypted(C)))))).

4 reaction(out(mail_decrypted(Mail)), (
in r(mail decrypted(Mail)), out.r(incoming(Mail)))).

ble 2 (top). For hypothesis, the presence of the tuple encryption(true) indi-
cates that the encryption feature is active. According to the extended behaviour,
when an outgoing non-encrypted email is inserted in the tuple centre and the
encryption service is on, the tuple with the information in clear is removed and
a mail_to_encrypt tuple inserted (reaction 1). Then, a free encryption agent
would retrieve the tuple by means of an in or an inp primitive, do its job and
then insert the resulting mail_encrypted tuple in the tuple centre. The tuple
centre reacts to this action, by removing the mail_encrypted tuple and inserting
a new outgoing tuple, containing the encrypted email (reaction 2). As in the
previous case, the outgoing tuple would be then collected and sent away by the
sender agent.

An analogous approach can be adopted for the decryption feature. As for the
encryption, we extend the behaviour with suitable coordination laws (see Ta-
ble 2, bottom) and introduce a new agent able to decrypt the information (or we
can assign the decryption task to the same encryption agent). Analogously to the
encryption agent, the activity of the decryption agent is triggered by the pres-
ence of tuples representing mails to decrypt mail to_decrypt (EncryptedMail)
and produces tuples mail_decrypted(Mail) with mails decrypted. When an
incoming tuple is inserted with an encrypted mail, the tuple is removed and
a new tuple mail to_decrypt inserted (reaction 3). Then the decryption agent
comes into play, consuming the mail to_decrypt tuple, doing its decryption job
and then inserting the new decrypted tuple, mail_decrypted. The tuple centre
reacts by removing the mail_decrypted tuple and inserting a new incoming
tuple, containing the decrypted email (reaction 4). The incoming tuple is then
collected by the user agent and properly visualised.

What is important to note here is that the dynamic/runtime integration
of the new encryption and decryption feature has not caused the intervention
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Table 3. ReSpecT code defining the auto-reply feature (top) and code required to
avoid feature interaction with the encryption/decryption feature (bottom).

1 reaction(out (incoming(Mail)), (
rd_r(auto_reply(true)), out_r(mail_toreply(Mail)))).

2 reaction(out(mail_reply(ReplyMail)), (
in r(mail reply(ReplyMail)), out_r(outgoing(ReplyMail)))).

3 reaction(out_r(mail_toreply(S,R,encrypted(Subj),encrypted(C))),(
in r(mail_toreply(mail(S,R,encrypted(Subj),encrypted(C)))),
out_r(mail_suspended reply(mail(S,R,encrypted(Subj),

encrypted(C)))))).

4 reaction(out_r(mail_decrypted(mail(S,R,Subj,Cont))), (
in_r(mail_suspended_reply(mail(S,R,_,-))),
out r(mail_toreply(S,R,Subj,Cont)))).

on existing running agents, but only the runtime extension of the behaviour of
coordination artifact with new coordination laws and the introduction of new
specialised agents.

4.2 Handling Feature Interaction:
Encryption/Decryption plus Auto-reply

Now suppose that we want to add the auto-reply feature, enabling automatic
answers to all incoming emails. As remarked in literature, this feature and the
encryption/decryption feature interfere [23]. For instance the encryption and
auto-responder interact as follows: the auto-responder answers emails automati-
cally by quoting the subject field of the incoming email; if an encrypted email is
decrypted first and then processed by the auto-responder, an email with the sub-
ject of the email will be returned. This however leaks of the originally encrypted
subject if the outgoing email is sent in plain.

As for the encryption and decryption feature, we can integrate the new fea-
ture by extending the behaviour of the tuple centre with proper coordination
laws (see Table 3, top) and by introducing a new agent able to compose the
answer mail from the incoming one. The activity of this auto-responder agent
is triggered by the presence of tuples mail _toreply(Mazl) representing mails
to be answered and produces tuples mail_reply(ReplyMail) with the replies.
When an incoming tuple is inserted and the auto-reply feature is active (a tu-
ple auto_reply(true) is present in the tuple set), the tuple mail toreply is
inserted in the tuple centre (reaction 1). Then the auto-responder agent comes
into play, consuming the mail_toreply, doing its job — in this simple case cre-
ating a reply mail by quoting the subject of the original one — and then insert-
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ing the new reply tuple, mail_reply. The tuple centre reacts by removing the
mail_reply tuple and inserting a new outgoing tuple, with the reply mail to be
sent (reaction 2). The outgoing tuple would be finally collected and sent away
by the sender agent.

However, it is easy to verify that this solution suffers the feature interaction
problem. The problems arise with incoming encrypted emails, which require to
receive an encrypted auto-reply. In this case, the auto-responder agent would be
asked to create a reply from an encrypted email, and then to be able to decrypt
it first. It is worth noting that there are no problems or interference with the out-
going emails: when the auto-reply agent inserts a non-encrypted outgoing reply,
it is collected and encrypted by the encryption agent, and then sent away by the
sender agent. In order to decrypt the mail the auto-responder agent could use the
available decryption service, by inserting a suitable mail_to_decrypt and then
collecting the tuple mail_decrypted as a result. This could be a solution, how-
ever in this way we would create a coupling between the auto-responder agent
with the decryption service, that is the auto-reply agent must be aware of the
existence of encrypted emails and of the related service for their decryption. The
problem can be solved by focusing completely on the coordination part, that is
adapting the glue among the activities. Our goal is to trigger the decryption ac-
tivity before the encrypted mail would be collected by the autoresponder agent.
To do this we can either modify the reactions added for the auto-reply feature,
in order to have a different coordination behaviour if the encryption/decryption
feature is active; however this would mean changing the glue related to a feature
because of the presence of another feature. Or, we can avoid any change to the
existent glue and solving the problem by adding the reactions useful to manage
the dependencies between the coordination laws related to the two features, by
constraining the execution order of the decryption and auto-reply activity. The
reactions are shown in Table 3 (bottom). When the auto-reply service is trig-
gered by inserting a mail_toreply tuple with an encrypted mail, the tuple centre
reacts and the tuple is removed — to avoid the immediate service triggering —
and a new mail_suspended_reply tuple inserted to keep track of the suspen-
sion (reaction 3). Then, when the decryption service finishes and the incoming
tuple is inserted with the decrypted email, related to a suspended reply, the
mail_suspended_reply is removed and the auto-reply service is triggered again
by inserting the proper mail_toreply tuple.

So, what is important to remark here is that the feature interaction could be
managed without any intervention on the agents responsible on the individual
activities, but only by adapting or, possibly, extending the glue that binds the
activities together. Of course, the solution (interaction protocols and reactions)
provided in this example are useful only in principle, for reasoning about the
problem: real-world systems would require more solid and well-engineered tuple
formats, protocols and reactions.
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5 Conclusions

In this paper we investigated the relationships between feature based system
and agent oriented software engineering, in particular we sketched out a pos-
sible way to model and design feature-based systems in terms of agents and
coordination artifacts. Some benefits of the approach have been remarked, in
particular the support provided by agents and artifacts to feature runtime in-
tegration and evolution, and for the management of features in the context of
concurrent and distributed systems. The bridge between the two worlds has trig-
gered some interesting challenges coming from the feature context — such as the
feature interaction problem: we found these issues very interesting and challeng-
ing also using agents for the system engineering, and should be subject of future
investigations.
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